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(L} Ensure Signids Infefligence provides THE decisive edge b edvencieg the fiell spectrum of 1S notiomal

(U] Mission

{10} D fend the markn through SMENT-dertved advenrage with i akitbed work foree Prairad, eqedpped and
emmpowered fo qocess and wrelock the secrets of our odversarfes.

(1) Values

(1} We will conénmtly strive fo fmprove owr krmowledge, our people, our teclmelogy, amd our praduds
Threugh Inmermties god persanalization, we will advance the SHGNT fystem. Owr customers amd
sinkefodders can rely om ws to provide Koy, high guality prodecds and services, beoruse we mever siop
fanovoting omd bmproving, and we mever glve up!

(U) The Enviromment

(U //FOUD) For deeades, Signals [Intelligonce has sustained deep and persistont acoess toall manner of
adversaries 10 Enform asd galde the actions and decislons of Preskdents, mdjasy commpande s, policy
makers and clandestine service officers. As the woadd has changed, and global imterdepesdence and the
acdvent of the information age have transformed the atore of our target space, we have adapted In
inpovative and creat ive ways that kave led gome to deseribe the careent day as “the golden age of
SIGINT.S

(U FOUO]) Ths repueation was hapd-wos, but will oply eedure @ we keep gight of the dynamse snd
increasingly market driven forces that costinue to shape the SIGINT battle gpace. We st proactively
position ourselves to dominaste that emvironment aoross discovery, sacoess, explodtatbon, amelysis,
collabarathon asd I the products and services we provede. The SIGINT system amd owr Inberactbon
Eherein muist be as agile and dymamic a< the information space we confromt.

(U//FOU 0] The mission space for SIGINT in the years ahead will continge 1o grow at a rapld paco
aenklst a dramatically new set of challenges:

(U FOUO) The interpretation and guidellnes for applying our suthorities, sand in soane cases the
aviborities thesmielves, have not Kept pace with the complexity of the techpology and target
ervironments, or the operational expectations levied on NSA's mission

= (U} Digital information created since 2006 g rew tenfodd, reaching 1.8 exabyies in 201 1, a trend
profected 1o contimue; ubdquitons computing k fundamentally changing how people interact
inidividals become untethered from information sources and their comemanicatfors tools; and the
trnces (ecdividuals leave when they interact with the global network willl deline the capacity to locate,
characterize and anderstand entilies!.
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» (V) Cyberattacks offer & means for potent il adveraries to overcome overwheliming U S advamages
in conve ntional malitary power and todo 2o in ways that are ingtantaneousdy and exceedingly hard o

trace. Such attacks may sot cause the mass casualtles of o paclear strike, but they could paralyze L5
gociety all the same?,

= (U} The International system = as constructed following the Second World War = will be al most

anrecogrizable by 2025 owing to the rive of emerging powers, a globaliging ecomsamsy, an hivteri
vramefer of relative wealth and economic power from West to East, and the growing inlluemsce of

non-state actors®.
(V) Expectations

(U /FOUQ) The power of informatiam, its short shelf bife s the isformation age anid the speed a1 which
it maves will 2ot the conditions for how XSA interacts with custemers. Trapsactional, pasiive of Hiear
relatianships will be replaced by embedded, deeply interact ve engagements. Existing investments in
eyber secusmy willl by necessity expand aceoss the enterprise to meet the demand and speed of action
recpiired 1o thwan sur adversaries To remakn a value forihe warfighier our Iformation must be
immediately avallable a1 the lowest classification level. The matlon will continge 1o depend upon NSA to
be the lead for the application of the schence of cryptography, sustainieg access and understanding of
iata even o f i ryplian bocomes sutomatic, transparent and prolilie, Produects amd services lrom N5A
willl evalve into forms and across boundaries 1that mirror the networked apd agile manner in which
people nteract in the Iiformation age, and we will share information, responsibly and securely, with
external pariners ased cusioners

(U FOU0) For SIGINT to be optimally effective, legal, policy, and process amthosities nuast be as
adaptive and dynamis as ibe technological and operational sdvances we sock 1o explolt. Nevertbeless,
the calture of complisnce, which ha allowed the American peaple 1o entrist NSA with extraond | mary
autborities, will not be comprom&ed (m the face of so many demanids, even as we aggressively pursue
legal mitharities and a policy framewark magped moee [Elly io the formation age.

(U ffFOUO) To sustain carrent misston relevance and to meet the challenges, the Sigmals Intelligence
Diroctorate mest usdertake & profound snd revodatiopary shift (rom the mission approsch wislehs haes
gerrvedd us 3o well in the decades preceding the anset of the information age 1o a SKFINT systeen that i
as agile and dynamic as the information space we canlront. The esnvironiment demands I the capability
nfthumiﬁlﬂmm can achssve £ and the woek foree has the creat ivity and the skill base to make it
poss

(U fFOUO) What (oBow are the five challenge goals the SIGINT beadership has established to close gaps
Between the el romment and expectatbon over the next fve years,
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SIGINT Goals for 2012-2016
L. (U /FOUQ) Revoluticnize amalysi = fundamestally shif our analytic approach from a praduction to
a discovery biag, enrichved by innovative customer fpartner engagement, radically increazing
operatlons impact across all mebssion domalns, |
1L (U FOUQ) Through sdvapced tradecralt and sutomation, dramatically inerease mastery of ihe
global network
LE (L fFMQ) Conduct orfginal analysis in a collsbomtive Informatlon space that mirrors bow people
intersct in the isformation age
L2 (U A0U0]) Dissensinate data at &5 first point of relevance, share bulk data, and ensble customsers
to add ress niche requirements
LA [UfFOUD) Drive an agile technology base mapped 16 the cognitive processes that underpin large
scale analysis, discovery, compliance and callaboration

T (U FOUQ) Fully leverage isternal and external NSA panserbips 1o collaboratively discover targets,
fimd their vulmerabilities. and overcome their petwork fcommunication deflepses.

L1 (U fFOUO) Bolster our arsenal of capabilities against the most critical orpptanalytic challenges
Z10. (5//514REL) Employ multidisciplinary approaches to cryptanalytic problems, leveraging and
inbegrating mid-pobnt and end-polnt capab il kles to e pable crypianalysis

1.2 (5//REL) Counter the challenge of ubiquitous, strong. commercisl network & neryptbon

1.2 (T5//51/ /REL) Counter indigenous enyptographic programs by targeting tseir isdustrial bases
with all avallabile SIGINT and HUMINT capabdlities

1A [T5//51//REL) lsfluence the ghabal commercial encryption market throwsgh commerncial
relatianships, WU MINT, and second and thind party partsers

15, (5451 MREL) Cantinwe to isvest in the industrial base amd drive the state of the an for High
Performance Computing to makntain pre-cminest cryptanalytic capabdity for the nation

T3 (T5/ 751/ /REL) Defeat adversary cybemsecuriy practioes in onder 1o soquire the SIGINT data we
need from anyome, angtime, amywhere

23 (8//50) Enable dscovery capabilities and advanced tradecraft in the collection archiftechare to
emable il discowery of mission-critical persons, networks, acerises, 3 igmals and technol ogbes

24 [5//51) Integrate capabdlities info the misshon architecture, deepen workforee skill base in
advanced network and signaks analysis, and optimize processes and polkebes for the benellt of discovery

2 (5//517 MREL) Dymamically integrate endpoint. midpoint, industrial.enabled. and cryplamalytic
capabdlities to reach previously inaccessible targets In support of exploitagion, cyber defense, and cyber
o Fak o

R A (CfFREL) Drive the SHEINT mission architecture to underpin synchronized, integrated,
multi-capability operations, extending it to misshon pariners

2L (T5/ /51 /REL) Integrate the SIGINT system into a natlomal setwork of sensors which interactheely
peniae, respoid, and alert one another ot machine speed

A3 (U /AU 0) Continuously rebalance our portfolio of acorsses and acoess capabilithes based on
current and projected contributions to key SIGINT mbsions

34 (50507 MREL) Identily new aceess, collection, and exploiation methods by leveraging glohal
business trends indata and communications senvices
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(U} Inorcder 1o achieve these theee mxission goals, we mast collect heely liberate the innovation and
creativity af our warkfaroe through techinology. policies, and busisess procestet - lence, e fallowing
bwo goals have been set:

4. [U') Collectbvely foster an environme it that encourages anil rewands diverigy, empowerment,
inmovation, risk-taking and agility

4.1, ') Empower employees bo malke decistomm and drive chamge; invest in and rewand lnnovation,
A2 (U fFOU0) Balld compliance info systems and tools to ensure the warkforce operates within the
law amed withowt worry

43 (1) Work together to detall, lmplement, and evalve the strategy

44 (') Provide sveryone with the training and experieeces neceisary o lead the wosld's most capable
SIGINT service and be competitive for Intelligence Commanity leadership potitlons

5 (U] Enalibe better, more ol ient manageimsest of the mission and basines by sstabllshing new,
modifykng current, and o lmisatiog nellichest, business processes; by sirengihe ming customer
relatbonships; and by bullding necessary intermal and external partnerships.

S0 (U FOUO) Pursue, develop, and Implement policy consistent with the pace and scope of

o rat o

EL (U /S /FOUD) Build into systems and tools, festures that enable and automate oed-to-end
value-based assessment of SIGINT products and services

53 (U ffFOU0) Creabe and sustaln a misshon managemenst envinonment that ks autonomic ned agile
S4. (U /FOUO) Synchronkee mission, budget and acquisition, and technobogy and research acthities to
deliver the capabilities recuired to keep SIGINT relewant

55 (U] Align and standard ize adminkst rative Business processes throaghout the SIGINT enterprise to
reduce the bureaucratic banlen an the enterprise

56, (U fFOU0) Chasnpion the development of a uniled NSASNCSS U S customer engageiie st strategy
that streamlines processes, iIncreases rescurce efficlencies, sllinates redundancies, and strengthens
NEA relatianahips
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