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OLYMPIA & THE CASE STUDY 

OLrAJPIA 

1 

CSEC's Network Knowledge Engine 

Various data sources 
Chained enrichments 
Automated analysis 

Brazilian Ministry of Mines and Energy (MME) 

New target to develop 

Limited access/target knowledge 
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QUESTIONS 

o How can I use the information available in 
SIGINT data sources to learn about the target? 

o What can I find that would help me inform access 
development efforts? 

o Can I automate the analytical process and/or re
use analytics designed for other pur poses? 
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OLYMPIA AT A GLANCE 
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OLYMPIA AT A GLANCE 
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OLYMPIA- AUTOMATION 
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ANALYSIS - CASE STUDY 

What we know about the target: 
- Domain: @mme.gov.br 
- 9 D NR selectors 
- Very little collection 
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ANALYSIS - DETERMINE TARGET'S 
IPs AND ISPs 

( ....... ---
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Ourrrny (do nofling).; 

Ooma.n"S IPs ~ 
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ANALYSIS DETERMINE TARGET'S 
IPs AND ISPs 
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ANALYSIS - DISCOVER TARGET'S 
PROXY 
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ANALYSIS - DISCOVER TARGET'S 
PROXY 
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ANALYSIS - DETERMINE IPs MY 
TARGET COMMUNICATES WITH 
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ANALYSIS - DETERMINE IPs MY 
TARGET COMMUNICATES WITH 

-"01~Tn.<m.>NI'""'n ~ rlnn;in I P in r··nt;,-t '"' ~t. t'o'moll'l •11-t '·"'1 tt 1 P llo·n"'-" ~rrt,IW . · 1 ~ ·tn':rt 

OO'f~p IIIII'e 'J"I·~f ~:i!(!l: 6HJSlJCI!!: 

Cl:rrel:kfll'!'l' ~rli.!f 615:H(l!: ~-~l!.!HCU!: 

CCI'!~ t:lltl"ri.' ,Srll-'1 6:25:U (2j;t::MS !t): 6~Xl:fCi21 

arr ~orn-rt~(l'/.:1 6::25:TlU!: 6.:23tlUCill: 
~om ... €'~\'1'1.::1 6:2S:TS(Ij; 6:."'»::fCI1~ 

t(I'TI!t, rrr:-'!&(1'1 ~~ 6:"~H(lj; ~'!OJT!ft!ll: 

ccrrmm:ro:~r~.·!r US:TS(!j; 6.5U}o(,fCil!: 

c:G'feb.lll'l'l'~tl'llf 613:TS(lj; t-ll~;Kp); 

CD'I~ ~:~.m'l't" .gr~t.:r 6:15:U(l[; ~:11Jii:Kjt); 

il)'! ~t:ll~i"'l.::l 6:2i:U{lj; f6lll}§rJ( !11: 

~~m ... ~~(I'UI 6:2S:TS(lj; 6::22-'l].;fC!ll: 
t(J'f'l'l)m-'!gll'l ~• &-~WirK 6..~1SU1i!; 

((rT~ i) ffi'T'l: -@"1.!:1 ll.n;(!J.T( 6.151) Ill!: 

r:trll"!bmrl"l:~rll.!f &13:15(~!: t .5717UC 

wwwm~~.gr~J_!:I ---····-·- 61Jl1S(l_l; 
--
6~~l:TC !!I: 

rM...-~~ II' rm•t.>-t r Hri'f nt I~ rCI"T.;~1 ~\N n' IP crnt;:o1 il'lln NP•nrr~ 

M 1ret11o; ip l'l'm:rc1w~ ww:n telt<t>'Vl~~tspk >f~ mt·N 

tse 1 ne1 oo: tp nlru~ttture bnD§h tei!'Olt'W'l!.IW.IIICIIS pic ~Xl~ 

b~ CO IWTIW.II'Z!Jo~ lftt. cwmuac:llotll ~3cneG: 

I< P:lttl¥1 t~:,mll!liJI~mn 16;7 p:d¥1 
'" o-,;e;r to & -tN.·-I.X w'::CTI~CIIom6 ~-.:ttkm.,.J'U!1h,..:~ '-391 :~r.t·d 

ltTW~"~;Ir>;'W"f'< ll'rt~m ::,or.o -~" '"'Jd\•-e• l.f ll»tprj•ll 

IHnoolr-e ~~r<.<mke IHU:nra 
dSII~SIJ.lllalbtn s.audf'l'! DOH ._..Jdl JU~i 

d~J ~cme!.l.lb101btn 1oW!if'~! 13CJ~ IIUdl !Ub.t 

d' t.omt~bl(llbwt l.ll.ldr.•! 25m~ ~.i~Jdl ~U!I~ 

~u:.tne: -;.;&;dl ttlu-or: wm;tt: loiOd rct ~~:dtor;tt~ 

ito=~i.;tl o:-.:.·<4M IOo~.-o;!ll<;{U~qt ~; I' ( ~317';"-; 

•~t· !cll«-:W lid 1\o~b tdrot1.1"-' It<. 3..."'-:11· c.;•om 

mu.ll~ !t!Sllfi..>MI"tCOf'IC*Tr lt(\te"h n,•:4l ~1'7 §h.ll Jf.I.U 
l'lt\1-ti::t Waa~!'t .!:Hi -.:r.ldt !U3! 

wner o con ac . 
Carrier of ] P contact 
f\SN of IP contact 
Country of LP contact 
J P r:mge for lP 

TOP SECRET II SI 

I p r; ~1-..IPcrnT>rt 

------- ----~--~ 

~- - -- - ~-- -· -

-~----· ----- · 
-- · 

--------
------



ANALYSIS - IDENTIFY POTENTIAL 
MAN ON THE SIDE OPERATION 
AGAINST MY TARGET 
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ANALYSIS - IDENTIFY POTENTIAL 
MAN ON THE SIDE OPERATION 
AGAINST MY TARGET 
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ANALYSIS- DISCOVER CONTACTS OF 
MY TARGET AND COLLECTION SITES I 
SEE MY TARGET ON 
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SUMMARY 

Based on the information collected, I am better 
positioned to analyse my target's telecoms 
environment. 
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MOVING FORWARD 

o I have identified MX servers which have been 
targeted to passive collection by the Intel 
analysts, who are assessing the value, 
provenance, etc. of the traffic generated by the 
mail servers. 

o I am working with TAO to further examine the 
possibility for a Man on the Side operation. 

o Based on the network information gathered, the 
NAC has started a BPoA analysis on the MME. 
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