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INTRODUCTION ()

One of the greatest challenges the United States faces in the ongoing conflict with [Jj
I s inding operatives of the enemy. As this Court is aware, one of the most significant

toots that the U8, Government can use to accomplish that task is metadata analysis. Under this

Courts order - S O S I O N
B 000 20¢ Orcer, No, PR/ || T - ). <

subsequent related authorizations, the National Security Agency (NSA) is currently collecting
metadats in bulk from electronic communications and applving sophisticated analytic tools 1o
identify and find ||| NG 7o sttached Application seeks this Court’s authorization
to collect in bulk _ certain business
recards—call detail records, or “telephony metadata™so that the NSA may uss these same
analytic tools to identify znd find operatives of ||| |  EGTGcGcGcGR 5005

The attzched Application for business records is made pursuant to title V of the Forelgn
Intelligence Surveillance Act, S0 1U1.5.C. § 1861 et seq, as amended, “Access to Certain Business
Records for Foreign Intelligence Purposes,” to capitalize upon the unigue opportunities the
United States has for identifying communications of ||| GG 75 colection
sought here will maks possible a potentiaily powerful fool that the Government has to ciisoovef
snemy communications: metadata analysis. For telephone calls, metadata essentially consisis of
routing information that includes the telephone number of the calling party, the telephone
number of the called party, and the date, fime and duration of the call. It does not include the
substantive content of the communication or the name, address, or financial information of a
subscriber or customer. Relying solely on such metadata, the Government can analyze the

contacts made by a telephone number reasonably suspected to be associated with a terrorist, and




thereby possibly identify other, previously unknown, terrorists. The primary advantage of
metadata analysis as applied to telephony metadata is that i enables the Government to aalyze
past connections an_ That analysis is possible, however, only if the
Government has collected and archived a broad set of metadata that contains within it the subset
of communications that can later be identified es terrorisi-relat eé. In addition, individually
targeted collection of metadata 1s inadequate for tracking the communications of terrorists who
I
_
@S%Eé@}
In the attached Application, therefore, the Government requests that this Couwrt order the
production, in bulk and on an ongoing basis, of certain business records ||| Gz
I o biliing end fraud detection purposes, _ ‘call
d&faii records” that contain routing information, including which telephone number calied which
other telephone number at what date and time, and for how long, e, “metadata™ The
Application fully satisfies all requirements of title V of FISA. In particular, the Application
seeks the production of tangible things “for” an international terrorism investigation, 50 US.C.
§ 1861(a)}(1). In addition, the Application includes a statement of facts demonstrating that there
are reasonable grounds to believe that the business records sought are “relevant” 1o an authorized
investigation, /d. § 1861(b)2). Although the cali detail records ||| G
- contain large volumes of metadata, the vast majority of which will not be terrorist-
related, the sce?e of the business records request presents no infirmity under title V. All of the
business records to be collected here are relevant to FBI investigations into [ ecanss the

MNSA can effectively conduct metadata analysis only if 1t has the data in bulk. FSESEAE)




In addition, even if the metadata from non-terrorist communications were deemed not
relevant, nothing in title V of FISA demands that a request for the production of “any tangible
things™ under that provision collect only information that is strictly relevant to the international
terrorism investigation at hand. Were the Court to require some tailoring to fit the information -
that will acfually be terrorist-related, the business records request detailed in the Application
would mest any proper test for reasonable tailoring. Any tailoring standard must be informed by
a balancing of the government interest at stzke against the degree of intrusion into any protected
privacy interests. Here, the Government’s nterest is the most compelling imaginable: the
defense of the Nation in wartime from attacks that may take thousands of lives. On the other
side of the balance, the intrusion is minimal. As the Supreme Court has held, there 1s no
constitutionally protected interest in metadata, such as numbers dialed on a telephone, Any
intrusion is further reduced because only data connected to telephone numbers reasonably
suspected to be terrorist-associated will ever be viewed by any humen being. Indeed, only a tiny
fraction (estimated by the NSA to be 0.000025% or one in four million) of the call detail records
collected actually will be seen by a trained INSA anaiyst. Under the procedures the Government
will apply, metadata reflecting the activity of a particular telephone number will only be seen by
a human analyst if a computer search has established a connection to a terrorist-associated
telephone number. (FSHSHNE)

The Application is completely consistent with this Court’s ground breaking and
innovative decision ||| GGc—_ in- In that case, the Court authorized the
installation and use of pen registers and trap and trace devices to collect bulk e~mail metadata
R
I - Couct found that all of “the information likely to be




obtained” Fom such collection “is relevant 1o an ongoing investigation o protact against
international terrorism.” S0 U.S.C. § 184202 |G = 2554 The Court explained
that “the bulk collection of meta data~— ., the collection of both a huge volume and high
percentage of unrelated communioations—is necessary to identify the much smaller mumber of ||
B oo unications.” Jd at 49, Moreover, as was the case in ||| NGNGB s
Application promotes both of the twin geals of FISA: facilitating the foreign-intelligence
collection nesded fo protect American lives while at the same time providing judicial oversight
to safsguard American freedoms. (8
BACKGROUND (U}

A The Al Qaedé}?hmaﬁ £

On September 11, 2001, the al Qaeda terrorist network launched a set of coordinated
attacks along the East Coast of the United States. Four commercial jetliners, each carefully
selected to be fally {oaded with fuel for s iranscontinental flight, were hijacked by 2l Qasda
operatives. Two of the jetliners were targeted af the Nation’s financial venter n New York and
were deliberately flown into the Twin Towers of the World Trade Center. The third was targeted
at the headquarters of the Nation’s Armed Forces, the Pentagon. The fourth was apparently
headed toward Washington, D.C, when passengers struggled with the hijackers and the plane
crashed n Shanksviile, Pennsylvania. The intended target of this fourth jetliner was evidently
the White House or the Capitol, strongly suggesting that its intended mission was to strike a
direct blow at the leadership of the Government of the United Stetes. The atfacks of September
11th resulted in approximately 3,000 deaths—the highest single-day death toll from hostile

foreign attacks in the Nation's history. These attacks shut down air travel in the United States,




disrupted the Nation’s financial markets and government operations, and caused biflions of
doliars in damage to the economy. (U}

Before the September 11th attacks, al Qaeda had promised 1o attack the United States. In
1998, Osama bin Laden declared a “refigious™ war against the United States and urged that it
was the moral obligation of all Muslims to kil U.S. civilians and railitary personnel. See
Statement of Osama bin Laden, Avmarn al-Zawahin, et al., Ferwah Urging Jihad Against
Americons, published in Al-Quds al-" Arabi (Feb. 23, 1998) (“To kill the Americans and their
allies—civilians and military-1is an individual duty for every Muslim who can do it in any
country in which it is possible to do it, in order to liberate the al-Agsa Mosque and the boly
mosque from thewr grip, and in order for their armies 1o move out of all the lands of Islam,
defeated and unable 1o threaten any Muslim.™). Al Qaeda carried out those threats with a
vengeance, they attacked the U.5.8. Cole 0 Yemen, the United States Embassy in Mawoh, snd
finally the United States itself in the September 1ith attacks. (U)

It 18 clear that al Qasda is not content with the damage it wrought on September 11th,
Just a few months ago, Osama bin Laden pointed 10 “the explosions that | . . have take[n] place
in the greatest Buropean capitals” as evidence that “the mujahidesn . . | have been able to break
through all the security measures faken by” the United States and its allies. Osama bin Laden,
audiotape released on Al-Jazeera television network (Federal Bureau of Investigation trans., Jan.
19, 2006}, He warned that “the delay of [sic] inflicting similar operations in America has not
been due o any impossibility of breaking through your security measures[,] for those operations
are underway and you will see them in vour midst as soon as they are done” /& Several days
later, bin Laden’s deputy, Ayman al-Zawshiri, warned that the American people are destined for

“a future colored by blood, the smoke of explosions and the shadows of teror” Ayman al-




Zawszhir, videotape released on the Al-Jazeera television network (Jan. '30 2008). These recent
threats were just the latest in a series of warnings since September 1 1& by al Qaeda leaders who
have repeatediy promised to deliver another, even more devastating attack on America. See, e g,
Osama bin Laden, videotape released on Al-Tazeera television network (Oct. 24, 2004) (warning
United States citizens of further attacks and asserting that “your security is in your own hands™);
Osama bin Laden, videotape released on Al-Jazeera television network {Oct. 18, 2003) (“We,
God willing, will continue to fight vou and wiil continue martyrdom operations inside and
putside the United States . . . "), Avman al-Zawaliri, videotape released on the Al-Jazeera
television network (Oct. 2, 20025 (“1 promise you [addressing the ‘citizens of the United States’]
that the Islamic youth are preparing for you what witl fill your hearts with horror™). As recently
as December 7, 2008, al-Zawahiri professed that al Qaeda “is spreading, growing, and becoming
stronger,” and that al Qaeda is “waging a great historic battle in Irag, Afghanistan, Palestine, and
even in the Crusaders’ own homes.” Ayman al-Zawahiri, videotape releassd on Al-JTazeera
television network (Dec. 7, 2005). Indsed, since September 1 1th, al Qaeda has staged several
large-scale attacks around the world, including in Tunisia, Kenya and Indonesia, killing hundreds
of innocent people. In addition, Ayman al-Zawahiri claimed that al Qaeda played some role in
the July 2003 aftacks on London. See Decleration of John 5. Redd, Director, National
Counterterrorism Center § 35 (May 22, 2008) (Exhibit B to the Application) (“WCTC
Declaration”™). (Given that al Qaeda’s [eaders have repeatediy made good on their threats and that
al Qaeda has demonstrated its ability to insert foreign agents into the United States to exscute
attacks, it is clear that the threat continues, (FSASLAE)

Reliable intelligence indicates that [ emzins intent on striking the United States

and U.8S. interests. See NCTC Declaration 97 5-7, 8, 1113, ‘| s 20 international




organization with a global presence, with members located in af lsast 40 countries, and the
capability to strike US interests anywhere in the world.™ /4 95, Indeed, [ “contines i
efforts to reconstitute communication links to a transnational network of [oersonne! and
affiliated groups™ Jd. §39. Recent intelligence suggests that [l bas become “keenty”
interested in soft targets, especially those that are densely populated. Id. 9517, 75. || N
and its affiliates consistently have expressed an interest in attacking U.S. rail and mass transit
svstems, as well s continuing to target the civil aviation sector, including U.S. passengers and
Western aircraft overseas. /d. §§ 74-80. Moreover, the Intelligence Community s concerned
that the next [ 2ttack in the United States might use chemical biological, radiological or
nuclear weapons, “especiatly given ([ clear intent to develop such capabilities and use
them to strike the Homeland.” /4. §81. In sum, [ continves to present “a credible threat
for a massive attack against the US Homeland,” Id. § 91. By helping to find 2nd identify
I . ooy those who are already within the
United States, the proposed request for busipess records would greatly help the United States
prevent another such catastrophic terrorist attack, one that [ itse!f has claimed would be
larger than the attacks of September 11th. FSASHECSHOENE)

B. I Us: of Telephones to Commumicate (8)

I - o international telephone system to
communicate with one another between numerous countries all over the woﬂd_y meluding o and
from the United States. In addition, when they are located inside the United States, [} ]I
B < domestic U.S. telephone calls. For purposes of preventing terrorist attacks
against the United States, the most analvtically significan telephone commumications

are those that either have one end in the United States or that are purely domestic, because those




communications are particularly likely to identify individuals who are associated with |||l
in the United States m:hc}se activities may taclude planning attacks on the homeland. See
Declaration of Lieut. Gen. Keith B. Alexander, US. Army, Director, NSA § 5 (May 22, 2006)
{Exhibit A to the Application) (“WNSA Declaration™). The vast majority of the call detail records
sought in the sttached Application would include records of telephone calls that either have one
end in the United States or are purely domestic, including local calls, although some racords
weould relate to communications in which both ends were outside the United States. The United
States needs to sort through this telephony metadata to find and identify ||| GG -
thereby acquire vital intelligence that could prevent another deadly terrorist afiack, ASHASHAED

. Discovering the Enemy: Metadata Analysis CFSASEAGD

Analyzing metadata from international and domestic telecommunications—-such as
information showing which telephone numbers have been in contact with which other telephone
mumbers, for how long, and when'—can be 2 powerfal tool for discovering communications of
terrorist operatives. Collecting and archiving metadata is thus the best evenue for solving the
following fundamental probiem; although mvestizators do not know exactly where the terrorists’
communications are hiding in the billions of telephone cails flowing through the United States
today, we do know that they are there, and if we archive the data now, we will be able touse it
in a targeted way to find the terrorists tomerrow. NSA Declaration §5 7-11. As the NSA has

explained, “[t]he ability to accumuiate a metadata archive and set it aside for carefully controiled

' Fortelephone calls, “metadate” includes comprehensive communications routing information, ingluding
the telephone number of the calling party, the telephone pumber of the called party, and the date. time and duration
of the call, as well as conumunications device gond trunk identifiers. A “trunk” is a commumication lins betwesn two
switching systems. Newfon's Telecom Dictionary 853 (20th ed. 2004). Telephony metadata does not include the
content of the communication, as defined by 18 US.C. § 2510(8), or the name, address, or financial informativn of 2
subsoriber or customer, &89




searches and analysis will substantially increase NSA’s ability to detect and identify members of
al Qaeda and its affiliates.” Id g 8; see als- at 43-45. (PSHSTANE)

Collecting and archiving metadata offers at least two invaluable capabilities to analysts
that are unavailable from any other approach. First, it allows for retrospective “contact
chaining.” For example, analysts may learn that a particular telephone number is associated with

- pefhaps because it was found in the cell phone directory of a recently captured [IEzIR
-agent. By examining metadata that has been archived over a period of time, analysts can
search to find the contacts that have been made by that “seed” telephone number. The ability to
see who communicates with w@om may lead to the discovery of other terrorist operatives, may
help to identify hubs or common contacts between targets of interest who were previously
thought to be unconnected, and may help to discover individuals willing to become FBI assets.
Indeed, computer algorithms can identify not only the first tier of contacts made by the telephone
mamber reasonably suspected to be associated with- but also the further contacts made
by the first and second tiers of telephone numbers. NSA Declaration § 9. Going out beyond the
first tier enhances the ability of analysts to find terrorist connections by increasing the chances
that they will find previously unknown terrorists. A seed telephone number, for example, may
be in touch with several telephone numbers previously unknown to analysts. Following the
contact chain out two additional “hops” to examine the contacts made by the first two tiers of
telephone nﬁmbers may reveal a contact that connects back to a different terrorist-associated
telephone number already known to the analyst. Going out to the third tier is useful for
telephony because, unlike e-mail traffic, which includes the heavy use of “spam,” a telephonic

device does not lend itself to simultaneous contact with large numbers of individuals.

(ESHSHANE)




The capabilities offered by such searching of a collected archive of metadata are vastly
more powerful than chaining that could be performed on data collected pursuant to national
security letters issued by the Government under 18 U.S.C. § 2709 and targeted at individual
telephone numbers. If investigators find a new telephone number When_s
captured, and the Government issues a national security letter for the local and long distance toll
billing records for that particular account, it would only be able to obtain the first tier of
telephone numbers that the-number has been in touch with. To find an additional tier of
contacts, new national security letters would have to be issued for each telephone number
identified in the first tier. The time it would take to 18sue the new national security letters would
necessarily mean losing valuable data. And the data loss in the most critical cases would only be
increased by terrorists’ _ Moreover,
because telephone companies generally only keep call detail records in an easily accessible
medium for up to two years, historical chaining analysis on the number may lead analysts to

other individuals _ by revealing the contacts that were made by a terrorist-

associated telephone number more than two years ago. See NSA Declaration § 12, (s,

The second major tool analysts can use with an archive of collected metadata is-

telephone number within the archived metadata that shows

Obviously, such_is a critical tool for




Declaration § 11. It provides an invaluable capability that could not be reproduced through any

_ Such analysis can be performed only if the Government has collected

(FSHSTHNE)

E. The Foreign Intelligence Surveillance Act (U)

FISA provides a mechanism for the Government to obtain business records—here, call
detail records— containing precisely the type of
communications data that is vital for the metadata analysis described above—including the
telephone number of the calling party, the telephone number of the called party, and the date,
time and duration of the call. Section 501 of FISA, as recently amended by section 106 of the
USA PATRIOT Improvement and Reauthorization Act of 2005, Pub. L. No. 109-177, 120 Stat.
192, 196-200 (Mar. 9, 2006) (“USA PATRIOT Reauthorization Act™), authorizes the Director of
the FBI or his designee to apply to this Court

for an order requiring the production of any tangible things (including books,

records, papers, documents, and other items) for an investigation to obtain foreign

intelligence information not concerning a United States person or to protect

against international terrorism or clandestine intelligence activities, provided that

such investigation of a United States person is not conducted solely on the basis
of activities protected by the First Amendment to the Constitution.

50 U.S.C. § 1861(a)(1).” )

? The call detail records sought in the attached Application would not be collected by a “pen register” or
“trap and trace devics™ as defined by 18 U.S.C. § 3127. Each of these terms refers to a “device or process” which
either “records or decodes dialing, routing, addressing, or signaling information transmitted by an instrument or
facility from which a wire or electronic communication is transmitted”—a pen register, id. § 3127(3), or “captures
the incoming electronic or other impulses which identify the originating mumber or other dialing, routing,
addressing, and signaling information reasonably likely to identify the source of a wire or electronic
cormurumication™—a trap and trace device, id § 3127(4). As the definitions make clear, pen registers and trap and




LEGAL ANALYSIS ()

IR The Application Fully Complies with All Statutery Reguirements. (U)

Section 501(c)}1) of FISA, as amended, directs the Court to enter an ¢x parte order
requiring the production of tangible things if the judge finds that the Government’s application
mests the requirements of subsections 501(a) and (b). The most significant of those
requirements are that the tangible things, which include business records, are “for” an
investigation to protect against international terrarism. 50 U.S.C. § 1861(a)(1). Section
501(b)2)(A) indicates that this requirement 1s one of relevance, providing that the Government’s
application must include

a statement of facts showing that there are reasonable grounds to believe that the
tangible things sought are relevant to an authorized investigation (other than a threat
assessment) conducted in accordance with subsection (a)(2) [i.e., following
Attorney General-approved Executive Order 12333 guidelines and not conducted of
a U.S. person solely on the basis of First Amendment-protected activities] to obtain
foreign intelligence information not concerning a United States person or to protect
against international terrorism or clandestine intelligence activities, such things
being presumptively relevant to an authorized investigation if the applicant shows
in the statement of facts that they pertain to—(i) a foreign power or an agent of a
foreign power; (i) the activities of a suspected agent of a foreign power who is the
subject of such authorized investigation; or (ii1) an individual in contact with, or
known 1o, a suspected agent of a foreign power who s the subject of such
authorized investigation.

Id § 1861(bY2XA).° (1)

trace devices are mechanical “device[s],” or perhaps software programs (“process[es]™, that “record” or “decode”
data as communications signals are passing through the particular spot in the commurications network where the
“device” or “process” has been installed, or that “capture” dats in 2 similar fashion. See, e.g., United States Telecom
Ass'nv FBI 276 F.3d 620, 623 (D.C. Cir. 2002) {"Pen registers are devices that record the telephone numbers
dialed by the surveillance’s subject; trap and trace devices record the telephone numbers of the subject’s incoming
calls™). The mechanism by which the NSA would recsive call detail records does not involve any such “device or
rocess.” Instead, | NG o copy and ransimit the call detail records,
-mdapendenﬂy compile in their normal course of business, to the NSA in real or near-real time. (TS/SI/NF)

? Until recently, section 501(b)(2) provided only that the Government’s application “specify that the
records congerned are sought for an authorized investigation conducted in accordance with subsection (2)(2) of this
section to obtain foreign intelligence information not concerning a United States person or to protect against
imiernational terrorism or clandestine intelligence activides.” 50 U.S.C. § 1861(1)(2) (Supp. 12001). According to
the legislative history of the USA PATRIOT Reauthorization Act, the provision was amended “to clarify that the




Thus, section 501(b)(2) of FISA requires that an application for an order requiring the
production of business records must include a statement of facts showing that there are
“reasenable grounds to believe” that certain criteria are met: (1) that the businsss records are
relevant to an authorized investigation, other than a threat assessment, that is being conducted,
for example, to protect against internaticnal terrorism; (2) that the investigation s being
conducted under guidelines approved by the Attorney General under Executive Order 1233 3;_and
(3) that the investigation 1s not being conducted of a U.S. person solely upon the basis of
activities protected by the First Amendment. Jd § 1861{(b)}(2)(A). All of these criteria are met
here. (L)

Taking the last two requirements first, the attached Application establishes that the

business records sought are for FBI investigations intd _
_nvestigations which are being conducted under Attorney

General-approved 12333 guidelines and that are not being conducted of any U .S. persons solely
upon the basis of First Amendment-protected activities, In addition, the attached Application
and accompanying declarations by the Directors of the NS A and Nationel Counterterrorism
Center certainly demonstrate that thers are “reasonable grounds to believe” that the business
records sought are “relevant” to authorized investigations to protect against international
terrorism. (S)

A, The Business Records Sought Meet the Relevance Standard, (T)

Information is “relevant” to an authorized international terrorism investigation if it bears
upon, or is pertinent to, that investigation. See 13 Oxford English Dictionary 561 (2d ed. 1989)

“relevant” means “[b]earing upon, connected with, pertinent to, the matter in hand”); Webster’s

tangible things seught by [an order under section 5017 must ba *relevant’ to an authorized preliminary or full
imvestigation . , . to protect againgt international terrorism.” HL.R, Conf. Rep. No. 109-333, at 90 (2003). (1)




Third New Int’l Dictionary 1917 (1993) (“relevant” means “bearing upon or propérly applying to
the matter at hand . . . pertinent”); see also Oppenheimer Fund, Inc. v. Sanders, 437 U.S. 340,
351 (1978) (noting that the phrase “relevant to the subject matter involved in the pending action”
in Fed R. Civ. Proc. 26(b)(1) has been “construed broadly to encompass any matter that bears
on, or that reasonably could lead to other matter that could bear on, any issue that is or may be in
the case”™); ¢f. Fed. R. Evid. 401 (*‘Relevant evidence’ means evidence having ay tendency to
make the existence of any fact that is of consequence to the determination of the action more
probable or less probéble than it would be without the evidence.”) (emphasis added). Indeed,
section 501{b}2) establishes a presumption that the Government has satisfied the relevancy
requirement 1f it shows that the business records sought “pertain to—3) a foreign power or an
agent of a foreign power; (i) the activities of a suspected agent of a foreign power who is the
subject of such authorized investigation; or (iii) an individual in contact with, or known to, a
suspected agent of a foreign power who 18 the subject of such authorized investigation.” 30
U.S.C. § 1B6I{DYM2)A). The USA PATRIOT Reauthorization Act added this presumption to
section 501(b) to outline certain situations in which the Government automatically can establish
relevance; the presumption was not intended to change the relevance standard for obtaining
business records under section 501 See Pub. L. No. 109-177, § 106, 120 Stat. 196; HR. Conf
Rep. No. 109-333, at 91 (Section 501(b)(2) “also requires a statement of facts to be included in
the application that shows there are reasonable grounds to believe the tangible things sought are
relevant, and, if such facts show reasonable grounds to believe that certain specified connections
to a foreign power of an agent of a foreign power are present, the tangible things sought are
presumptively relevant, Congress does not intend {o prevent the FBI from obtaining tangible

things that it currently can obtain under section [50/].7) (emphasis added). (U)




The FBI currently has over 1,000 open National Security Investigations targetin
As we have explained above, the bulk telephony metadata sought in the attached Application is
relevant to the FBI's investigations into-:ecause, when acquired, stored, and processed,
the telephony metadata would provide vital assistance to investigators in tracking down-
operatives. Although admittedly a substantial portion of the telephony metadata that is collected
would not relate to operatives of _74 the intelligence tool that the
Government hopes to use to ﬁnd- communications—metadata analysis—requires
collecting and storing large volumes of the metadata to enable later analysis. All of the metadata
collected is thus relevant, because the success of this investigative tool depends on bulk
collection. FSHSEANE)

Archiving and analyzing the metadata sought in the attached Application will assist the
FBI in obtaining foreign intelligence and, in particular, in identifying the telephone numbers of-

operating within the United States. For example, contact chaining and-

of the archived information will allow the NSA to identify telephone numbers that have
been in contact with telephone numbers the NSA reasonably suspects to be linked m-
and its affiliates. NSA may provide such information to the FBI, which can determine whether
an investigation should be Coxr;menced to identify the users of the telephone numbers and to
determine whether there are any links to international terrorist activities. The NSA estimates that
roughly 800 telephone numbers will be tipped annually to the FBI, CIA, or other appropriate

U S. government or foreign government agencies. NSA Declaration § 18. The FBI would also

* The NSA expeg t thic byei =cords request, over the course of a year, will result in the collection
of metadata pertaining to communications. See NSA Declaration § 6. CESASHAE




be able to ask the NSA to perform contact chaining-n terrorist-associated

telephone numbers known to the FBL. (FSHSHAE)

The call detail records sought in the attached Application are certainly “relevant” to an

- As this Court recently noted in -he requirement of relevance is a

relatively low standard. - at 29. In that case, the Court was interpreting a similar,

and quite possibly more stringent standard than that presented he;'e. There, the Court found that
section 402(a) of FISA was satisfied, i.e., that “the information likely to be obtained is . . .
relevant to an ongoing investigation to protect against international terrorism.” 50 U.S.C.
§ 1842(c) (emphasis added).” Here, by contrast, the Application need only establish that there
are “reasonable grounds to believe™ that the records sought are relevant to an authorized
international terrorism investigation.® Jd § 1861(b)(2)(A). (FSHSHAE)

In evaluating whether metadata collected in bulk is “relevant” to investigations into-
_his Court has recognized that, “for reasons of both constitutional
authority and practical competence, deference should be given to the fully considered judgment

of the executive branch in assessing and responding to national security threats and in

® Although the Government argued that the statute did not permit the Court to look behind the
Government’s certification of relevance. the Coust assumed for purposes of the case that it should consider the basis
for the certificetion. See t26-23. (FSASHANE

§ The “reasonable grounds to believe” standard is simply a different way of articnlating the probable cause
standard. See Maryland v. Pringle, 540 U.S. at 371 (quoting Brinegar v. United States, 338 U.S. 160, 175 {1949)
{“*The substance of all the definitions of probable cause is a reasonable ground for belief of guilt ™). As the
Supreme Court has recently explained, “[t}he probable-cause standard is incapable of precise definition or
quantification into percentages because it deals with probabilities aad depends on the totality of the circumstances.”
Marviand v. Pringle, 540 U.S. 366, 371 (2003). Rather than being “technical,” these probabilities “are the factual
and practical considerations of everyday life on which reasonable and prudent men, not legal techaicians, act.”
Brinegar, 338 U.S. at 176; see also Pringle, 540 U.S. at 370 (quoting [iiinois v. Gates, 462 U.S. 213, 231 (1983)
(quoting Brinegar)). In addition, probable cause “does not require the fine resolution of conflicting evidence that a
reasonable~-doubt or even a preponderance standard demands.” Gerstein v. Pugh, 420 U.S, 103, 121 (1973); see also
Hllinois v. Gates, 462 U.S. 213, 235 (1983) (“Finely tuned standards such as proof beyond a reasonable doubt or by a
preponderance of the evidence, useful in formal trals, bave no place in the [probable canse] decision.”™). (U)




determining the potential significance of intelligence-related information. Such deference is
particularly appropriate in this context, where the Court is not charged with making independent
probable cause findings.” -t 30-31. h-his Court noted that the
proposed activity would result in the collection of metadata pertaining to-of electronic

communications, all but a very small fraction of which could be expected to be unrelated to-

-d. at 39-40, 48, Nonetheless, this Court found that the bulk collection
of metadata “is necessary to identify the much smaller number o-

communications” and that therefore, “the scope of the proposed collection is consistent with the
certification of relevance.” /d at 48-49. In part that was because the NSA had explained, as it
does here, that “more precisely targeted forms of collection against known accounts would tend

to screen out the “unknowns’ that NSA wants discover, so that NSA needs bulk collection in

order to identify unknsw_d, at 42, Tust as the bulk
collection of e~-mail metadata was relevant to FBI investigations into _

s0 is the bulk collection of telephony metadata described herein. EFSHSHATE)

B. The Proposed Collection Is Appropriately Tailored. (U)

Title V of FISA does not expressly impose any requirement to tailor a request for
tangible things precisely to obtain solely records that are strictly relevant to the investigation. To
the extent, however, the Court construes the “relevance” standard under Title V to require some
tailoring of the requested materials to limit overbreadth, the request for tangible things proposed
here 1s not overbroad. As this Court concluded in_‘the applicable relevance
standard does not require a statistical ‘tight fit” between the volume of proposed collection and

the much smaller proportion of information that will be directly relevant t@-rela‘ced FBI




investigations.”” Id at 49-30. Instead, it is appropriate to use as a guideline the Supreme
Court’s “special needs” jurisprudence, which balances any intrusion into privacy against the
government interest at stake to determine whether a warrant or individualized suspicion is
required. See Board of Educ. v. Earls, 536 U.S. 822, 829 (2002); see genera[iy-
at 50-52.® Here, the Government’s interest is overwhelming, It involves thwarting terrorist
attacks that could take thousands of lives. “This concern clearly involves national security
interests beyond the normal need for law enforcement and is at least as compelling as other
governmental interests that have been held to justify searches in the absence of individualized
suspicion.” -at 51-52; see also Haig v. Agee, 453 U.S. 280, 307 (1981) (“It is
obvious and unarguable that no governmental interest is more compelling than the security of the
Nation.”) (internal quotation marks omitted). The privacy interest, on the other hand, is minimal.
As we explain below, see infra § I, the type of data at issue is not constitutionally protected; and
it would never even be seen by any human being unless a terrorist connection were first
established. Indeed, only a tiny fraction {estimated to be 0.000025% or one in four million) of

the call detail records included in the archive actually would be seen by a trained analyst.’

ESHSEAE

" As noted above, the relevance standard being interpreted in the pen register context in
that found in section 402 of FISA—is quite possibly more stringent than that required o be met b

for business records under section 501 of FISA. ()

¥ Because, as we explain below, there is no Fourth Amendment-protected interest in the telephony
metadata at issue here, the actusl standards applied under Fourth Amendment balancing are far more rigorous than
any that the Court should read info the statutory requirement that the business records sought under section 501 be
“relevant” o an international terrorisin investigation. Nevertheless, the balancing merhodology applied under the
Fourth Amendment—balancing the Government’s interest against the privacy interest at stake-—can provide a ussful
guide for analysis here. &3

¥ The NSA would conduct contact chaining three “hops™ out, i.¢., to include the first three tiers of contacts
made by the reasonably suspecte”xelephona number. Even though a substantial portion of the
telephone numbers in those first three tiers of contacis may not be used by terrorist operatives, they are all
“connected” io the sead telephone number. FAESASHAE)




And, as this Court recently found, “the Government need not make a showing that it is
using the least intrusive means available. Rather, the question is whether the Government has
chosen ‘a reasonably effective means of addressing’ the need.” _ at 52-53 (quoting
Earls, 536 U.S. at 837) (internal citations omitted); see aiso Earls, 536 U.S. at 837 (*“[T]his
Court has repeatedly stated that reasonableness under the Fourth Amendment does not require
employing the least intrusive means, because the logic of such elaborate less-restrictive-
alternative arguments could raise insuperable barriers to the exercise of virtually all search-and-
seizure powers.”) (internal quotation marks omitted); Verronia Sch. Dist. 477 v. Acton, 515U S.
646, 663 (1995) (“We have repeatedly refused to declare that only the ‘least intrusive’ search
practicable can be reasonable under the Fourth Amendment.”). Here, as in_
“senior responsible officials, whose judgment on these matters is entitled to deference . . . have

articulated why they believe that bulk collection and archiving of meta data are necessary to

identify and monito_whose ... communications would otherwise go
undetected.” -’s 53-54. Such bulk collection is thus a “reasonably effective

means to this end.” Id at 54. (FSHSHAES

In sum, as this Court previously concluded in the pen register context,

the bulk collection proposed in this case is analogous to suspicionless searches or
seizures that have been upheld under the Fourth Amendment in that the
Government’s need is compelling and immediate, the intrusion on individual
privacy interests is limited, and bulk collection appears to be a reasonabl
effective means of detecting and monitoring _nd
thereby obtaining information likely to be relevant to ongoing FBI investigations.
In these circumstances, the certification of relevance is consistent with the fact
that only a very small proportion of the huge volume of information coliected will

be directly relevant to the FBI's ||| T estisations.
I, (ESHSHAE




C. The Government Will Apply Strict Minimization Procedures to the Use of
the Collected Data. (8)

The Government can assure the Court that, although the data collected under the attached
Application will necessarily be broad in order to achieve the critical intelligence objectives of
metadata analysis, the use of that information will be strictly tailored to identifying terrorist
communications and will occur sofely according to strict procedures and safeguards, including
particular minimization procedures designed to protect U.S. person information. These
procedures and safeguards are elmost identical to the requirements imposad by this Court in-

-which authorized collection of a similar volume of metadata. (FSHSHANE)

First, as described in the attached Declaration from the Director of the NSA, the NSA
will query the archived data solely when it has identified a known telephone number for which,
“based on the factual and practical considerations of everyday life on which reasonable and
prudent persons act, there are facts giving rise to a reasonable, articulable suspicion that the

telephone number is associated with _ provided,

however, that a telephone number believed to be used by a U.S. person shall not be regarded as
associated With— solely on the basis of activities
that are protected by the First Amendment to the Constitution.” NSA Declaration § 13.°
Similar] y,_would be undertaken only with respect 1o such an identified “seed”
telephone number. For example, when an-operative is apprehended, his cellular
telephone may contain a phone book listing telephone numbers. Telephone numbers listed in

such a phone book would satisfy the “reasonable articulable suspicion” standard. This same

1% For example, a telephone mimber of a U.S. person could not be a seed number “if the ondy information
thought to support the belief that the [mumber] is associated with Fis that, in sermons or in postings on a web
site, the U.S. person espoused jihadist rhetoric that fell short of ‘advocacy . . . directed to inciting or producing
imminent fawless action and . . . likely fo incite or produce such action.” Brandenberg v. Ohio, 395 1.5 444, 447

(1969) (per curiam).” [ NGNNGEG_G_: 5. SSHSHAER




standard is, in effect, the standard applied in the criminal law context for a “Terry” stop. See
Terry v. Ohio, 392U.S. 1, 21, 30 (1968); see also [llinois v. Wardlow, 528 U.S. 119, 123 (2000)
(police officer may conduct a brief, investigatory Terry stop “when the officer has a reasonable,
articulable suspicion that criminal activity is afoot™).!" Tt bears emphasis that, given the types of
analysis the NSA will perform, no information about a telephone number will ever be accessed
by or presented in an intelligible form to any person uniess either (i) that telephone number has
been in direct contact with a reasonably suspected terrorist-associated telephone number or is

linked to such a number through one or two intermediaries, or (ii) 2 computer search has

indicated that the telephone number has the_
I <

In addition, any query of the archived data would require approval from one of seven
people: the Signals Intelligence Directorate Program Manager for Counterterrorism Special
Projects; the Chief or Deputy Chief, Counterterrorism Advanced Analysis Division; or one of
four specially authorized Counterterrorism Advanced Analysis Shift Coordinators in the
Analysis and Production Directorate of the Signals Intelligence Directorate. NSA Declaration
§19. NSA’s Office of General Counsel (OGC) would review and approve propesed queries of
archived metadata based on seed accounts reasonably believed to be used by U.S. persons. /d.
9 16. Finally, NSA’s OGC will brief analysts concerning the authorization requested in the

Application and the limited circumstances in which queries to the archive are permitted, as well

' The “reasonable articniable suspicion” standard that the Government will impose on itself with respect
to data collected through this Application is higher than that required by statuie or the Constitution. Under FISA,
the only standard to be satisfied prior to collecting information via a request for business records is that the
information be relevant to an international terrorism investigation. The Fourth Amendment requires a “reasonable
articulable suspicion™ to justify a minimally intrusive Terry stop. Here, no Fourth Amendment interests are even
implicated. (U) '




as other proéedures and restrictions regarding the retrieval, storage and dissemination of the
archived data. /d (FS5HSFAHE

Second, NSA will apply several mechanisms to ensure appropriate oversight over the use
of the metadata. lThe NSA will apply the existing (Attorney General approved) guidelines in
United States Signals Intelligence Directive 18 (1993) (“USSID 18”) (Exhibit D to the
Application) to minimize the information reported concerning U.S. persons. NSA Declaration
9 17. Prior to disseminating any U.S. person information, the Chief of Information Sharing
Services in the Signals Intelligence Directorate must determine that the information is related to
counterterrorism information and is in fact necessary to understand the foreign intelligence
information or to assess its importance, [d.; see USSID 18, § 7.2 (NSA reports may include the
identity of a U.S. person only if the recipient of the report has a need to know that information as
part of his official duties and, inter alia, the identity of the U.S. person is necessary to understand
the foreign intelligence information or to assess its importance). The Director of the NSA will
direct the NSA Inspector General and General Counsel to submit an initial report to him 45 days
after the receipt of records pursuant to the Order assessing the adequacy of the management
controls for the processing and dissemination of U.S. person information. NSA Declaration
9 22. The Director of the NSA will provide the findings of that report to the Attorney General.
Id FSHSHAND

In addition, every time one of the limited number of NSA analysts permitted to search the
 archived data carries out such 2 search, a record will be made, and the analyst’s login and IP
address, and the date, time and details of the search will be automatically logged to ensure an
auditing capability. NSA Declaration § 16. The NSA’s OGC will monitor both the designation

of individuals with access to the archived data and the functioning of this automatic logging




capebility. Jd The NSA Inspector General, the NSA General Counsel, and the Signals
Intelligence Directorate Oversight Compliance Office will periodically review this program. 7d.
§22. Atleast every ninety days, the Department of Justice will review a sample of NSA’s
justifications for querying the archived data. /d §19. The Director of the NSA himself will, in
coordination with the Attorney General, inform the Congressional Intelligence Oversight
Committees of the Court’s decision to issue the Order. Jd § 23. (FSHSEAND

Third, the collected metadata will not be kept online (that is, accessible for queries by
cleared analysts) indefinitely. The NSA has determined that for operational reasons it is
important to retain the metadata online for five years, at which time it will be destroyed. /4.
9 20. The U.S. Government has a strong operational interest in retaining data online for five
years to detennine_ontacts associated with newly-discovered “seed”
telephone numbers. /d. In addition, moving data off-line requires significant resources, raises

the possibility of corruption and loss of data, and would incur probable delays in moving data

back online for it to be accessed when needed. See gerzem[[y_
I - = >+ 5t

Finally, when and if the Government seeks an extension of any order from the Court
requiring the production of business records containing telephony metadata, it will provide a
report about the queries that have been made and the application of the reasonable articulable

suspicion standard for determining that queried telephone numbers were terrorist related. NSA

Declaration § 24, EFSHSHAE




L The Application Fully Complies with the First and Fourth Amendments to the
Constitution. (U)

There is, of course, no constitutionally protected privacy interest in the information
contained in call detail records, or telephony metadata. In Smith v. Maryiand, 442 U S. 735
(1979), the Supreme Court squarely rejected the view that an individual can have a Fourth
Amendment protected “legitimate expectation of privacy regarding the numbers he dialed on his
phone.” Smith, 442 U.5. at 742 (internal quotation marks omitted). The Court concluded that
telephone subscribers know that they must convey the numbers they wish to call to the telephone
company for the company to complete their calls. Thus, they cannot claim “any general
expectation that the numbers they dial will remain secret.” /d at 743; see also id. at 744
(telephone users who “voluntarily convey{]” information to the phone company “in the ordinary
course” of making a call “assumf[e] the risk” that this information will be passed on to the
government or others} (internal quotation marks omitted). Even if a subscriber could somehow
claim a subjective intention to keep the numbers he diafed secret, the Court found that this was
not an expectation that society would recognize as reasonable. To the contrary, the situation fell
squarely into the line of cases in which the Court had ruled that “a person has no legitimate
expectation of privacy in information he voluntarily turns over to third parties.” Jd at 743-44."
Although the telephony metadata that would be obtained here would include not only telephone
numbers dialed, but also the length and time of the calls and other routing information, there is
no reasonable expectation that such information, which is routinely collected by the telephone

companies for billing and frand detection purposes, is private. The information contained in the

12 See also United States v, Miller, 425 U.S. 435, 443 (1976) (“This Court has held repeatedly that the
Fourth Amendment does not probibit the obtaining of information revealed to a third party and conveyed by him o
Goverriment authorities, even if the information is revealed on the assumption that it will be used only for a limited
purpose and the confidence placed in the third party will not be betrayed.”). (U)




call detail records —n no way resembles the substantive

contents of telephone communications that are protected by the Fourth Amendment. See Kaiz v.
United States, 389 U.S. 347 (1967). (%)

Moreover, as this Court has previously found, because of the absence of a reasonable
expectation of privacy in metadata, the large number of individuals whose telephony metadata
will be obtained “Is irrelevant to the issue of whether a Fourth Amendment search or seizure will
oceur.” -a‘t 63. Nor would the derivative use of the archived metadata through
contact chaining o_be prohibited by the Fourth Amendment. See id. at 63-66,
United States v. Calandra, 414 U.S. 338, 354 (1974) (Grand jury “[q]uestions based on illegally
obtained evidence are only a derivative use of the product of a past unlawful search and seizure.
They work no new Fourth Amendment wrong.”). (FSHSHANE)

The proposed business records request is also consistent with the First Amendment.
Good faith law enforcement investigation and data-gathering activities using legitimate
investigative techniques do not violate the First Amendment, at least where they do not violate
the Fourth Amendment. See Reporters Comm. for Freedom of the Pressv. AT&T, 593 F.2d
1030, 1064 (D.C. Cir. 1978); see als- at 66 (“The weight of authority supports
the conclusion that Government information-gathering that does not constitute a Fourth
Amendment search or seizure will also comply with the First Amendment when conducted as
part of a good-faith criminal investigation.”); ¢f. Laird v. Tatum, 408 U.S. 1, 10, 13 (1972) (the
“subjective ‘chill’” stemming from “the mere existence, without more, of a governmental
investigative and data-gathering activity that is alleged to be broader in scope than is reasonably

necessary for the accomplishment of a valid governmental purpose” does not constitute a




cognizable injury). As this Court recognized in the context of the Government’s application to
collect e-mail metadata in bulk,

“the proposed collection of meta data is not for ordinary law enforcement
purposes, but in furtherance of the compelling national interest of identifying and

tracking _operatives and ultiw thwarting terrorist attacks.

The overarching investigative effort against is not aimed at curtailing

First Amendment activities and satisfies the “good faith” requirement . , . .

Id. at 68, (FSHSHAE)

Nonetheless, we are mindful of this Court’s admonition that, because “the extremely
broad‘nature of this collection carries with it a heightened risk that collected information could
be subject to various forms of misuse, potentially involving abridgment of First Amendment
rights of innocent persons . . . special restrictions on the accessing, retention, and dissemination
of such information are necessary to guard against such misuse.” Jd. The strict restrictions
proposed here on access to, and processing and dissemination of, the data are almost identical to
those imposed by this Court i-Compar‘e NSA Declaration |9 13-24 wz'ih-
-t 82-87." In addition, the Department of Justice would review a sample of NSA’s

justifications for querying the archived data at least every ninety days. (LSUSTANE)-

 One minor difference is that for operational reasons the NSA seeks to retain the telephony metadata
collected online for five, rather than four and a half, vears. Compare NSA Declaration § 20 with
{approving retention




CONCLUSION (U)

For the foregoing reasons, the Court should grant the requested Crder. (U)

Respectiully submitted,

Dated: May 23, 2006 ALEFRTO R. GORZALES
Attorney Genera
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CHANGE 1
LETTER OF PROMULGATION

-=o0r This hard copy change provides replacement pages for your copy of USS%D 18, dated
27 July 1983,

Actions: 1. Change references to “PO5” to read “PO2” in paragraphs 5.4.d.{3), 7.1. (last lina},
7.2.¢.(8) (ines 3 and 8}, 7.3.0.(1} (lines 2 and 3), 7.5 ., 8.3.b., and 8.4.b. in the basic USSID 18.

2. From your copy of USSID 18 remove and destroy pages A~1/1 through A-1/8.

3. insert new pages A~1/1 through A-1/3 (replacement of pages in above action). Thess
pages update the USSID fo refiect current changes in standard minimization procedures for NSA elec-
fronic surveiflances.

4. in the last paragraph of the Latter of Promulgation change to read: “Questions and
comments concerning this USSID should be addressed to the Office of General Counsel, NSA/CSS,
NSTS 2650121 or RARURRMMINE

5. On the Table of Contents (page 'sv}, change the title of Appendix 1 to Annex A to read
“Standardized Minimization Procedures For NSA Electronic Surveillances”.

FOR THE EXECUTIVE AGENT:

USsID Manager
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USSID 18

LEGAL COMPLIANCE AND -
MINIMIZATION PROCEDURES (U)

SECTION 1 - PR'E'FACE

(U) The Faurth Amendmant to the United States_ Constztutton protects all U. S persons
anywhere in the world. and ail persons within the United States, from unreasonable searches and
seizures by any person or agency acting on behalf of the Us. Government. The Suprema Court has
ruled that the interception of electronic communications is a search and ssizure within the meaning
of the Fourth Amendment. It is therefore mandstory that signals intelligence (SIGINT) operations ba
conducted pursuant to procedures which meet the reasoriableness raquirements of the Fourth .
Amendment.

- 1.2, (U) In determining ‘whether. United States- SIGINT Syst@m (USSS) operations are
"reasonable,” - it is. necessary. t9- balance .the U.S. ‘Government's need for. foraign intelligence
“information and the privacy interests of persons protected by the Fourth Amendment- Striking that
balance has consumed much time and effort by all branches of the United States Government. The
results of that effert are reflected: in.the references listed: in Section; 2. below. Together, these
references reguire the minimization “of U.S. person information coileded ‘processed, retainad or
gdissaminated by the USSS The purpose of this document is to lmplement these minimization
reguirements. . o

1.3. (U) Several themes run throughout this USSID. The mest impertant is that mta!hgence
operations and the protection of constitutional rights are not incompatible. It is not nacessary to
deny légitimata: foreign ‘intelligénte “collection or suppress legitimate: foreign intelligence
information to protect the Fourth Amendment rights of U.S. persans

1.4, (U} anally. these mxmm:zatlon procedures amp!ement the constttuttonal principle of
"reasonableness” by giving different catagories of individuals and entities different levels of
protection, These levels range from the stringent protection accorded U.S, citizens and permanent
resident aliens in the United States to provisions relating to foreign diplomats-in the U.S. These
differences reflect yet another main theme of these procedures, that is, that the focus cf 2l fereign
mtethgence operations is on foreign entities and parsons. ;g

SECTION 2 - REFERENCES
2.1. (W) Referéncés

a. 50 U5.C. 1801, et seq., Forelgn Intelligence Survaillance Act (FISA) of 1278, Public Law
No.95511. . - - i et

b. Executive Order 12333, “United $tates Intelligence Activities,” dated 4 December 1981.
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c. DoD Directive 5240.1, “Activities of DoD Intelligence Components that Affect U.S.
Persons,” dated 25 April 1988,

d. MSNCSS Directive. No 10-30 “Prcfedures Governing Activities of NSA/CSS that Affect
Us. dersons,” dated 20 Septembar 1990

 SECTION 3 - POLICY

3.1. (U) The policy of the USSS is to TARGET or COLLECT only FOREIGN COMMUNICATIONS. ®
The USSS will not intentionally COLLECT cemmunications to, from or about U.S. PERSONS or persens
or entities in the U.5. except as set forth in this USSID. If the USSS inadvertently COLLECTS such
- commumcat:ons, rtwcif gracess. retain and dzsserﬁmate them onlyin accordence with thrs Ussib.

SE‘@T@N 4. COLLECTION

4.1, iS-CCGi Communications which are known to be to, from or abouta U.S. PERSON-
will not be.intentionally intercepted, or selectad through

the use of 8 SELECTION IERM exceptin the following ms'tances

2. With the aporoval of the Un:ted States Forezgﬁ imtellsg@nce Surveitlance Court under
the conditions outiined in Annex A of this USSID. ,

b. With the approval of the Attorney General of the United Sté‘tes, if:
{1} The CG’LL:G‘ ION is directed against the fo!iowmg

{z) C@rﬁmumcati@ns toor from U.S. PERSONS outside the UNITED STATES, or

0 tn-terniiuona! communications <o, trom, [

or

. {© C@mmumcauans which are not to or frarﬁ but mereiy about U.S. PERSONS
(wh@r@ver located).

(2) The person is an AGENT OF A FOREIGN POWER, and

(3} The purpose of the COLLECTION is o acquire significant FOREIGN INTELLIGENCE
information.

; ¢. With the approval of the Director, National Security AgencnyHjef, Central Security
Service {DIRNSA/CHCSS), so long as the COLLECTION need not be approved by the Foreign -
lnte lligence Survell!ance é:gurz orthe éattarney General, ana

(1) The person h=s CONSENTED to the COLLECT ION by executmg one af the CONSENT
forms c@ntamed in Aﬁﬁex H,or

* Capitalized words in Sections 3 through 8 are defined terms in Section 8.
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(2) The person is reasenably believed to be held captive by a FOREIGN POWER or group
engage-d in INTERNATIDNAL TERRO RISM or

(3) The TARGET ED

B and the D’!RN_SNCHCSS' has approved the COLLECTION ’%'n5?aifcé“'o%d§ér}c'ie' with Annex |,

or

(4) The COLLECTION is directed against betwaen a US.
PERSON in the UNITED STATES and a foreign entity outside the UNITED STATES, the TARGET is the
foreign entity, and the DfRNSNCﬁCSS has approvad the COLLECT&DN zﬁ‘accardance with Annex K or

{5) 'i‘echmcai devnces (e a., :

s * are employe
to limit acquisition by the USSS to communications 10 or from the TARGET or to Sﬁeciﬁc iorms of -
.

communications used by the TARGET (e.g.,
and the COLLECTION is directed against voice and facsimile
communications with one CGMMUNICANT m the UNITED STATES and the TARGET of the

coLLECTION is [

(2) Anon-U.S. PERSON located outside the UNITED STATES, [l

o [

{5} Copies of apprcvals granted by the DIENSA/CHESS under thesa provisions will be
retained in the Office of Generai Coun:ei for review by the Attarney Geﬁeral

RS

d. Emergency Sttuatlons

(1} In emergency situations, D!RNSAJCHCSS ‘may authonze the COLLECTION of
information to, from, or about a U.5. PERSON who is outside the UNITED STATES when securing the
orior approval of the Attorney General is nat practiczl becausn*

{2) Thetime requ:re:d to obtain such appmva! wou!d resultin the loss of significant
FOREIGN INTE LLlGENCE and would cause substantial harm to ﬁhe nationat secunty

(b} A person 's hf@ or phyﬁicaf safety i is reasanabfy beheved to be in 1mmﬂdfet=-
danger.

- {¢) The physical security of a dafense mstallatlon or ggverﬁmem pmperty is
reasonably behevedtobeammmedtatedang@r g o

; (2) inthose cases where the DIRNSA/CHCSS authorizes emergency COLLECTION, except
“for actions taken under paragraph d. (1){b) abuve, DIRNSNCHGS sha!l f‘ nd tha‘t th@re is probabfe
cause that the TARGET meets one of the foﬂewmg cnteﬂa :

(a) A p@rs@ﬂ who, for or on behaif of a FOREIGN POWER is engaged in clandesttne

intefligence activities {(including covert activities intended to affect the political or governmental

. process), sabotage, or INTERNATIONAL TERRORIST activities, or activities in preparation for

(NTERNATIONAL TERRORIST activities; or who consptres with, or knowingly aids and absts a person
engaging in such activities.
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{b} A personwhois an afficer or emﬁiayee of 3 FOREIGN POWER.

(c) A person unlawfu}iy acting for, or pursuant to the direction of, & FQREIGN

POWER. The mera fact that a person's activities may benefit or further the aims of a FOREIGN POWER '

is nat ensugh to bring that person under thls subsection, absent avidence that the persen is taking
direction from, or acting in knowing concert with, the FOREIGN POWER. .

. {d) A CORPORATION or other entity that is owned or controlled directly or
indirectly by a FGREIGN POWER :

(e) A m in cantact wnth &r acting in ca!iaborattan m‘i:h an intelligence or
security servica of & foreign power for the purpese of providing access 1o mfarmatmn or material
classﬁ" ed by the Unsted Stastes to whrch such p@rsgn has access,

B (3) inail cases wh@ra emergancy roi{ectnaﬁ is euthonzed the fol{owmg staps shall be
taken:

(2) The Genaral Counsel will be notified immediately that the COLLECTION has
started. i '

{b) The General Counsel will initiate immediste efforts to obtain Attorney General
approval to continue the collection. If Atterney General approval is not obtained within seventy two
hours, the COLLECTION will be terminated. if the Attorney General zporoves tha COLLECTION, it may
cortinue Tor the period sg@czﬁ@ﬁ inthe apprsval

a. Annual reports to the Attorney General are reguired for COLLECT ION conductbd undar
paragraphs 4.1.¢.(3) and {4}. Responsible analytic offices will provide such reports through the Deputy
Director for Operations (DDO) and the General Counsel to the DiRNSA!CHCSS for transms‘ctal to the
Attorney tharal by 31 January cf each year.

4 3 (u) !nc:deﬂtal Acquzsmon of U.5. PERSON infsrmation Information ta, from or about
U.5. PERSONS acguired incidentally as s result of COLLECTION drrected against appropriate FOREIGN
INTELLIGENCE TARGETS may be r@tamed and proce-:sed in accordance with Section § and Section 6 of
this USS!D ;
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4.4.~5-€COF Nonre%ident Alien TARGETS Ente’ring‘ the U NITED STATES.

2. Hthe commumcatxons of a nonresident ahen located abrcad are being TARGETED and
the USSS learns that the mdmdual has ente?ed the UNITED STATES, COLLECT IQN may camtemge fora -
pencd of 72 hours prowded that tha D!RNSNCHCSS is advised Jmmed:a‘teiy and

(1) Immediate efforts are initiated to obtain Attorney General appro&’al, or
(2) A determination is made within the 72 hour peried that the _

b. If Attorney General approval is obtained, the COLLECT 10N may ccmtmue for the length '
of tima pec;ﬁeﬁ in th@ ‘approval.

¢ If it is determined that _ COLLECTION may

continue at the drscr@ticn c»f the aperat;on&i 2| ement.

- odoif _cr if Attorne General approval is not ebtained
within 72 hours, COLLECTION must be terrminated * Attorney
General approval is obta:n_eg or the_z_admduai leavesthe UNITED STATES. _

4.5. ~4E-€EOYU.5. PERSON TARGETS Entering the UNITED STATES.

&. tf communications t@, from’ or sbouta US. PERSON bc_ated outszde the UNITED STATES
are being COLLEC‘F ED under Attormey General approval d=scnbed in Sactseﬁ 4.1.b. abeve, the
COLLECTION must stop when the USSS learns that the individual has entered the UNITED STATES.

b. VWhile the mdw:dual is i the, UEITED S?ATES COL!.ECT EON rﬁay be resum@d only with
the approval of the Umted States Ferelgn intelhgence Suweﬂlan g Cour”t a descrlb@d in Annex A,

4.6, (5=EE6- Requests to TARGET U.S. PERSOF»!S. AH
PERSONS,
through the DDO and the General Counsel to the DIRNSA/CHCSS for review,

s for ﬁDLLECT ION against U.S.
must be submitted

4,7, @-eee} quecuon Fmdmg Use of direction fi ndmg solely to ée‘t@rmm@ the location of'a
transmitier located outsme of the UNITED STATES does not constitute %LEC‘T RON!C SURVEILLANCE or
COLLECTION eveni if directed at transmitters believed to be used by U.S. PERSONS. Unless COLLECTION
of the communications is, otherwise authorized under. these.. pr@cedures, the. contents of
communications to which 2 U s. PERSON is a party mon:torfad m the c@ur{e of dll’el‘.’ti@ﬂ finding may
only be used to tdeﬁt:fy the transmitter. .

4.8. (U) Distress Signals. Distress signals may be mtent:onally collected, processed, retained,
and disseminated without régard to the restrictions contained in'this USSI D.
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4.8. (U) COMSEC Monitoring and Security Testing of Automated Information Systems,
Monitoring for communications security purposes must be conducted with the consent of the person
being monitared and in accordance with the procedures established in National Telecommunications
" and Information Systems Security Directive 500, Commumcatzons Security (COMSEC) Menitori ng,
dated 10 Aprif 19%0. Momtonng for communications security’ purpcsas is mot governed by this USS!D
intrusive security testing to assess security vulnerabilities in automated information systams likewise ic
not governed by this USSID,

SECTION 5 - PROCESSING

5.1. 45-S€0F Use of Seler;tneﬂ Terms Dunng Processing. When 2 SELECT ION TERM is mtended
o INTERCEPT 2 communication on the basis of the content of the communication, or because a
communication is enciphered, rather than on the basis of the identity of the COMMUNICANT or the
fact that the communication mentions a particular individual, the foiicwmg rules apply:

a. No SELECTION TERM that is ressonably likely to result in the INTERCEPTION of
communications to or fram a U.S. PERSON {whersver locatad),

mmay be used unless thers is reason to believe that FOREIGN
INTELLIGENCE will be cbtained by use of such SELECTION TERM. ,

b. No SELECTION TERM that has resulted in the INTERCEPTION of 2 sagnsf’ cant number of
communications to or from such pers»ons or entities may be used unless there is reason to believe that
FOREIGHN iNTELL!G ENCE weill be abtamed

c. SELECT IGN TERMS that have resulted or are reasonzbly likely to result in the
INTERCEBTION of commumcatmns o or from such parsens or entities shall be dessgme& to defeat, to
the greatest extent praciicable under the circumstances, the INTERCEPTION of those communications
which do not contain FOREIGN INTELLIGENCE.

5.2. 5-€E0} Annual Review by bDQ.

: a. All SELECTION TERMS that are reasonably likely te result in the INTERCEPTION of
communications to or from a U.S. PERSON or terms that have resulted in the INTERCEPTION of 2
significant number of such commumcatioﬁs shall be reviewed annually by the DDO or a designes.

b. The purpese of the review sha!l beto determme whether there is reasaﬂ to believe that
?GREEGN INTELLIGENCE will be obtained, or will continue to b@ obtalned by the use of these
SELECTION TERMS.

c. Acopy of the r@wks @f the :’evaew will b@ pmvsded to the Inspector General and the
General Counsel.

. 5.3. 6-€E€B} Forwarding of intercepted Material. FOREIGN COMMUNICATIONS collected by
the USSS may be forwarded as imtercepted to NSA, intermediste processing facilities, and
collaborating centers.

\J

|
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5.4. —{5-€€06) Nonforeign Communications.

a. Communications between persons in the UNITED STA‘TES Private radio .

‘ communications so}e!y between| persons in the UNITED STATES inadverten 'ﬁtercepted duting the *

COLLECTION of FOREIGN COMMU NiCATiONS will be prampt!y destrcyed 3 esfs‘the Attorney General
determines that the ontents indicate a threat of death or serious badily harm to any person.

b, Commumcaﬂons between U.5. PERSONS. Cemmumcatsoas Saie}y between US
PERSONS will betreated as follows: o

(1) Communicatrans solely bstween U.S. PERSONS inadvertently intercepted during
the COLLECTION of FOREIGN COMMUNICATIONS will be destroyad upen recognmon, if techmcal[y
passsbte axcapt as provndea in paragraph 5. 4 a. below.

. (2) Nawithstandxng the pree:@dmg provision, cryptolog:c deta (e.q., srgna! and |
entnpherment information) and techmcal communications data (e.g., circuit usage) may be extractsd
and retained from those communications if necessary to:”

(a) Es’t_ablish of maintain intercept, or
(B) Minirﬁizéfuﬁwaﬁlted intercapt, or
(¢} su ppert crypteicglc oparations related to FOREIGN COMMU NICATIONS.

c. Commumcaﬂons tﬁvgfvmg an Officer or Empicyee m’ the U.S. Government.
Communications te or from any officer or employea of the U.S. Government, or any state or local
governmant, will not . be. intentionally - intercepted. Inadvertent. INTERCEPTIONS of such
communications {including those. between foreign TARGETS and U.S. officials) will be treated as
indicated in paragraphs 5.4.2. ang ., ebove: .

d. E;ﬁcepﬁsoms “Notwithstanding - tha provisions of paragrapht 5.4.5. and ¢, the
DIRNSA/CHCSS may waivé the destruction requnrem«ant for international communications containing,
inter alia, the f@klowa ng types of rnformatucn

(‘3) Significant FOREIGN INTELLIGENCE, or

(2) Evidence ofa crime or tbres‘tpf death or serious bodily harm to any person, or

(3) Anomalies that revaal a potential vulnerability to U.S. communications security.
Communications for which the Attorney General or DIRNS&JCHCSS s wazver is sought should be
forwarded to NSAJCSS, Attn Pﬁ%- PO;L. "

5.5. —f5=€:'€65 Radlo Commumc&t&gns w:th aTerminal in ‘t.h@ UNi‘i’ED STATES
a. All radio ccmmumcatloﬁs that pass over channels’ \mth a termmal in the UNITED

STATES must be processed thr@ugh a. cgm@uter scan éac’ueﬁary or sxrmlar d;-wce unless those
communications occur over channels used exciuswefy by a F@RE!G N PGWER '

b. International common-access raém comm uni cat;oms that pass gver charme!s with a
terminal in the UNITED STATES, other than communications, may
be processed without the use of a computer scan dictionary or similar devica if necessary to determine
whether a channel contains communications of FOREIGN INTELLIGENCE interest which NSA may wish
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1o collect. Such processing may not exceed two hours withoutthe specific prior written approval of
the DDO and, in any event, shall be limited to the minimum amount of time necessary to determine
the nature of communications on the channel and the amount of such communications that include
FOREIGN INTELLIGENCE. Once it is determined that the channel contairs sufficient communications
of FOREIGN INTELLIGENCE interest to warrant COLLECTION and exploitation to produce FOREIGN
INTELLIGENCE,; a computer scan dictionary or similar device must be used for additional processing.

¢. Copies of all DDO written approvals made pursuant to 5.5.b, must be prowéed te th-s
General Counsel and the Inspector General.

SECTION 6 - RETENTION

§.1. T8=CE0) Retention of Communications to, from ar About U.S. PERSONS

a. Except as otherwise provided in Annex A, Appendix 1, Sec‘c;on 4, communications to,
from of abaut U.S. PERSONS that ere intercepted by the USES may be retained in their ongmal or
transeribed form only as follows:

(1) Unenciphered communications hot thought to contain secret meaning may be
retained for five years unless the DDO determines in writing that retention for 2 longer period is
required to respond to authorized FOREIGN INTELLIGENCE requirements.

(2} Communications necessary to maintain technical data bases for cryptenalytic or
waffic analytic purposes may be retained for a peried sufficient to allow a thorough exploitation and
to permit access to data that are, or are reasonably believed likely to become, relevant to a current er
future: FOREIGN INTELLIGENCE requirement. Sufficient duration may vary with the nature of the
expiottatnoh and may consist of any period of time during whach the technical data base is subject to,
or of use in, cryptanalysis. if a U.5. PERSON'S edeﬂ?:ty is ot necessary to maintaining techmcai @ata
bases, it shou!d be deleted or replaced by a generic term when pr&cﬁc&“&ﬂe

b. Comrmunications which could be disseminated under Section 7, belew (.2, without
elimination of references to U.S. PERSONS) may be °etained in their ariginal or transcribed form.

8.2. {5-CEO) Access. Access to raw traffic storage systems wh:ch contain identities of U.S.
PERSONS must be limited to SIGINT production personnel.

SECTION 7 - DISSEMINATION

7.1. {E-EEG) Focus of SIGINT Reports. All SIGINT reports will be written so as to focus solely on
the activities of Toreign entities and persens and their agents. Except as provided in Saction 7.2.,
FOREIGN INTELLIGENCE information concerning U.S. PERSONS must be disseminated in 2 manner
which does not identify the U.S. PERSON. Generic or general terms or phrases must be substituted for
the identity (e.g., "U.S. firm" for the specific name of a U.S. CORPORATION or "U.$. PERSON" for the
specific name of a U.S. PERSON), Files containing the identities of us. PQFS@ﬁS deleted from SIGINT
reparts will be maintained for 2 maximum peried of one year and any requests from SIGINT customners
for such !d@ﬁtltiea should be ref@rred to F—‘G-s 902\
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7.2. 4E-€ED)-Dissemination of U.S. PERSON identities. SIGINT reﬁcﬂs may include the
identification of 2 U.S. PERSON only if one of the following conditions is met and a determination is
made by the appropriate approval au‘th@ruty that the remp:eﬂt has 3 need for the xd@ntzty ‘?or 'the
* performance of his official duties: A

a. The U.S: PERSON has CONSENTED to the disseminatisn of cammumcat:ons of, or abe.;ut
him or her and has executed the CONSENT form found in Annex i of this USSID or

b. The informistion”is PUBLIELY AVAILABLE (i.e., ‘tHe infdmastion is derived from
unclassified information g,vail@bie o the geﬂerai pu bhc), or

¢. The identity af the U.S. PERSON i is ﬁ-@ce-sary o uﬁd@mand hs FOREIGN INTELLIGENCE
information or assess its importance. The f@ilewmg noﬁexc!us;ve izst caﬂtams examp!es of the typg of
information thatmeet this standard: ) R : -

(1) FOREIGN POWER or AGENT OF A FORE}GN PQWER The mformatlm mdlcates that
the 1.5, PERSON is a2 FOREIGHN PGWER or an AGENT OF A FOREEGN PDWER

{2) Unauthorized Disclosure of Classﬁ-” ed Information. The information indicates that
the U.S. PERSON may be engaged in the unauthorized disclosure of classified mformauom

(2) Jnt&matmn@i Narcat@cs Aciiwty The infermation i md:sai'@‘ that the individual may
be engage& in mtemauaﬁal Narcotics. traff cking activities. {S% Annex 1 of this USS!D far fur‘ther
infermation cancemmg mdmduals :m@fved in international ﬁarcs‘tscs traﬁ' ckmg) -

(4») Crlr'nmal éactwl"ty The information is evzdeﬁce th@‘t thé mdmdual rm;r b@ lﬁ\i@l\.;%d

laweﬁfﬁrcmmem purpes&s o ‘ e

(5) Inteiligence 1ARGET The information indicates *that the UJ.5. PERSON rﬁay be the
TARGET of hostile ﬂteihgeﬂcré actwrtles Q’f & FOREIGN POWER .

{5} Threat t@ Safety Th@ gsfarmatxan mdmat@s that th@ fd trty af th@ S PERSON is
@eﬁm@ﬂt 10 a p@sszbl& thraat o) the safe‘cy of any person of @rgamzats@n, mciuding those wha ara
TARGETS, wctgg or he:stages of INTERNATIONAL TERRORIST organizations. Réporting uhits shall
identify to P85 any repart ¢ containing the identity ofa U.5. PERSON reported under this subsection (§).
Field reporting to %sﬁoaid n the ‘form of 2 CRITICOMM @ & (DDI XAD) and include the
report date-time-group (DTGY; preduct serisl Aumber and' the reas@ﬁ“f’ar inclusion of the US.
FERSON'S identity.

(7) Senmior Executive Bramch Officials, The identity is that of a senior officlal of the
Executive Branch of the U.S. Gevernment. In this case only the official’s title will be disseminated.
Demestic political or personal information on such individuals will be nsither disseminated nor
retained.
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- —ee-ee@f Approval Authermes Approvsl authorities f@r the release of identities of U.S,
persens under Section 7 are as follows:

a: DI RNSAJCHCSS. deNSAJCHCS.‘S‘must approve dissemination of:

(1) The identities of any senator, congressman, officer, or employeq of the Legislative
Branch of the U.S. Government. : _ )

(2) The i_égﬁtitygf_any person for law enforcement purposes.

b3. Field Units and NSA Headguarters Elements. All SIGINT preduction organ‘izatic-ns are
authorized to disseﬁ?inatg the idea;iti@s of U.S. PERSONS when: :

- (D) The idéntity is ﬁgﬁineﬁt to the safety of am} person or @rglani:;dﬁan.
(2) Theidentityis that of a senior official of the Executive 8ranch.
(3) The U.S. PERSON has CONSENTED under paragraph 7.2,2. above.

¢. DDO and Designess.

(1) In all other cases, U.S, PERSON identities may be releasad only with the prior
approval %‘f the Deput‘y axrector gor Operations, the Assistant D:puty Directer for Operations, the
Chief, 895, e Deputy, Che@f P85, of, in their 2bsence, ;he Senior Operations Officer of the National
SIGINT Operstions Center. The DDO or ADDO shall review all U.S, identities reieaseﬂ by thesa
designiees as soon as practicable aft@r the release is made.

(2} For law ansrcem@nt purpeses invelving narcotics related nfarmat:eﬁ DIRNSA has -
granted to the DDO au*henty to disseminate US. :dent:ttes This authonty may rot be further
delegated.

7.4. (U) Privileged Communications and Crlmlnai Activity. All propeceé disseminations of
information constituting U.S. PERSON | privileged cammumcatzms {e.g... et‘tomey/thent
doctcz’fpatlent) ang. all information concerning criminal activities or cnmmal orf Judmal procﬂedmgs
inthe UN!TED 3TATES must be r@wewed by the Oﬁ“ ice of G@ﬁeral Counsal pricr to dissemination..

, 7 5. ') lmprap@r D:seemmatuon if the name of a U.s. PERSDN 15 umproperly dzssemma‘ted
the incident should be rep@ﬁed to ;;65 within 24 hours of dus-cavery of the error.
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SECTION 8 - RESPONSIBILITIES

. (U) Inspector General. °hé inspector General shall:

a. Conduct regular inspections and perform general cvers:ght of NSNCSS actmtses to’
ensure comphanca with this USSID. _

b Esﬁablzsh procedures f@r reportmg by Kay C@fﬁponent and Field Chiefs of their activitias

' €. Report fo ‘the o RNSAICHCSS annually by 31 Oct@b—er c@ncernmg FéSNCSS e:@mpi;anca
wrt‘ﬂ this USSED

d. Report quarterly with the DIRNSAJCHCSS and Geners! Counsel to the President’s’
intelfigence Oversight Board through the Assistant to the Secretary of Def@nse {Inteiligence
Oversight).

8.2. (U)Genéral C;;:Qﬁs;él., The Gerieral Counsel shall: B

a. Provide legal advice and assistance to all elements of the USSS regarding SIGINT

activities. Requests for ledal advice on any aspect of these procedures should be sent by CR%T}CDMM
to DDI XDI, or by NSA/CSS secure telephone 863-3121, ar_

. @r@pare and proc ss all asphcatiens for F mresgﬂ tmelhgence Suwes!lance Court orders
and requests far Attorney General apbrovals required by these procédures. -

c. Advise the lnspector General in ihspeétions and oxférsi'ght of USSS activities.

d. Review znd assess for legal smphc@mons as requested by the DIRNSA/CHCSS, Deputy
Director, inspector General or Key Components Chief, all new major requ:remems and internally
generated USSS activities.

e. Advise USSS personnal of new legislation and case law that may affect USSS missions,
functions, operatlons, actwsties. or pract:ces g T it _

{. Repoﬁ: as r@qu:r@d to the Aﬁcrney Generai and the President’s lnteihgeﬁce @versxght
. Board and prowde c@pses af mh reports ta the DiRNSAfCH CSS and a"-fected agency elemen ts.

g Pr@cess‘requestsf fr om aﬁy DoD intelhgeﬁce f:@mp—anent for au ty tc use srgnals as

tést, or cali bra'i:s on of SLEC‘TRQN%C SU RVE]LLANCE equment and mher equxpment that can mtercept
communications.
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8.3. (U) Deputy Director for Operations (DDO). The DDO shali: -

a. Ensure that all SIGINT productnon personnel understand and mam'tam 2 high degr@@ of
awareness and seﬁsm vrty o the requnrements of thls UsSID.

b. Apply the provisions of this USSID to all SIGINT production activities. Thé PDO staff
focal point for USSID 18 matters xsggs {use CRITICOMM DDI XAQ).

¢. Conduct necessary reviews of SIGINT production actwst:es and practaces to ensure -
consistency with this USSID,

d. Ensure that all new rﬁaj@r reguirements i@we-d @n the Usss or internally generated
activities are considered for review by the General Counsel. All activities that raise questions of law or
the proper interpretation of this USSID must be reviewed by the General Counsel prior to acceptance
orexecution. ' . o '

8;4. (U} All Elements of the USSS. All elements of the USSS shall:
a. Implement this directive upon recaist.

b. Prepare new procedures or amend or supplement existing procedure as reguired to
ensure adherance to this USSID. A copy of such procedures shall be forwarded to NSA/CSS, Attn: B85, FoQ,

& tmmediate-ly inform the DDO of amy tasking or instructions that appear to raquire
actions at variance with this USSID.

d. Promptly report to the NSA Inspector General and consult with the NSA Genersl
C@unset on all activities that may raise 2 question of compliance with this USSID.

SECTION 9 - DEFINITIONS

1, {5-€€0) AGENT OF A FOREIGN POWER means:
2. Any person, other than a U.S. PERSON, who:

(1) Acts in the UNITED STATES as an officér or employes of & FOREIGN POWER, oras a
member of a group engaged in INTERNATIONAL TERRORISM or activities in preparation therefer; or

(2) Acts for, or on behalf of a FOREIGN POWER that éngages in clandestine
intalligence activitias in the UNITED STATES contrary to the interests of the UNITED STATES, when the
circumstances of such person's presence inthe UNITED STATES mdecate that such’ person may engage
in such activities in the UNITED STATES, or wheﬁ such’ person kﬁ@w: ﬁ@!y aids or abets any person in
the conduct of such activities of khcwmgly conspires With any person 1o engage in such activities; or

b. Any persn, including a U.S. PERSCN, who:
(1) Knowingly engages in clandestine intelligence gathering activities {or, or on behalf

of, a FOREIGN POWER, which activities invelve, or may involve, 3 vtala‘tlan of the criminal statutes of
the UNITED STATES; or
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(2) Pursuant to the direction of an intelligence service or network of a FOREIGN
POWER, knowingly engages in any other clandestine intelligence activities for, or on behalf of, such
FOREIGN POWER, which activities mmlve or are about to mvolve, a wciatson af the criminal statutes
of the UNI TED STATES or

(3 Knowmg}y eﬁgages in sabctage or lNTERNAT:BNAL TERROR!SM or ar:t:wt:es that
arein preparatlon therefor for or on behalf @f a FOREIGN PQWER or

i EATT M

(a-%) Kncswmgly axds or abats any persan in. the conduct af actw:t:es descwbed in

¢. For aII purpes@s cther than 'the conduct af ELECT RGNIC SUR\!E!LLANCE as deﬁﬁed by
the Foreign Intelligence Surveiliance Act (see Annex A), the phrase "AGENT OF A FOREIGN POWER"

. . alsé means any. person, mciud:ng U.S. PERSONS outside the UNITED STATES, who are officers or

employées of a FOREIGN POWER, or wha act unlawfully for or pursuan‘t to the diraétion of 3 FOREIGN

POWER, or who are in contact with or acting in collaboration with an inteliigence or security service
of a FOREIGN POWER for the purpose of providing access to information or material classified by the
UNITED STATES Government and to which the person has or has had aceass. The mere fact that 2

person's activities may benefit or further the aims of 3 FOREIGN POWER is not enough to bring that

person under this provision; absent evidence that the person is taking direction fmm er acting in
knowing concert with a FOREIGN POWER.

9.2. t©—COLLECTION ‘means intentional tasking or SELECTION: of identified ﬂenpubhc
communications for subsequant processing aimed at reporting or retention as a file record.

. {UyCOMMU MCANT meaﬁs E] sender or m“c@nd@d r@capsemt ofa commumc@,tien

9.4. () COMMUN!CAT!ONS ABOUT A U S PERSON are th@se in which the U.5. P‘ERSON “is
identified in the communication. A U.5. PERSON is identified when the person's name, unique title,
address, or other parsenal identifier is revealed in the communication in the context of activities
conducted by that person or activities conducted by others and related to that person. A mere
reference to a product by brand name or manufacturer's name, e.g., "Boeing 707" is not an
identification ofa U. S person.

8.5. {U) CONSENT, for SEGWT purpcses means &n agreemeﬁt by a person or orgamzation to
permit the USSS to také particular actions that affect the person or organization. An sgreement by an
organization with. the: National Security Agency to permit COLLECTION. of information shall be
désmed valid CONSENT if giveni on behalf of such organization by an official or. governing body
determinad by the General Counsel; Nat!onal Secunty Agency, 'te; have actual or apparent authority
to make such an agreement. o ‘ - ‘

§.6. (U) CORPORATIONS, far purposes of this USSID, are entities legally recognized as separate
from the parsons whe formed, own, or run them. CORPORATIONS have the nationality of the nation
state under whose laws they were formed. Thus, CORPORATIONS incorporated under UNITED STATES
federal or state law are U.S. PERSONS.

9.7. (W) ELECTRONIC SURVEILLANCE means:
a. In the case of an electronic communicstion, the acguisition of a nonpublic

communication by electronic means without the CONSENT of a person who is a party to the
communication.
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b. In the case of 2 nonelectronic communication, the acquisition of a nonpublic
communication by electronic means without the CONSENT of a person who | is visibly present at the
place of communication. ,

c. The term ELECTRONIC SURVEILLANCE doss not include the use of radio direction
finding equipment solely to determme the iocatzon ofa transmitter

2.8. —@—FORE?GN COMMUN!CAT!GN means a cofﬁmumcaﬁen that has at least ong
COMMUNICANT outside of the UNITED STATES, or that is entirely among FOREIGN POWERS or
between a FOREIGN POWER and officials of s FOREIGN POWER, but does not include communications
intercepted by ELECTRONIC SURVEILLAMCE ‘girected at premises in the UNITED STATES used
predammantiy 'far rasid erm al pu rpeses

. 2.2. (U) FORE!GN IMTELLiGEréCE means information reiatmg io the casabs!mea. intentions, -
and activities of FOREIGN POWERS, organizations, or persons, and for purpeses of thns LISSID includes
both peastwe FOREIGN INTELLIGENCE and counterintelligence.

2.10. {U) FORE!GN POWER means:

a. A foreign gcverﬁmeﬁt ar ahy C@E"ﬁpa—ﬁEﬂt ther@of whether or not recognized by the
UNITED STATES,

b. A faction of a foreign nation or nations, not substantially compased of UNITED STATES
PERSONS, '

¢. An entity that is openly acknowledged by a foreign gaveénm@ﬁt or governmenis 1o be
girectes and controlled by such foreign government or governments,

¢. Agroup ema&@@d in {NTE?{NATIONAL TERRORISM or activities in @E’%p&!’&ﬁ@ﬂ therefor,

e A f@reagﬁ-based @ofmca{ orgamz&tson not substantially a@mp@:@d of UNITED STATES
PERSONS, or”

f. Anentity thatis directed and controlled by a foreign government or governments.

2.11. {U) INTERCEPTION means the acquisition by the USSS through electrenic means of a
nonpublic communication to which it is not an intended party, and the processing of the contents of
that communication into an intelligible form, but does not include the display of signals on visual
display davices intended to permit the examination of the tachnical charactenstzcs of the signals
without reference to the informati on content carri ied by the sigaal.
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g.12. {U)INTERNATIONAL TERRORISM meahs activities that:
a. Involve violent acts or acts dangerous to human life that are a violation of the ¢criminal

laws of the UNITED STATES or.of any State; or that wouid be & criminal woiatmn if aommstt@d within
the jurisdiction of the UNITED STATES or any. State, and - B

b. Appear ’to be mtendad
{1).t& snmfmdate or coerce ] crwhan p@pulsﬂ@ﬁ
(2} to mﬂ uence the pol rcy of a @@vemmem by aﬁtzm?dztran orca@meﬁ, or
{3} to affect the conduct of & geverﬁm@n‘t by assassmatren o ktéﬁappmg, and
e Occur tataily outs;de the UNITEB sTATES or traﬁsceﬁd ﬁ&t:@ﬁsgi boundaﬂes in terms of -
the means by which they are accomplished, the persons they appear intended to coerce or mt:wdate,
orthe locale in which thelr perp@trators operat@ or. seek asy!um o
9 13 {B)] PUBLECLY AVA!LABLE !NFE)RMATEQN meaﬁs iﬁf@fﬁﬁat!@ﬁ th&t has been published or
braadcast for general public consumption, is available on request to a member of the general public,

has been seen or heard by a casual observer, or is made available at a meei:ﬁg open to the general
publac . B R e Pl

. 814 —('CJ‘SELECTiON as a Eied to manual and slecironic processing activities, means the
e
number, [ inte a computer scan dictionary or manual sean guide for the
pu rpase of rsentzwmg messages of interest and rsclatmg therﬂ for fur’ther processmg

9.15. '('G}-SELECT EQN TERM means. the compesute m‘ mdmdual terms used ta effect or defeat
SELECTION of particular communications for the purpose of INTERCEPTION. It comprises the entire
term or series of terms so usad, but not any segregable term contamed therem It applies to both
slectronic and manual processing. .

9.18. (U} TARGET, OR TARGET &G See COLLECTION.

.77, {(Hu NITED STATES when usBd geographlcally, mcfudes the 50 states and the District of
Columbia, Puerto Rico, Guam, American Samoa, the U.S. Virgin Islands, the Nerthern Mariana tstands,
and any other territory or possession over which the UNITED STATES exercises sovereignw.

9.18. 4E-UNITED STATES PERSON:

a. A citizen of the UNITED STATES,
b. An alien lawfully admitted for permanent residence in the UNITED STATES,

¢. Unincorporated groups and associations a substantial number of the members of
which constitute a. er b. above, or

d. CORPORATIONS incorporated in the URNITED STATES, including US. flag
nongavernmental aircraft or vessels, but net including those entities which are openly acknowledged
by a foreign government or governments to be directed and controlied by them.
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e. The following guidelines apply in determining whether a person is 2 U.S. PERSON:

{1)-A persen known to be currently in the United States will be treated as a U.S.
PERSON unless that person.is ressonably identified as an alien who has not been ~admittad for
permanent residence or if the nature of the person's communi¢ations or other indicia in the contents
or circumstancas of such communications give rise to a reasonable belief that such person isnotals.
PERSON. .

{2) A parson known to be currently outside the UNITED STATES; or whose locationis
not known, will not be treated as & U.S. PERSON unless such person is reasonably identified as such or
the nature of the person's communications or other indicia in the contents or circumstances of such
communications give rise {0 a reasonable belief that such person is a U.5. PERSON,

{3) A person known to be an alien admitted for permanent residence may be assumed
to have lost status as a U.S. PERSON if the person leaves the UNITED STATES and it is known that the
personisnotin compliance with the administrative formalities provided by law (8 U.5.C. Section 1203)
that enable such persons to reenter the UNITED STATES without régard to the provisions of law that
would otherwise restrict an alien's entry into the UNITED STATES. The failure to follow the statutory
procédures provides a reasonable basis to conclude that such a%seﬁ has abandoned any intention of
maintaining statusasa p-ermanent reszdent alien.

. {8} An unincorporsted association whose headoguarters are located outside the
URITED STATES may be presumed not to be a U.S. PERSON unless the USSS has infermation indicating -
that a substantial number of members are citizens of the U NETED STATES or a!;em lawfully admtt"eé
for péﬂﬂ%ﬂv’éﬁ‘t resﬁé@rsce

{5} CDRF‘Q?ATE@NS hwa the n&‘nanaizty of thea nation-state in which they are
incorporated. CORPORATIONS formed under U.S. federal or state law are thus U.S. persons, even if
the corporate stock is foreign-owned. The only exception set forth above is CORPORATIONS which
are openly acknowledged to be directed and controlled by foreign governments. Convarsaely,
CORPORATIONS incorporated in foreign countries are not U.S. PERSONS even if that CGRP@RATION is
a subsidiary of a U.S. CORPORATION.

(6) Nongevernmental ships and aircraft are legal entities and have the nationality of
the country in which they are registered. Ships and aircraft fly the flag and are subject to the law of
their place of registration. -
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ANNEX A

?R@CE@URES M?LEMENTENG THE F@REE@N NTEL&. GEMQE
SURVEELL&NCE ACT (EJ}

SECTION 1 - PURPOSE AND Ap’m@;au.iw

. {U) The Foreign intelligence Surveillance Act (the Act) governs the conduct of cartain
@Eectromc surveillance activities within the United States to collect foreign intelligence information.
A complete.copy of the Act is found at Annéx B to NSA/CSS Directive-10:30. The Act covers thé
intentional collection of the communications of a particular, known U.S. person who isin the United
States, all wiretaps in the United States, the acquisition of certain radio communications whare ali
parties to that communication are located in the United States, and the monitoring of infermation in
which there is a reasonable expactation of privacy. The Act requires that all such surveillances be
directed only at foreign powers and their agents as defined by the Act and that all such surveillances
be authorized by the United States Foreign Intelligence Surveillance Court, or in certain limited
circumstances, by the Attorney General.

SECTION 2 - GENERAL

1. {U) Procedures and standards for securing Court orders or Attorndy General certifications
to conduct electronic surveillances are set forth in the Act. Reguests for such orders or certifications
should be forwarded by the appropriste Key Component through the NSA General Counsel to the
Director, NSA/Chief, €35 and should be accompanied by a statement of the facts and circumstances
justifying a belief that the target is a foreign power or an agent of 2 foreign power and that each of
the facilities or places at which the surveillance will be directed are being used, or are about to be
used, by that foreign power or agent. If the proposed surveillance meets the requirements of the Act
and the Diractor approves the propesal, sttorneys in the Office of the General Counsel will draw the
necessary court application or request for Attorney General certification.

SECTION 3 - MINIMIZATION PROCEDURES

3.1. ~(&€€O-Surveillances authorized by the Act are required to be carried out in accordance
with the Act and pursuant to the court order or Attorney General certification authorizing that
particular surveillance. In some cases, the court orders are tailored to address particular problems,
and in those instances the NSA attorney will advise the appropriate NSA offices of the terms of the
court’s orders. In most cases, however, the court order will incorporate without any changas the
standardized minimization procedures set forth in Appendix 1.
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SECTION & - RESPONSIBILITIES

{U) The General Counsel will review all reguests to conduct electronic surveiilances as
defi ned by the Act, prepare all applications and materials required by the Act, and prowde pertinent - -
tegal advice and assistanca to all elemerits cf the Urtited States SIGINT System. '

4.2. (U} The Inspactor General will conduc’t regular inspections and oversight of all SIGINT
activities to assure compliance with this Directiva.

43. (U) All SIGINT managers and supervisors with responsibilities relating to the Act will
ensure that they and their personnel are thoroughly familiar with the Act, its sm;aiementmg
procedures, and any court orders or Attorney General certifications pertinent to their mission.
Personnel with duties related to the Act will consult the General Counsal's office for any reguired
legal advice and assistance or training of newly assigned personnel. Appropriate. records will ‘be
maintained demonstrating compliance with the terms of all court orders and Attorney Genmeral
certifications, and any discrepancies in that regard will be promptly reported to the offices of the .

General Counsel and Inspector General.
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UNITED STATES

FOREIGN INTELLIGENCE SURVEILLANCE COURT
WASHENGTCSN',- DC . -
QTAMDAE DIZED MINIMIZATION
PROCEDUR ES FOR NSA ELECTRONIC SURVEILLANCES |

Pursuant to Sactiont 101(h) of the Foreign lntelhgence Surveillance Act of 1878 (herexnaﬁer “the
Act”), the following procmdures have been adopied by the Atiorney General and shall be followed by the NSA
in implementing this elecironic surveillance: {U)

SECT@@N 1- APPLICABILITY AND SCOPE L)

These procedures app!y to the acquisition, retention, use, and d:ssemlnataon of non-publicly
available information concerning unconsenting United States persons that is collected in the course of elec-
tronic surveillance as orderad by the United States Foreign Intelligence Surveillance Court under Settion
102(b) or authorized by Attorney General Certification under Section 102(a) of the Act. These procedures
also apply io non-United States persons where specifically md;cated )

SECTION 2 - DEFINITIONS (U)

. In addition to the definitions in Section 101 of the Act, the fonc':wing c'iéﬁnttions shall apply to these
procedures:

a) Acguisition means the collection by NSA through electronic means of a nonpublic commu-
nication to which it is not an intended party. (U) ‘

(b) Communications concerning a United States person include all commumcatsons in which a
United States person is discussed or mantioned, except where such communications reveal only publicly
available information about the person, () ‘

- {c) Communications of a United States person inciucee all commumcaﬁons to which a United
States person is a parly. (U)

(d) Consent is the agresment by a person or orgamzatlon to permit the NSA to take particular
actions that affect the person or organization. To be effective, consent must be given by the affected person or
organization with sufficient knowledge to understand the action that may be faken and the possible conse-
quences of that action. Consent by an organization shall be deemed valid if given on behalf of the organization
by an official or governing body determined by the General Counsel, NSA, fo have actual or apparent authonty
to make such an agreement. (U)

() Foreign communication means a communication that has at !easi one communicant outsrda
of the Unrted States, or that is entirely among:

{1) foreign powers;
(2) officers and employees of foreign powers; or _
@) a foreign power and officers or employees of a forsign power.

All other oommunicéﬁons are domestic communications. (S-CCO)

% Shad BT
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(H Identification of a United States person means ihe name, unigue title, address, or other per-
sonal identifier of a United States person in the context of activities conducted by that person or activities
conducted by others that are related 1o that person. A reference {0 a product by brand name, or manufactur-
er's name or the use of a name in a descriptive sense, e.g., “Monrog Doctrine,” is not an identification of a
Umted S‘i:a%as person

C (g Processed or process:ng means any step neca%ary 0 conve-’t a cornmunzcaﬁon into an in-
teingsbie fom intended for human lnspec'aon {B)! )

. (h) Pubhcfy avalablg in 'r-naﬂon means mformaﬁon fh:ﬁ' a member of the pubitc could obi‘am on
. request, by ressarch in public’sblrces, or by casual observation. (U)

e . W Technlcaj da‘ta base muans lnfoma.tion retatned for cryptana}ybc traffic analytic, or signal
expiortatson purposes. O~

. () United S’tates person means a United States person as def ned in the Act. The foﬂow:ng

gude ines appiy in determsmng whether a person whose status is unknown isa United States person: (U)

(1) A person knows to be currently in the United States will be treated 2s a United States parson |
unless posmveiy identified as an alien who has not been admitted for permanent residencs, or uniess the
nafure or circumsiances of the perscm s communications gwe rase foa reasonabie belief that such person is
nota Umted States person (U) , - :

@A Derson known fo be currently outside the Unlted Statas or whc>s=a location is u1known wﬂl
not be treated as a United States person unless such person can ba posmveiy identified as such, or the nature
or cifcumstances of the person 5 cammumcatsons giverise fo a reasonab!e behef ma‘t sich personis a Unrted
StateS person (U) ¥ fak ;

: - (3) A person known to be an ahen admitted for permanent ressdence loses status as a United
States parson if the parson leaves the United States and is not in compliance with Tile 8, United States Code,
Section 1203 enabling re—entry into the United States. Failure to follow the statutory proceduros provides a
reasonable basis to conclude that the afien has abandoned any mtentson of mamtammg his status as'a perma-
neﬂt resaden‘f a!:en {U} -

4) An umncorporated aasoc;atlon whose headquarters or primary ofr’ ice is Iocatad outside the
United States is presumed not to be a United States person uniess thers is information indicating that a sub-
stantial numtcje)r of its members are citizens of the United States or aliens !awﬁmy admitted for permansent
residenca, (

SECTION 3 - ACQUISITION AND PROCESSING GENERAL (U)
(a) Acquisitibn' (U)

- : The acquisition of information by slectronic surveillance shall be made in aocordance with the
certification of the Attomey General or the Court order authorizing such surveillance and conducted in a man-
ner designed, to the greatest extent reasonably feasibls, 1o minimize Tha acquisition of information not rele-
vant to the authorized purpose of the surveiliance,

(b) Verrf catton (V).

L At the inmatron of the' eleciromc surveillance, the NSA or the Federal Bureau of lrve*ttgatlon if
prowdmg operational support, shall verify that the communication lines or.felephone numbers being fargeted
are the lines or numbers of the target authorized by court order or Attorney Gengral certification. Thereafter,
collection personnel will monitor the acquisition of raw data at regular intervals to verify that the surveillance is
not avoidably acquiring communications outside the authorized scope of the surveillance or information con-
cerning United States persons not related 1o the purpose of the surveillance.

AAR, B E B
(21 = Oct 97
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{c) Monitoring, Recording, and Processing (U)

; (1) Electronic surveillance of the targst may be monitored contermnporaneously, recorded auio-
matically, or both. (L) ' s
{2) Personnel who monitor the slectronic surveillance shall exercise reasonable judgsment
in determining whether particular information acquired must be minimized and shall destroy inadvertently ac-
quired communications of or concerning a United States person at the earliest practicable point in the prog-
essing cycle at which such communication can be identified either as clearly not relevant o the authorized
purpose of the surveillance (e.g., the communication does not contain foreign intelligence information) oras
containing evidence of a crime which may be disseminated under these procedures. '

(3) Communications of or concerning United States persons that may be related to the autho-
rized purpose of the surveillance may be forwarded to analytic personnel responsible for producing intelii-
gence information from the collected data. Such communications or information may be retained and dissem-
inated only in accordance with Sactions 4, 5, and 6 of these procedures. 46— \ L

(4) Magnetic tapes or other storage media that contain acquired communications rriay be pro-
cessed. _ ‘ ‘

"(5) Each communication shall be reviewed to determine whether it is a domestic or foreign com-
munication to or from the targeted premises and is reasonably believed to contain foreign intelligence infor-
mation or evidence of a crime. Only such communications may be processed. All other communicalions may
be retained or disseminated only in accordance with Sections 5 and 6 of these procedures. {S§-666y—

8) Magnetic tapes or other siorage media containing foreign communications may be scanned
by computer o identify and select communications for analysis, Computer selection terms used for scanning,
such as telephone numbers, key words or phrases, or other discriminators, shall not inciude Unitedﬁ

erson names or identifiers and shall be limited to those sslection terms reasonably fikely fo identify
. that are authorized for intentional collection under Executive Order 12333
implementing procedures. — - « ® : u

{7) Further processing, retention and dissemination of foreign communications shall be madeé in
accordance with Sections 4, 6, and 7, as applicable, below. Further processing, storage and dissemination of
Enadvertenﬂy acquired domestic communications shall be made in accordance with Sections 4 and 5 be-
OW- -~ " 5 . ) . it

(d) U.8. Persons Employed by the Foreign Power 65— _

Communications of or concerning United States persons employed by a foreign power may be
* used and retained as otherwise provided in these procedures except that:

. (1). Such United States persons shall not be Edenﬁn_;ed in connection with any communication
that the person places or receives on behalf of another unless the identification is permitied under Section 6 of
these procadures; and

' (2) personal 'opmmunications of United States persons that could not be foreign intelligence
may only be retained, used, or disseminated in accordance with Section § of these procedures. {S-6665-

(e) Destruction of Raw Data-@)—

Communications and other information, including that reduced o graphic or “hard copy” form
shall be reviewsd for retention in accor-
i these procedures.. Communicztions and other informafion, in any form,
ards and that are known io coniain communications of or conceming
omptly destroyed. +{§-660)y—" 1 .0 . -,

danca with the star
that do not meet such ratenfion
\United Statss persons shall bg

(€1 o Gt 27
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] Nonvper‘tinent Communications {9))

: . Commumcatrons deterrmned to fall within estabhshed ca.tegones of non—pertinent commu-
mca‘hons ‘such as those set forth in subparagraph (8) of this section, should not be retained unless i;hey Con-
tain information that may be d;sseminated under Sections: 5,8, 0r7 below (‘U)

e - {2) Monitors may listen to all communications, including these that initially appsar to fall within
estabhshed categories untif they can reaéonab!y determine thai thé cammumcabon cannot be dzssemmated
under Sec’uor:s 5807 befow , R ,

byl S

- (3) Gommunlcations of Unrted States persons wnil be anaiyzed to establ:sh categones of com-
mumcations that are not pertinent fo the authorized purposﬂ of the surveﬂ!ance (U)

{4) These categories shou}d be eatabhshed after a reaaonab!e penod of monrtonng the commu-
_mcatlons of the targsts. (U) - Vs,

(5) Information that appears o be forergn mteihgence may ba retamed sven i it is acquired as a
part of 2 communication falling within a category that is generally non-—pertinent.

© (6) Categories of nonwperzinent communications which méy be appiied '-in' these surveillancs

inciu.de':
(i) Calls to and from United Sta‘tes Govemmen‘t oﬁicsals
(i1 Ca."S o) and ‘from children;
(iiy Calls to and from students for in’?dﬂna,ﬁon‘to aid them in academic endsavors;
() Calis between famity members; and |
(v) Calls relating solely to personal services, such as food orders, transportation,
gic.—E~656—

{g) Change in Targst's Location or Status (6~5561

(1) During periods of known extended absence by a targeted agent of a foreign power from
premises under survaillance, only commumcatlons to which the target isa paﬁy may be retained and dissemi-
nated. ‘ e

{2) When ihere is reason 1o believe that the target ofan electromc survetiiance s ho ionger a
foreign power or an agent of a foreign power, or no fonger occupies the premisss authorized for surveillance,
that electronic surveiliance shall be immediately terminated, and shall not resume uniess subseguently ap-
proved.under the Act. Wheri any person involved in coliection or processing of an slectronic surveillances
being conducted pursuant to the Act becomes aware of information ‘tending fo indicate a material changs in
the status or location of a target; the person shall immediately ¢ ensure that the NSAs Ofﬁce of General Coun-
sel is also made awara of such 1nformattcn : _

SECTION 4 - ACQUISITION AND PROCESSING ~ SPECIAL PROCEDURES (U)

(@ Coﬂec‘uon Agamst Ressdn-mal Premlsks-é%-%eej-

" (1) An etectromc surverllance dlrec'ted agams‘t prem:ses iocated in the United States and used

for residential purposes shall be conducted by techmcai means designed to limit the information acquired o
ommunicatio at have one communicant outside the United States,
The tachmcal means emplayed shall consist of
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-equipment or equipment capable of idenifying international
or other particular international communications known 16 be used by the targeted foreign power

and its agents. Communications to or from the target residential premises that are processed ihrough a
#cﬁ a forsign povier or agent of a
- foreign power located in a foreign country, or on the foreign country or foreign city telephone direct diafing

codes (area codes) for ihe areas in which such foreign powers of agents are idcated.

(5-CCO)

(3) Domestic communications that are incidentally acquired during collection against residential
pramises shall be handled under Section 5 of these procedures. - ' : .

(®) Attorney-Client Communications {6)—

As soon as it becomes apparent that & comimunication is between a person who is known to be
under criminal indictment and an attorney who represents that individual in the matter under indictment (or
someone acting on behalf of the attorney), monitoring of that communication will cease and the communica-
tion shall be identified as an atforney—client communication in a log maintained for that purpose. The relevant
porfion of the tape containing that conversation will be placed under seal and the Depariment of Justice, Office
of Intelligence Policy and Review, shall be notified so that appropriate procedures may be established fo pro-
tsct such communications from review or use in any criminal prosecution, while presarving forsign intalii-
gence information contained thersin.

SECTION 5 — DOMESTIC COMMUNICATIONS )

(2) Disgemination )

- Communications identified as domestic communications shall be promptly destroyed, except
that: ’

(1) domastic commanications that are raasonably believed fo contain fareign intalligence infor-
mation shall be disseminated to the Federal Bureau of Investigation (including United States- person identi-
t:es) for possible further dissemination by the Federal Bureau of Investigation in accordance with its minimiza-
tion procedures; : '

+ (&) domestic communications that do not contain foreign intelligence information, but that are
reasonably bsiieved io contain evidence of a crime that has beeén, is being, or is about fo be commitied, shall
be disseminated (including United States person identities) to appropriate Federal law enforcement authori-
ties, in accordance with Section 108(b) of the Act and crimes reporting procedures approved by the Secretary
of Defense and the Attorney General; and . : Lo ' o

- {3 c_ion'iesﬁ_c communications that are reaéonabiy believed to contain technical data base infor-
mation, as defined in Section 2(i), may be disseminated 1o the Federal Bursau of Investigation and fo other

slements of the U.S. SIGINT systém.
{b) Retention L

{1) Domestic communications disseminated 1o Federal law enforcement agencies may be re-
tained by the NSA for a reasonable period of fime, not to exceed six months (or any shorter period set by court
erder), 1o permit law enforcement agencies to determine whether access to original recordings of such com-
munications Is required for law enforcemient pumoses. {8=C8G— .. ey "
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- (2) Domestic communications reasonably believed fo contain technical data base information
may be retainad for a period sufficient to allow a thorough exploitation and to permit access to data that are, or

are reasonably believed likely to become, relevant to a current or future foreign intelligence requirement.
Sufficient duration may vary with the naiure of the exploitation.

a. In the context of a cry, yptanalytic sffort, main{ehéﬁce of technical data bases requires reten-
tion of all communications that are enciphared or reasonably believed to contain sscret meaning, and suffi-
clent dur}aﬂgn may consist of any period of time during which encrypted material is subject 10, or of use in,
cryptanalysis. . S0 ER D

b. In the case.of commiinications that are not encipherad of othérwise thought to coritain secret

meaning, sufiicient durafion is'one year uniess the Deputy Director for Operations, NSA, determines inwriing

that retention for a longer period is required to respond to authorized foreign intelligence or counterinteliigence
requirements.: ' L e r

SECTION 6 - FOREIGN COMMUNICATIONS OF OR CONCERNING UNITED
STATES PERSONS (U) - ‘ -

{a) Retention (U)

Foreign communications of or concerning United States persons acquired by the NSA in the
course of an electronic surveillance subject to these procedures may be retained only:

(1) if necassary for the maintenance of technical data bases. Retention for this purpose is
permitted for a period sufficient to allow a thorough exploitation and o permit access 1o data that are, or are
reasonably belisved likely to become, relevant 1o a current or future forsign intelligence requirement. Suffi-
cient duration may vary with the nature of the exploitation. C “

. a. In the context of a cryptanalytic effort, maintenance of technical data bases re-
duires retention of all communications that are enciphered or reasonably befisved o contain sacret meaning,
and sufficient duration may consist of any period of time during which encrypted material is subject fo, or of

use in, cryplanalysis,

; b. In the case of communications that are not enciphered or otherwise thought to
contain secret meaning, sufficient duration is one year unless the Deputy Director for Operations, NSA, deter-

- mines in writing that retention for a longer pericd is required to respond to authorized foreign intelligence or

counterintelligence requirements;

(2 i dissemination o_f'su:éh communications with reference to such United States persons

- would be permitted under subsection (b) below; or

- (3) if the information is evidence of a crime that has beén; is being, or is about 0 be committed
andg is provided o appropriate federal law enforcement authorlties.
{b) Dissemination (U) - -
A report based on communications of or conceming a United States person may be dissemi-
nated in accordance with Section 7 if the identity of the United States person is deleted and a generic term or
symbol is substituted so that the information cannot reasonably be connected with an identifiable United

‘States person. Ctherwise dissemination of intefligence reports based on communisations of or congerming a

United States person may only be made to & recipisnt requiring the identity of such person for the performance
of official duties but only if at least one of the following critena is alsomet:. . . -

(1) the United Statss parson has consented fo disssmination or the %nférméfion of or conceming
the United States person is available publicly;

. (2) the identity of #hié United States person is necessary to understand-foreign intafiigence
information or assess its.importance; e.g.; the identity of a senior official in the Executive Branch;

(65 ot @
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(3) the communication or information indicates that the United States person may be:
(A) an agent of a foreign power;
...(B). a foreign power as defined in Section 101(a)(4) or (6) of the Act;

(C) residing outside the United States and hoiding an official position in the govern-
ment or military forces of a foreign power;, o -

o (D) a corporation or other entity that is owned or controlled directly or indirectly by a
iprelgn power; or ’ o o ' _ .

(E) acﬁng‘ in collaboration with an inte_liigencé or securrzy service of a foreign po‘wé{'
and the United States person has, or has had, access to classiiied national security information or material,

_ (4) the communication or information indicates that the United States parson may be the target
of intelligence activities of a foreign power,; _ _

(5) the communication or information indicates that the United States person is engaged ih the
unauthorized disclesure of classifisd national security information; but only after the agency that originated
the information ceriifies that it is properly classified;

(6) the communication or information indicates that the United States person may be engaging
in intemational terrorist activities; '

(7) the acguisition of the United States person’s communication was authorized by a court order
issued pursuant io Ssction 105 of the Act and the communication may relate fo the foreign intelligence pur-
posa of the surveillancs;

"~ {8) the communication or information is reasonably believed o contain evidence that a crime
has been, is baing, or is aboui fo be commitied, provided that dissemination Is for law enforcement purposss
and is mads in accordance with Section 106(b) of the Act and crimes reporting procedures approved by the
Secretary of Dafense and ihe Attomeay General. (U)

SECTION 7 - OTHER FOREIGN COMMURICATIONS (U)

_Foreign communications of or concerning & non—United States person may be retained, used,
and disseminated in any form in accordancs with other applicabls law, regulation, and policy. (U)

SECTION 8 - COLLABORATION WITH FOREIGN GOVERNMENTS (6-666)—

- {a) The sharing or exchange of foreign communications governed by these procedures with sig-
nals intelligence authorities of collaborating foreign governments (Second Parties) may be undertaken by the
NSA only with the written assurance of the Second Party that the use of those foreign communications will be
subject fo the ratention and dissemination provisions of these procedures. %

(b} Domestic Gommunications and cemmunica?bn_s'io or ffofn United States parsons shall not be
shared with Second Parties. 66601 Cic/ Lo I :

g:) Foreign plain text communications may be shared with Second Parties i they are first r-
viewed by NSA analysts, who shall remove references to United States persons that are not necessary to
understand of assess the foreign intelligence information contained therein. {5=666)

falidiy Soikaslin g w2

_ (d) Foreign enciphered or encoded cominunication may be shared with Second Parties Wfﬁ'sout
such prior review, provided that at least annually a representative sampling of those shared communications
that can be deciphered or detoded is reviewed by the NSA fo ensure that any references.therein to United

States persons are necessary fo understand or assess the foreign intelligence information being dissemi-
7 AR ’:l’x‘_:\‘_' } B 1 g BRIE 3
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nated. Corractive measures with respect 10 each targat or line shall be undertaken as necessary to maintain
compliance with the above dissemination siandard. The results of each review shall ba made available 1o the

Attorney General-or a designes.

Approvad by Attorney General danet Reno on 1 July 1997

e Fhad O
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ANNEXB

 OPERATIONAL ASSISTANCE TO THE
FEDERAL BUREAU OF INVESTIGATION (U)

SECTION 1 - GENERAL

1.. {U) In accordance with the provisions of Section 2.6 of E.Q. 12333, and the NSA/FBI
Memorandum of Understanding of 25 Novermnber 1880, the National Security Agency may provide
specialized equipmentand technical knowlecge to the FBI to assist the FBI in the conduct of its fawful
functions. When reqguesting such assistance, the FBI will certify to the General Counsal of NSA that
such equipment or technical knowladge is necsssary to the accomplishment of one or more of the
F8l's lawTul functions.

1.2, {U) NSA may alsc provide expert personnel to assist FBl personnel in the operation or
imstallation of specialized esuipment when. that eguipment is to be emploved to collect forsign
intelligence. When requesting the assistance of expert personnel, the FBI will certify to the General
Counsal that such assistance is necessary to cellect foreign intelligence and that the approval of the
Attorney General (and, when necessary, a warrant from a court of competant jurisdlctmn} has been
obtained. ,

SECTION 2 - CONTROL

2.1. (U) No operstional assistance as discussed in Section 1 shall be provided without the
express permission of the Director, NSA/Chief, CSS, Deputy Director, NSA, the Deputy Director for
Operations, or the Deputy Director for Technolegy and Systems. The Deputy Director for Operations
and the Deputy Director for Technology and Systems may approve requests for such assistance only
with the concurrence of the General Counsal. _ '
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ANNEX C

SIGNALS INTELLIGENCE S@PP@RT TO U.S. AND ALLEE@ Bl LETARY
EXERCISE COMMAND AUTHORITIES U)

SECTION 1 - POLICY

i.1. {&-Signals Intelligence support to U.5. and Allied military exercise command authorities is
pravided for in USSID 56 and DoD Directive 5200.17 (M-2). Joint Chiefs of Staff Memerandum
MJIC5111-88, 18 August 1988, and USSID 4, 16 December, 1888, establish doctrine and procedures for
providing s»gna!s intelligence support to military commanders. The pre«:edures in this Annex provide
policy guidelines for safeguarding the rights of U.S. persons.in the conduct of éxercise SIGINT support
activities. .

SECTION 2 - DEFINITIONS

2.1. (U} The term "Miilitary Tactical Communications” means United States and Allied military
exercise communications, within the United States and sbroad, that are necessary for the production
of simulated foreign intelligence and ¢counterintelligence or 1o permit an 2nalysis of communications
security.

SECTION 3 - PROCEDURES

3.1. &-€E0 The USSS may collect, process, store, and disseminate military tactical
communications that are also communications of, or concerning, U.S. persons.

a. Collection efforts will be conducted in such & mannar a3 1o aveid, to the extent feasible,
the intercept of non-eéxercise-related communications.

b. Military tactical communications may be stored and processed without deletion of
references to U.5. persons if the names and communications of the U.S. persons who are exercise
participants, whether military, government, or contractor, are contained in, or such communications
constitute, exercise-related communications or fictitious communications or information prepared
for the exercise.

¢. Communications of U.S. persons not participating in the exercise that are inadvertently
intercepted during the exercise shall be destroyed as soon as feasible, provided that a record
describing the signal or fregquency user in technical and generic terms may be retained for signa!
identification and Collection-aveidance purposes. Inadvertently intercepted communications that
contain anomalies in enciphered communications that reveal a potential vulnerability to United
States communications security should be forwarded to the NSA Deputy Director for Information
Systems Security.
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d. Dissernination of military exercise communications, exercise reports, of information
files derived from such communications shall be limited to those authorities and persons participating
in the exercise or conducting reviews and critiques thereof.

T2
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| | ANNEXD |
TESTING OF ELECTRONIC EQUIPMENT (U)

- SECTION 1- PURPOSE AND APPLICABILITY:

. (U) This Annex applies to the testing of eléctronie aguipment that has the capability to
mtercept communications and other non-public information. Testing includes developmant,
calibration, and evaluation of such eguipment, and will be cm&ucted te the maximum extent
oractical, without interception or monitoring of U.S. persohs.

: §E£TE@N2 PR@CE@URES

Uy The USSS ‘may test eiectromc equtpfnent that has- the eagabz ;ty to mterc&pt
cemmumc&tmﬁs and atheér informatior subgect ta the following limitations:

a. Tothe maximum extent practical, the foliewmg should be usad:
{1} Lahoratory-generated signals,

{2} Communications transmitted between terminals located outside the United States
mot used by any known U.S. person,

(3) Official government agency communications with the consent of an approoriste
official of that agency, or an ingdividual's communications with the consent of that ingividual,

{4) Public broadcastsignals, or

(5) Other communications in which there is no reasonable expectation of privacy (as
approved in each instance by the NSA General Counsel).

b. Where itis not practical to test electronic equipment solely against signals described in
paragraph 2.1.2., above, testing may be conducted, provided:

{1) the propesed testis coordinated with ths NSA General Counsel;

(2) the tast is limited in scopa and dur@t:@ﬁ to that necessary to determine the
capability of the eguipment;

(3) no particular person is targeted without consent and it is not reasonable to obtain
the consent of the persons incidentally subjected to the surveillance; and

(48) the test does not exceed 90 calendar days.
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¢. Where the test involves communications other than those identified in 2.1 .2. and a test
period longer than 20 days is required, the Foreign Intelligence Surveitlance Act reguires that tha test
be approved by the Atterney General. Such propesals and plans shall be submittad by USSS elements
through the General Counsel, NSA, to the Director, NSA/Chief, €58 for transmission to the Attorney
Ganeral. The test proposal shall state the requirement for an extended test involving such
communications, the nature of the test, the organization that will conduct the test, and the proposed
daspos:tnon of any signals or communications acquired during the test.

2.2. (U} The content of any corﬂrﬁun;caﬂ@ﬁ other_than communications between non-U.S.
persons outside the United States which are asqu:red during a test and evaiua‘m@n shall be:

_ a. retained and used only for the purpese of determining the capability of the electronic
eguipment; ; , :
. b. gisclased only to persons conduct pé or evaluating the test; and

¢. destroyed before or immediately upen eompletion of the testing.

2.3, (U} The technical parameters of a communication, such as frequency, modulation, and
time of activity of acquired electronic signals, may be retained and used for test reporting or
collection-avoidance purposes. Such parameters may be disseminated to other DoD intelligence
components and other entities authorized to conduct electronic surveillance, provided such
dissemination and use are limited to testing, evaluation, or C@%ié&l@ﬁ*@?@idaﬁC@ purposes.
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ANNEX E

SEARCH AND DEVELOPMENT OPERATIONS (U)

SECTION 1 PROCEDURES

{5 This Anrex provides the procedures for safeguarding the rights of us. pérsona whan
caﬁductl ng SIGINT search and development activities. .

1.2 -S-EEB-)-The Usss may conduct search and development activities wnth resp@c‘t to signals |
through@ut the radm spectrum under the following limitations: .

a. S;gﬁais may be collected only {or the purpese of identifying these signals that:

(1) may contain information related to the production of foreign inteliigence or
counterintelligence; '

(2) are enciphered or appear to comtain secret meaning;

{3) are necessary to assure efficient signals intelligence collection or to avoid the
collection of unwanted signals; or,

(4) rzveal vulnerzhilities of United States communications security.
b. Communications originated or intended for raceipt in the United States or originated
or intended for receipt by U.5. persons shall be processed in accordance with Section § of USSID 18,
provided that information necessary for cataloging the constituent elements of the signal
environment may be processed and retained if such information does not identify 2 U.S. parson.
Information revealing a United States communications security vulnerability may be retained,

c. Information necessary for cataloging the ceonstituent elements of the signal
environment may be disseminated to the extent such information does not identify U.S. persons.
Communications equipment nomenclature may be disseminated. Information that reveals a
vulnerability to United States communications security may be disseminated to the appropriste
communications sacurity authorities.

d. All information obtained in the process of search and development that appears to be
of foreign intelligence value may be forwardaed to the proper analytic office within NSA for
precessing and dissemination in accordance with relevant portions of USSID 18.

S TR

e L 7 B A

s



USSID 18
27 July 1993

ANNEXF
ILLICIT COMMUNICATIONS (C)

SECTION 1 - PROCEDURES

1.1. 4€F-The USSS may collect, retain, process, and disseminate illicit communications without
reference to the requirements concarning U.S. persons. ‘

i.2. 46 Tha term "illicit communications™ means a communication transmitted in viclation of
eithher the Communications Act of 1934. and regulations issued thereunder or international
agreements, which because of its explicit content, message characteristics, or method of transmission,
is reasonably believed to be a communication to or from an agent or agents of foreign powers,
whether or not U.S. persons. :
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QNNEXQ

TRAINING OF PERSONNEL IN THE OPERATION AND @sz OF SIGINT
COLLECTION AND @THER suwzeaﬁmmgs EQLE ?MEN‘T (V)

SECTION 1 - APPLICABILITY

1, {U) This Annex applies to all USSS use of SIGINT coliection and other surveillance
squipment for training purposes.

SECTION 2 - POLICY

2.1. (U} Training of USSS parsonnal in the operation and use of SIGINT collection eguipment
shail be conducted, to the maximum extent that is practical, without interception of the
communications of U.S. persons or persons in the United States who have net given consent to such
interception. Communications and information protected by the Forgign Intelligence Surveillance Act
(FISA) (see Annex A) will not be collected for training purpeses.

SECTION 3 - PROCEDURES

3.1. {U) The training of USSS personnel in the operation and use of SIG[NT-’ collection and other
surveillance equipment shall include guidance concerning the requirements and restrictions of the
FISA, Exacutive Crder 12333, and USSID 18. .

3.2. (U) The use of SIGINT collection and other surveillance equipment for *trammg purposas is
subject to the following limitations:

2. To the maximum extent practical, use of such equipment for training purposes shail be
directed against otherwise authorized intelligence targets;

b. The contents of private comrmunications of nonconsenting U.S. persons may not be
acqguired unless the person is an authorized target of electronic surveillance; and

¢. The alectronic surveillance will be limited in extent and duration to that necessary to
train personnel in the use of the equipment.

3.3, (U) Thelimitations in paragraph 3.2. do not apply in the following instances:
a. Public . broadcasts, distress signals, or official United States Government

communications may be monitored, provided that, where government agency communications are
monitored, the consent of an appropriate official is obtained; and
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b. Minimal acquisition of information is permitted as required for calibration purposas.

3.4, {U) Information collected during training that involves authorized tnteilfgence targets
may be retained in accordance with Section 6 of USSID 18 and disseminated in accordance with
Section 7 of USSID 18. Information other than d[stref:s signals collected during trammg that does not
involve authorized mteiisgeﬂce targets of that is acqunr@d inadvertently shall be destroyed as soon as
practical or upon completion of the training and may not be disseminated outside the USSS for any
purpose. Distress signals should be referred to the DDO.




USSID 18
27 July 1893

ANNEX H
CONSENT EORMS (U)

SECTION 1-PURPOSE
1. (U) The forms set forth in this Annex are for use in recerding consentt by U.S. persons for
usss eiements to collect and disseminate foreign communications concerning that person: The first
form is consent to collsct and disseminate a U.S. person's com munications as well as references to that

parson in fore:gn commumcatlons. The second. forrn is’ consent to. ca!lect and dtssemmate only
references to the U.S. person and does not include communications to or fromthat person, . .-

1.2. (U). Section 4.1.c. of USSID 18 states that the Director, NSA/Chief, CS5 has authonty te
approve the comsensual collection of communications to, from or sbout U.S. persons Elements of the
USSS proposing to cenduct consénsual collection should forward a copy of the executed censent form
and any pertinent information to the Directer, NSA/Chief, CSS for approval. -

1.3.. (U) The forms prowded on the foiiuwmg pages may be reproduced prowded the sacurity
classifications (top and bottom) are removed. It is the responsi b;!rty of the user to properly reclassify
the document in accordance wuh recgu:srte secu rrty guadelmes _
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CONSENT AGREEMENT

SIGNALS INTELLIGENCE COVERAGE

l, " - -, hereby consent to the Naticnal Security Agency
undartaking to sesk and dtcsemmate cemmumcataons to or from or referencing me m foreagn
communications for the purp@se of

This consent applies to administrative messages alerting elements of the United States Signals
Intelligence System to this cahsent as weil as to any S!gnais mteii!geme repcﬂs thst may relate to the
purpese. stated above.

Except as otherwiss prowded by Executwe Qrder 12333 praceﬁures* this consant covers only
information that relates to the purpose stated asbove and is eﬁectwe for the penod
' o

Signals in eilsgence reports containing information derived from communications to or from
me may only be disteminated tome and to o7 signals m‘tei[igence reports
containing information derived from communications reterencing me mﬁy only be disgseminated to
me and to except as otherwise permitied by procedures under Executive
Order 12333, :

 {SIGNATURE)

(TITLE)}

(DATE)
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CONSENT AGREEMENT

SIGNALS INTELLIGENCE COVERAGE

1, hereby consent to the National Security Agency
under“tak:ng to seek and disseminate references 1o me in foreign communications for the purpose of

This consent applies to administrative messages alerting elements of the United States Signals
Intelligence System to this consent, as well as to any signals intelligence reports that may relate to the
purpose stated zbove.

Except as otherwise provided by Executive Order 12333 procedures, this consent covers only
references to me in foreign communications and information therefrom that relates to the purposs
stated above and is effective for the peried to

Signals intelligence reports containing information derived from communications referencing
me and related to the purpose stated zbove may only be disseminsted to me and to
except as otherwise permitted by procedures under Executive Order

12333.

(SIGNATURE)

(TITLE)

(DATE)
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ANNEX I

FORM FOR CERTIFICATION OF
OPENLY ACKNOWLEDGED ENTITIES{5-€CO)

The form below should be used for Director approvals for the collection of communications of
entities that are openly acknowledged to be directed and controlled by a foreign power as specified
in Section 4.1.¢.(3) of USSID 18.

DIRECTOR, NSA/CHIEF, €SS

Ceriification fer Cpenly Acknowledged Entities Under
Section 4.A.1.{b) of the Classified Annax
1o DOD 5240.1R

Certification to the Attorney General:

—{5~E€6 The Director, NSA, hereby certifies that [J1 0 .
located in the United States and openly acknowledged to be directed and controiled by (Government
X), is a new target of collection. The purpose of the surveillance is m
intelfigence _ragarding Government X) in accordance with valid intelligence reguirements. The
surveillance will entail imtentional interception or deliberate selection of the target's international

communications. Standard minimization procedures will be apphed te any information cellected that
relates to U.S. persons. .

Director, NSA/Chief, CSS

Copy to: Deputy Secretary of Defense
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ANNEX K




