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INTRODUCTION (0) 

One of the greatest challenges the United States faces in the ongoing conflict with I 
-is finding operatives of the enemy . • A,.s this Cou~ is aware, one ofthe most si~1ificant 

tools that the U.S. Government can use to accomplish that task is metadata analysis. Under this 

Court, s order in ··-.. 
- Opinion and Order, No. PRiTT and 

subsequent retated authorizations, the National Security .A...gency 0'"\SA) is currendy collecting 

metadata in bulk from electronic coro.munications and applying sophisticated amlyt.ic tools to 

identifY and find 

to collect in bulk 

The attached Application seeks this Court's authorization 

certain business 

records-call detail records, or "telephony metadata''-so that the NSA may use these same 

analytic tools to identify and tind operatives (TS//SY/HF) 

The attached Application for business records is made pursuant to title V of the Foreign 

Intelligence Surv·eillance Act, 50,U.S.C. § 1861 et seq., as amended, "Access to Certain Business 

Records for Foreign Intelligence Purposes,'' to capitalize upon the unique opportunities the 

United States has for identifying com..rnun.ications . The collection 

sought here will make possible a potentiaUy powerful tool that the Government has to discover 

enemy communications: metadata analysis. For telephone calls, metadata essentially consists of 

routing in!:ormation that includes the telephone number of the calling party, the telephone 

number of the called party, and the date, time and durat1on of the calL It does not ]nc1ude the 

substantive content of the communication or the name, address, or financial information of a 

subscriber or customer. Relying solely on such metadata, the Government can analyze the 

contacts made by a telephone number reasonably suspected to be associated with a terrorist, and 
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thereby possibly identify other, previously unknovro, terrorists. The prima..-y advantage of 

metadata analysis as applied to telephony metadata is that it enables the Government to a.":lalyze 

past connections That analysis is possible, however, oPly ift.he 

Government has collected and archived a broad set of metadata that contains 1-vithin it the subset 

of oollli-nun.ications that can later be identified as terrorist-related. In addition, individually 

targeted collection of metadata is inadequate for tracking t"le communications of terrorists who 

(TS//Sf/J?Tf) 

Li the attached Application, therefore, the Government requests that this Court order the 

production, in bulk a...11d on an ongoing basis, of certain business records 

For billing and fraud detection purposes, "'call 

detail records" that contain routing information, including which telephone number called which 

other telephone number at what date and time, and for how long, i.e., "metadata." The 

Application fuHy satisfies all requirements oftitle V ofFISA. In particular, the Application 

seeks the production oftangibie things "for" an international tenorism investigation. 50 U.S.G 

§ 186l(a)(l). In addition, the Application includes a statement of facts demonstrating that there 

are reasonable grounds to believe that the business records sough.t are "relevant" to an authorized 

investigation. Id. § 186l(b)(2). ~LUthough the call detail records 

-contain large volumes of metadata, the vast majority of which will not be terrorist-

related, the scope of the business records request presents no infirmity under title V. All of the 

business rec.ords to be collected here are relevant to FBI investigations into-because the 

NSA can effectively conduct metadata analysis only if it has the data in butk. (TS/.'S±//l>W) 
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In addition, even if the metadata from non-terrorist communications were deemed not 

relevant, nothing in title V ofFISA demands that a request for the production of"any tangible 

things" under that provision collect only information that is strictly relevant to the intemationa1 

terrorism investigation at hand. Were the Court to require some tailoring to fit the information 

that will actually be terrorist-related, the business records request detailed in the Application 

would meet any proper test for reasonable tailoring. Any tailoring standard must be informed by 

a balancing of the government interest at stake against the degree of intrusion into any protected 

privacy interests. Here, the Government's interest is the most compelling imaginable: the 

defense of the Nation in wartime from attacks that may take thousands ofiives. On the other 

side of the balance, the intrusion is minimal. As the Supreme Court has held, there is no 

constitutionally protected interest in metadata, such as numbers dialed on a telephone. Any 

intrusion is further reduced because only data connected to telephone numbers reasonably 

suspected to be terrorist-associated will ever be viewed by any human being. Indeed, only a tiny 

fraction (estimated by the NSA to be 0.000025% or one in four million) of the call detail records 

collected actually will be seen by a trained NSA analyst. Under the procedures the Government 

will apply, metadata reflecting the activity of a particular telephone number will only be seen by 

a human analyst if a computer search has established a connection to a terrorist-associated 

telephone number. (TSJ/S191•W) 

The Application is completely consistent with this Court's ground breaking and 

innovative decision In that case, the Court authorized the 

installation and use of pen registers and trap and trace devices to collect bulk e-mail metadata 

. The Court found that aU of"the information likely to be 
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obtained" from such coHection "is reievant to an ongoing investigation to protect against 

international terrorism." 50 U.S. C. § 1842(cX2); at 25~54. The Court explained 

that "the bulk collection of meta data-i.e., the collection of both a huge volume and J:.Jgh 

percentage of unrelated com..'11Unications-· is necessary to identify the much smaller number ofl 

t.1is 

Application promotes both of the twin goals ofFISA: facilitating the foreign-intelligence 

collection needed to protect .A.merjcan 1ives while at the same time providing judjcial oversjght 

to safeguard American freedoms. (~ 

BACKGROlJND (U) 

A. The Al Qaeda Threat €§) 

On September 11, 2001, the al Qaeda terrorist nettNork launched a set of coordinated 

attacks along the East Coast of the United States. Four commercial jetliners, each carefully 

selected to be fully loaded with fuel for a transcontinental flight, were hijacked by al Qaeda 

operatives. Two ofthe jetliners were targeted at the Nat1on's financial center in New York and 

were deiiberately flown into the Twin Towers of the \Vorid Trade Center. The third was targeted 

at the headquarters of the Nation's Armed Forces, the Pentagon. The fourth was apparently 

headed to·ward Washington, D.C., vlhen passengers struggled with the hijackers ru"ld the plane 

crashed in Shanksville, Pennsylvania. The i"ntended target of this fourth jetliner was evidently 

the White House or the Capitol, strongly suggesting that its intended mission was to strike a 

direct blow at the leadership of the Government of the United States. The attacks of September 

11th resulted in approximately 3,000 deaths- the highest single-day death toll from hostile 

foreign attacks in the Nation's history. These attacks shut down air travel in the United States, 
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disrupted the Nation's financial markets and government operations, and caused biUions of 

dollars in damage to the economy. (tT) 

Before the September 11th attacks, a1 Qaeda had promised to attack the United States. In 

1998, Osarna bin Laden declared a "religious" war against the United States and urged that it 

was the moral obligation of all Muslims to kill U.S. civilians and military personneL See 

Statement of Osama bin Laden, Ayman a1-Zawahiri, et al., Fatwah Urging Jihad Against 

Americans, published in .AJ~Quds al-' Arabi (Feb. 23, 1998) ("To kill the Americans and their 

allies-civilians and military-is an individual duty for every :Muslim who can do it in any 

country in which it is possible to do it, in order to liberate the al-Aqsa Mosque and the holy 

mosque from their gr1p, and in order for their armies to move out of all the lands ofislam, 

defeated and unable to threaten any Muslim."). Al Qaeda carried out those threats v.rith a 

vengeance; they attacked the U.S.S. Cole in Yemen, the United States Embassy in Nairobi, aci.d 

finally the United States itself in the September 11th attacks. (TJ) 

It is clear that al Qaeda is not content v;,~th the damage it wrought on September 11th. 

Just a few months ago, Osama bin Laden pointed to "the explosions that . .. have take[nl place 

in the greatest European capitals" as evidence that 14the mujahideen ... have been able to break 

through all the security measures taken by'' the United States and its allies. Osa..rna bin Laden, 

audiotape released on Al-Jazeera television network (Federal Bureau ofinvestigatjon trans., Jan. 

19, 2006). He warned that 1'the delay of [sic] inr1icting similar operations in America has not 

been due to any impossibility of breaking through your security measures[,] for those operations 

are underway and you will see them in your midst as soon as they are done., Id Several days 

later, bin Laden's deputy, Ayman al-Zawahir~ warned that the i\.merican people are destined for 

"a fc1ture colored by blood, the smoke of explosions and the shadows ofterror , Ayman al-
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Zawahiri, videotape released on the Al-hzeera television netv.rork (Ja..n. 30, 2005). These recent 

threats were just the latest in a series of warnings since September 11th by al Qaeda leaders who 

have repeatedly promised to deliver another, even more devastating attack on America. See, e.g., 

Osam.a bin Laden, videotape released on AJ-Jazeera television network (Oct. 24, 2004) (warning 

United States citizens of :further attacks and asserting that "your secUJ.-lty is in your ow11 hands"); 

Osama bin Laden, videotape released on Al-Jazeera television netvvork (Oct 18, 2003) ("We, 

God willing, will continue to fight you and will continue martyrdom operations inside and 

outside the United States .... "); Ayman al-Zawahiri, videotape released on the i\.1-Jazeera 

television network (Oct. 9, 2002) ("I promise you f addressing the 'citizens of the United States'] 

that the Islamic youth are preparing for you ·what will .fill your hea.t-ts with horror'} _Al; recently 

as December 7, 2005, al-Zawahiri professed that a1 Qaeda "is spreading, growing, and becoming 

stronger,'' and "L.~at al Qaeda is "waging a great historic battie in lraq, Afghanistan, Palestine, and 

even in the Cru.saders' own homes." Ayman al-Zawahiri, videotape released on Al-Jazeera 

television network (Dec, 7, 2005). Indeed, since September 11th, al Qaeda has staged several 

large-scale attacks around the \'i'Orld, inciuding in Tunisia, Kenya and Indonesia, killing hundreds 

of innocent people. In addition, Ayma11 al-Zawal:>.iri claimed that al Qaeda played some ro1e in 

the Ju1y 2005 artacks on London. See Declarat1on of John S. Redd, Director, National 

Counterterrorism Center ~ 3 5 (I\1ay 22, 2006) (Exhibit B to the Application) ("NCTC 

Declaration"). C':riven that al Qaeda's leaders have repeatedly made good on their threats and that 

al Qaeda has demonstrated its ability to insert foreign agents into the United States to execute 

attacks, it is clear that the Lhreat continues. (T~/Kl//1'-W) 

Reliable inteUigence indicates that-remains intent on striking the United States 

and U.S. interests. See NCTC Declaration~~ 5-7, 8, 11-13. '-is an international 

TOP SECRET/IIICS .~'ei//NOFOR:.~ 
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organization vvi.th a global presence, with members located in at least 40 countries, and t~e 

capability to strike US interests anywhere in the world." Jd ~ 5. Indeed,- '•continues its 

efforts to reconstitute communication links to a transnational network of~ersonnel and 

affiliated groups." Id. , 39. Recent intelHgence suggests that- has become "keenly" 

interested in soft targets, especially those that are densely populated. !d. il~ 17, 75 . -

and its affiliates consistently have e-x-pressed an interest in attacking U.S. rail and mass transit 

systems, as well as continuing 1o target the civil aviation sector, including US. passengers atid 

\Vestem aircraft overseas. !d. 'ii'ii 7 4~80. Moreover, the L;telligence Community is concerned 

that the next-attack in the United States might use chemica~ biological, radiological or 

nuclear weapons, "especially given-] clear intent to develop such capabilities and use 

them to strike the Homeland." !d. ~ 81 . In sum,- continues to present "a credible threat 

fo.r a massive attack agait-:~st the US Homeland." ld. ~ 91. By helping to find and identify 

• -' particutarly those who are already within the 

United States, the proposed request for business records would greatly help the United States 

prevent another such catastrophic terrorist attack, one that- itsetfhas ciaimed \Vould be 

larger than the at'"t.acks of September 11th. (T~-'/S1'/HC~//OC,1>~) 

B. -Use Qf Telephones to Communicate (S) 

use the international telephone system to 

communicate with one another betw'een numerous countries ali over the world, including to fuid 

from the United States. In addition, when they are located inside the United States, I-
-make domestic U.S. telephone calls. For purposes of preventing terrorist attacks 

against the United States, the most analytically significan-telephone corrmmnication.s 

are those that either have one end in the United States or t~at are purely domestic, because those 

ro!L SECRET/!HCS//SI!/NOFOR:i.~ 
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commur.Jcations are particularly likely to identify indhriduals who are associated with-

in the United States whose activities may include planning attacks on the homeland. See 

Declaration of Lieut. Gen. Keith B. Alexander, U.S. Army, Director. NSA ~ 5 (May 22, 2006) 

(Exhibit A to the AppHcation) CNSA Declaration"). The vast majority of the call detai1 records 

sought in the attached Application would include records of telephone cans that either have one 

end in the United States or are purely domestic, including local calls, although some records 

would relate to communications in which both ends were outside the United States. The United 

States needs to sort tb..rough this telephony metadata to find and identifY and 

thereby acquire vital intelligence that could prevent another deadly terrorist attack. (T8NS±J'i~W) 

C. D~scovering the Enemy: Metadata Analysis (T§NSI//1-\iJi') 

.A.11alyzing metadata from international and domestic telecorr.ununicat1ons-such as 

information showing which telephone numbers have been ir1 contact with which other te1ephone 

numbers, for how long, and when1-can be a powerful tooi for discovering communications of 

terrorist operatives. Coilecting and archiving metadata is thus the best avenue for solving the 

following fu.ndamentai problem: although investigators do not know exactly where the terrorists' 

communications are :hiding in the biUions of telephone calls flo'V\I'j,ng through the United States 

today, we do know that they are there, and if we archive the data now, we will be able to use it 

in a targeted way to find the terrorists tomorrow. NSA Declaration ,;417-11. A..s the NSA has 

explained, "[t]he ability to accumulate a metadata archive and set it aside for carefuHy controlled 

' For telephone calls, ''metadata" mcludes comprehensive communications routing information, mcluding 
the telephone number of the call.i.Rg party, the telephone number of the called party, and the date, time and duration 
of the call as well as communications de·vice and trunk identifiers. A "trunk" is a communication li.ne bet:.veen mo 
S'i'ii.tch.ing systems. Newton's Telecom Dictionary 853 (20th eel 2004), Telephony met.adata does not include the 
content of the communication, as defined by 18 U.S.C. § 2510(8), or the name, address, or fmandal L.tfonnation ofa 
subscriber or customer. E£j 
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searches and analysis will substantially increase NSA's ability to detect and identify members of 

al Qaeda and its affiliates." Id ~ 8: see als~ at 43-45. ('fS/iSl/f.l~) 

Collecting and archiving metadata ofters at least two invaluable capabilities to analysts 

that are unavailable from any other approach. First, it allows for retrospective "contact 

chaining." For example, analysts may learn that a particular telephone number is associated with 

perhaps because it was found in the cell phone directory of a recently captured ­

- agent. By examining metadata that has been archived over a period oftime, analysts can 

search to find the contacts that have been made by that "seed" telephone number. The ability to 

see who communicates with whom may lead to the discovery of other terrorist operatives, may 

help to identify hubs or common contacts between targets of interest who were previously 

thought to be unconnected, and may help to discover individuals willing to become FBI assets. 

Indeed, computer algorithms can identify not only the first tier of contacts made by the telephone 

number reasonably suspected to be associated with - but also the further contacts made 

by the flrst and second tiers of telephone numbers. NSA Declaration <t[ 9. Going out beyond the 

first tier enhances the ability of analysts to find terrorist connections by increasing the chances 

that they will find previously unknown terrorists. A seed telephone number, for example, may 

be in touch with several telephone numbers previously unknown to analysts. Following the 

contact chain out tvvo additional "hops" to examine the contacts made by the first two tiers of 

telephone numbers may reveal a contact that connects back to a different terrorist-associated 

telephone number already known to the analyst. Going out to the third tier is useful for 

telephony because, unlike e-mail traffic, which includes the heavy use of "spam," a telephonic 

device does not lend itself to simultaneous contact with large numbers of individuals. 

~TS/181'/Nf') 
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The capabilities offered by such searching of a collected archjve of metadata are vastly 

more powerful than chaining that could be performed on data collected pursuant to national 

security letters issued by the Government under 18 U.S. C. § 2709 and targeted at individual 

telephone numbers. If investigators find a new telephone number 

captured, and the Government issues a national security letter for the local and long distance toll 

billing records for that particular account, it would only be able to obtain the first tier of 

telephone numbers that has been in touch with. To find an additional tier of 

contacts, new national security letters would have to be issued for each telephone number 

identified in the first tier. The time it would take to issue the new national security letters would 

necessarily mean losing valuable data. .And the data loss in the most critical cases would only be 

increased by terrorists' Moreover, 

because telephone companies generally only keep call detail records in an easily accessible 

medium for up to two years, historical chaining analysis on the number may lead analysts to 

other individuals by revealing the contacts that were made by a terrorist-

associated telephone number more than two years ago. See NSA Declaration E]j12. (Ie!JJ 2!¥5/1ft') 

The second major tool analysts can use with an archive of collected metadata · 

. Skilled analysts can then use a 

to determine whether there is another 

telephone number within the archived metadata that shows 

a critical tool for 

TOP SECRE'f//HCSHSIJfNOFOR..~ 



keeping up with terrori SeeNSA 

Declaration ~ 11. It provides an invaluable capability that could not be reproduced through a.t."'ly 

other mechanism 

and archived the data 

(TS//S!NHF) 

E. The Foreign Intelligence Surveillance Act (U) 

FISA provides a mechanism for the Government to obtain business records-here, call 

detail containing precisely the type of 

communications data that is vital for the metadata analysis described above--including the 

telephone number of the calling party, the telephone number of the called party, and the date, 

time and duration ofthe call. Section 501 ofFISA, as recently amended by section 106 ofthe 

USAPATRJOT Improvement and Reauthorization Act of2005, Pub. L. No. 109~ 177, 120 Stat. 

192, 196-200 (Mar. 9, 2006) ("USAPATRJOT Reauthorization Act"), authorizes the Director of 

the FBI or his designee to apply to this Court 

for an order requiring the production of any tangible things (including books, 
records, papers, documents, and other items) for an investigation to obtain foreign 
intelligence information not concerning a United States person or to protect 
against international terrorism or clandestine intelligence activities, provided that 
such investigation of a United States person is not conducted solely on the basis 
of activities protected by the First Amendment to the Constitution. 

50 U.S.C. § 1861(a)(l)? E£1 

2 The call detail records sought in the attached Application would not be collected by a "pen register" or 
"Lrap and trace device" as defined by 18 U.S. C. § 3127. Each of these terms refers to a "device or process" which 
either "records or decodes dialing, routing, addressing, or signaling information transmitted by an instrument or 
facility from which a wire or electronic communication is transmitted" -a pen register, id. § 3127 (3 ), or "captures 
the incoming electronic or other impulses which identify the originating number or other dialing, routing, 
addressing, and signaling information reasonably likely to identify the source of a wire or electronic 
communication"-a trap and trace device, id. § 3127(4). As the definitions make clear, pen registers and trap and 

TOP SJ;CRETHH:CS//Sf//NOFORN 
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LEGAL ANALYSIS (U) 

I. The Application Fully Complies with AU Statll!tory R.equiR"ements. (ll) 

Section 50l(c)(l) ofFISA, as amended, directs the Court to enter an ex parte order 

requiring the production of tangible things if the judge finds that the Government's application 

meets the requirements of subsections SOl(a) and (b). The most significant of those 

requirements are that the tangible things, which include business records, are "for" an 

investigation to protect against international terrorism. 50 U.S.C. § 186l(a)(l). Section 

501 (b )(2)(A) indicates that this requirement is one of relevance, providing that the Government's 

application must include 

a statement of facts showing that there are reasonable grounds to believe that the 
tangible things sought are relevant to an authorized iJ1vestig~ti.oiJ. ( gther thai1 a threat 
assessment) conducted in accordance with subsection (a)(2) [i.e., following 
Attorney General-approved Executive Order 12333 guidelines and not conducted of 
a U.S. person solely on the basis ofFirst Amendment-protected activities] to obtain 
foreign intelligence information not concerning a United States person or to protect 
against international terrorism or clandestine intelligence activities, such things 
being presumptively relevant to an authorized investigation if the applicant shows 
in the statement of facts that they pertain to- (i) a foreign power or an agent of a 
foreign power; (ii) the activities of a suspected agent of a foreign power who is the 
subject of such authorized investigation; or (iii) an indiv idual in contact with, or 
known to, a suspected agent of a foreign power who is the subject of such 
authorized investigation. 

ld § 1861(b)(2)(A).3 (U) 

trace devices are mechanical "device[s]," or perhaps software programs ("process[es]"), that "record" or "decode" 
data as communications signals are passing through the particular spot in the communications network where the 
"device" or "process" has been installed, or that "capture" data in a si.milar fashion See, e.g., United States Telecom 
Ass'n v. FBI, 276 F.3d 620, 623 (D. C. Cir. 2002) ("Pen registers are devices that record the telephone numbers 
dialed by the surveillance's subject; trap and trace devices record the telephone numbers of the subject's incoming 
calls."). The mechanism by which the NSA would receive call detail records does not involve any 

1
su
1
ch."dlevi.·ce

11
or • 

. " Instead, would copy and transmit the call detail re..."''rds, 
rnd.epe~nct<ently compile in their normal course of business, to the NSA in real or near.real time. (fS//SI//NF) 

3 Until recently, section 50l(b)(2) provided only that the Government's application "specify that the 
records concerned are sought for an authorized investigation conducted in accordance v.ith subsection (a)(2) of this 
section to obtain foreign intelligence information not concerning a Uoited States person or to protect against 
international terrorism or clandestine intelligence activities." 50 U.S.C. § 186l(b)(2) (Supp. I 200 l). According to 
the legislative history of the USA PATRIOT Reauthorization Act, the provision was amended "to clarify that the 

TOP §JECRJ5T//HC~/f~J,Lf:NOFORN 
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Thus, section 501(b)(2) ofFISA requires that an application for an order requiring the 

production ofbusiness records must include a statement of facts showing that there are 

"reasonable grounds to believe" that certain criteria are met: (1) that the business records are 

relevant to an authorized investigation, other than a threat assessment, that is being conducted, 

for example, to protect against international terrorism; (2) that the investigation is being 

conducted under guideiines approved by the Attorney General under Executive Order 12333; and 

(3) that the in·vestigation is not being conducted of a U.S. person solely upon the basis of 

activities protected by the First Amendment. ld § 1861(b)(2)(A). All of these criteria are met 

here. (U) 

Taking the last two requirements first, the attached Application establishes that the 

business records sought are for FBI investigations · 

General-approved 12333 guidelines and that are not being conducted of any U.S. persons solely 

upon the basis of First Amendment-protected activities. In addition, the attached Application 

and accompanying declarations by the Directors of the NSA and National Counterterrorism 

Center certainly demonstrate that there are "reasonable grounds to believe" that the business 

records sought are "relevant" to authorized investigations to protect against international 

terrorism. ("8-) 

A. The Business Records §ought Meet the Relevance Standard. (U) 

Information is "relevant" to a..11 authorized international terrorism investigation if it bears 

upon, or is pertinent to, that investigation. See l3 Oxford English Dictionary 561 (2d ed. 1989) 

("relevant') means "[b]earing upon, connected with, pertinent to, the matter in hand"); Webster's 

tangible thl.J.gs sought by [an order under section 501] must be ' relevant' to an authorized preliminary or full 
investigation ... to protect against international terrorism." H.R. Conf. Rep. No. 109-333, at 90 (2005). (U) 
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Third New Int'l Dictionary 1917 (1993) ("relevant" means "bearing upon or properly applying to 

the matter at hand ... pertinent"); see also Oppenheimer Fund, Inc. v. Sanders, 437 U.S. 340, 

351 (1978) (noting that the phrase "relevant to the subject matter involved in the pending action" 

in Fed. R. Civ. Proc. 26(b)(1) has been "construed broadly to encompass any matter that bears 

on, or that reasonably could lead to other matter that could bear on, any issue that is or may be in 

the case"); cf Fed. R. Evid. 401 ("'Relevant evidence' means evidence having any tendency to 

make the existence of any fact that is of consequence to the determination of the action more 

probable or less probable than it would be without the evidence.") (emphasis added). Indeed, 

section 501 (b )(2) establishes a presumption that the Government has satisfied the relevancy 

requirement if it shows that the business records sought "pertain to-{i) a foreign power or an 

agent of a foreign power; (ii) the activities of a suspected agent of a foreign power who is the 

subject of such authorized investigation; or (iii) an individual in contact with, or known to, a 

suspected agent of a foreign power who is the subject of such authorized investigation." 50 

U.S.C. § 1861(b)(2)(A). The USA PATRIOT Reauthorization Act added this presumption to 

section 50l(b) to outline certain situations in which the Government automatically can establish 

relevance; the presumption was not intended to change the relevance standard for obtaining 

business records under section 501. See Pub. L. No. 109-177, § 106, 120 Stat. 196; H.R. Conf. 

Rep. No. 109-333, at 91 (Section 501(b)(2) "also requires a statement offacts to be included in 

the application that shows there are reasonable grounds to believe the tangible things sought are 

relevant, and, if such facts show reasonable grounds to believe that certain specified connections 

to a foreign power or an agent of a foreign power are present, the tangible things sought are 

presumptively relevant. Congress does not intend to prevent the FBI from obtaining tangible 

things that it currently can obtain under section [501].") (emphasis added). (U) 
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The FBI currently has over 1, 000 open National Security Investigations targetin~ 

Osama bin 

As we have explained above, the bulk telephony metadata sought in the attached Application is 

relevant to the FBI's investigations · 

the telephony metadata would provide vital assistance to investigators in tracking down 

operatives. Although admittedly a substantial portion of the telephony metadata that is collected 

would not relate to operatives of 4 the intelligence tool that the 

Government hopes to use to fin cornrnunications-metadata analysis-requires 

collecting and storing large volumes of the metadata to enable later analysis. All of the rnetadata 

collected is thus relevant, because the success of this investigative tool depends on bulk 

collection. (TS//SIHHF) 

Archiving and analyzing the metadata sought in the attached Application will assist the 

FBI in obtaining foreign intelligence and, in particular, in identifying the telephone numbers o­

perating within the United States. For example, contact chaining 

of the archived information will allow the NSA to identify telephone numbers that have 

been in contact with telephone numbers the NSA reasonably suspects to be linked 

and its affiliates. NSA may provide such information to the FBI, which can determine whether 

an investigation should be commenced to identify the users of the telephone numbers and to 

determine whether there are any links to international terrorist activities . The NSA estimates that 

roughly 800 telephone numbers will be tipped annually to the FBI, CIA, or other appropriate 

U.S. government or foreign government agencies. NSA Declaration~ 18. The FBI would also 

4 The NSA ex-p 
of metadata pertaining to 

. ~ . - cords request, over the course of a year, ·will result in the collection 
communications. See NSA Declaration')] 6. ~Te//~;t:,A~W) 

TOP SECRET/fHCS\1/Sih'NOFOR~ 
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be able to ask the NSA to perform contact chai · terrorist-associated 

telephone numbers known to the FBI. (TSHSIHHf) 

The call detail records sought in the attached Application are certainly "relevant" to an 

authorized investigation into 

relatively low standard. at 29. In that case, the Court was interpreting a similar, 

and quite possibly more stringent standard than that presented here. There, the Court found that 

section 402(a) ofFISA was satisfied, i.e., that "the information likely to be obtained is . .. 

relevant to an ongoing investigation to protect against international terrorism." 50 U.S. C. 

§ 1842(c) (emphasis added).5 Here, by contrast, the Application need only establish that there 

are "reasonable grounds to believe" that the records sought are relevant to an authorized 

international terrorism investigation.6 ld § 186l(b)(2)(A). (TSNSIJ/NF) 

In evaluating whether metadata collected in bulk is "relevant" to investigations into. 

Court has recognized that, "for reasons ofboth constitutional 

authority and practical competence, deference should be given to the fuUy considered judgment 

of the executive branch in assessing and responding to national security threats and in 

5 Although the Government argued that the statute did not permit the Court to look behind the 
Government's certificatio the Court assumed for purposes of the case that it should consider the basis . - - - ' ~ -

~ for the certification. See t 2?-28. (1'Sh'SfHHF) 

6 The "reasonable grounds to believe" standard is simply a different way of articulating the probable cause 
standard. See Maryland v. Pringle, 540 U.S. at 371 (quoting Brinegar v. United States, 338 U.S. 160, 175 (1949) 
('"The substance of all the definitions of probable cause is a reasonable ground for belief of guilt"'). As the 
Supreme Court has recently explained, "[t]he probable-cause standard is incapable of precise definition or 
quantification into percentages because it deals with probabilities and depends on the totality of the circumstances." 
Maryland 1'. Pringle, 540 U.S. 366, 3 71 (2003 ). Rather than being "technical," these probabilities "are the factual 
and practical considerations of everyday life on which reasonable and pmdent men, not legal teclu.J.icians, act" 
Brinegar, 338 U.S. at 176; see also Pringle, 540 U.S. at 370 (quoting Illinois v. Gates, 462 U.S. 213, 231 (1983) 
(quoting Brinegar)). In addition, probable cause "does not require the fine resolution of conflicting evidence that a 
reasonable-doubt or even a preponderance standard demands." Gerstein v. Pugh, 420 U.S. 103, 121 (1975); see also 
Illinois v. Gates, 462 U.S. 213, 235 (1983) ("Finely tuned standards such as proof beyond a reasonable doubt or by a 
preponderance of the evidence, useful in formal trials, have no place in the [probable cause} decision."). (U) 
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determining the potential significance of intelligence-related information. Such deference is 

particularly appropriate in this context, where the Court is not charged with making independent 

probable cause findings." 30-31. Court noted that the 

proposed activity would result in the collection of metadata pertaiPing electronic 

communications, all but a very small fraction of which could be expected to be unrelated t­
d. at 39-40, 48. Nonetheless, this Court found that the bulk collection 

of metadata "is necessary to identify the much smaller number 

communications" and that therefore, "the scope of the proposed collection is consistent with the 

certification of relevance." Id at 48-49. In part that was because the NSA had explained, as it 

does here, that "more precisely targeted forms of collection against known accounts would tend 

to screen out the 'unknowns' that NSA wat!ts discover, so that NSA needs bulk collection in 

order to identify at 42. Just as the bulk 

collection of e-mail metadata was relevant to FBI investigations into 

so is the bulk collection of telephony metadata described herein. (TS//SM'!'<f) 

B. The Proposed Collection Ks Appropriately Tailored. (U) 

Title V ofFISA does not expressly impose any requirement to tailor a request for 

tangible things. precisely to obtain solely records that are strictly relevant to the investi~ation. To 

the extent, however, the Court construes the "relevance" standard under Title V to require some 

tailoring of the requested materials to limit overbreadth, the request for tangible things proposed 

here is not overbroad. As this Court concluded · 'the applicable relevance 

standard does not require a statistical 'tight fit' between the volume of proposed collection and 

the much smaller proportion of information that will be directly relevant 

TOP SRCRET//HCSh'Sth'NOFORN 
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investigations. "7 Id at 49-50. Instead, it is appropriate to use as a guideline the Supreme 

Court's "special needs" jurisprudence, which balances any intrusion into privacy against the 

government interest at stake to determine whether a warrant or individualized suspicion is 

required. See Board ofEduc. v. Earls, 536 U.S. 822, 829 (2002); see generally 

at 50-52.8 Here, the Government's interest is overwhelming. It involves thwarting terrorist 

attacks that could take thousands of lives. "This concern clearly involves national security 

interests beyond the normal need for law enforcement and is at least as compelling as other 

governmental interests that have been held to justify searches in the al:?sence of individualized 

. . ,,. 
suspicion. 51 -52; see also Haig v. Agee, 453 U.S. 280, 307 (1981) ("It is 

obvious and unarguable that no governmental interest is more compelling than the security of the 

Nation.") (internal quotation marks omitted). The privacy interest, on the other hand, is minimal. 

As we explain below, see infra § IT, the type of data at issue is not constitutionally protected; and 

it would never even be seen by any human being unless a terrorist connection were first 

established. Indeed, only a tiny fraction (estimated to be 0.000025% or one in four million) of 

the call detail records included in the archive actually would be seen by a trained analyst. 9 

(TSf/SJf/tiF) 

7 As noted above, the relevance standard being interpreted in the pen register conte>..'t in­
that found in section 402 of FISA- is quite possibly more stringent than that required to be met • 
for business records under section 501 of FISA. (~ 

8 Because, as we e>..'J)lain below, there is no Fourth Amendment-protected interest in the telephony 
metadata at issue here, the actual standards applied under Fourth Amendment balancing are far more rigorous than 
any tlmt the Court should read into the statutory requirement that the business records sought under section 50 I be 
"relevant" to an international terrorism investigation. Nevertheless, the balancing methodology applied under the 
Fourth Amendment-balancing the Government's interest against the privacy interest at stake-can pro1·ide a useful 
guide for analysis here. ES1 

9 The NSA would cond~c n ct chainin three ''hops" out, i.e., to include the first three tiers of contacts 
made by the reasonably suspect... elephone number. Even though a substantial portion of the 
telephone numbers in those .first ee tters o contacts may not be used by terrorist operatives, they are all 
"connected" to the seed telephone number. (fS//S~W) 
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And, as this Court recently found, "the Government need not make a showing that it is 

using the least intrusive means available. Rather, the question is whether the Government has 

chosen 'a reasonably effective means of addressing' the need." at 52-53 (quoting 

Earls, 536 U.S. at 837) (internal citations omitted); see also Earls, 536 U.S. at 837 ("[T]his 

Court has repeatedly stated that reasonableness und~r the Fourth Amendment does not require 

employing the least intrusive means, because the logic of such elaborate less-restrictive-

alternative arguments could raise insuperable barriers to the exercise of virtually all search·and· 

seizure powers.") (internal quotation marks omitted); Vernonia Sch. Dist. 47 J v. Acton, 515 U.S. 

646, 663 (1995) ("We have repeatedly refused to declare that only the 'least intrusive' search 

practicable can be reasonable under the Fourth .A.mendment."). Here, as· 

"senior responsible officials, whose judgment on these matters is entitled to deference .. . have 

articulated why they believe that bulk collection and archiving of meta data are necessary to 

identify and hose .. . communications would otherw·ise go 

undetected." 53-54. Such bulk coUection is thus a "reasonably effective 

means to this end .. " Id. at 54. (TS//S:bL/£W) 

In sum, as this Court previously concluded in the pen register context, 

the bulk collection proposed in this case is analogous to suspicionless searches or 
seizures that have been upheld under the Fourth Amendment in that the 
Government's need is compelling and immediate, the intrusion on individual 
privacy interests is limited, and bulk collection to be a reasonabl 
effective means of detecting and monitoring 
thereby obtaining information likely to be relevant to ongoing FBI investigations. 
In these circumstances, the certification of relevance is consistent with the fact 
that only a very small proportion ofthe volume of information collected will 
be directly relevant to the FBI' 

!d. E'fS//Sf//HF) 
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C. The Government Wm Apply Strict Minimization Procedures to the Use of 
the Collected Data. (-g-) 

The Government can assure the Court that, although the data collected under the attached 

Application will necessarily be broad in order to achieve the critical intelligence objectives of 

metadata analysis, the use of that information will be strictly tailored to identifying terrorist 

communications and will occur solely according to strict procedures and safeguards, including 

particular minimization procedures designed to protect U.S. person information. These 

procedures and safeguards are almost identical to the requirements imposed by this Court· 

authorized collection of a similar volume of metadata. (TSHSL.LffW) 

First, as described in the attached Declaration from the Director of the NSA, the NSA 

will query the archived data solely when it has identified a known telephone number for which, 

"based on the factual and practical considerations of everyday life on which reasonable and 

prudent persons act, there are facts giving rise to a reasonable, articulable suspicion that the 

telephone number is associated with provided, 

however, that a telephone number believed to be used by a U.S. person shall not be regarded as 

associated with solely on the basis of activities 

that are protected by the First Amendment to the Constitution." N SA Declaration ~ 13 .10 

Similarly d be undertaken only with respect to such an identified "seed" 

telephone number. For example, when operative is apprehended, his cellular 

telephone may contain a phone book listing telephone numbers. Telephone numbers li sted in 

such a phone book would satisfy the "reasonable articulable suspicion" standard. This same 

Jo For example, a telephone llliillber of a U.S. person could not be a seed number "if the only information 
thought to support the belief that the [number] is associated ·with ... s that, in sermons or in postings on a web 
site, the U.S. person espoused jihadist rhetoric that fell short of ·~ .. directed to inciting or producing 
imminent lawless action and ... likely to incite or produce such action.' Brandenberg v. Ohio, 395 U.S. 444, 447 
(1969) (per curiam)." at 58. (Tb/Jgl,'/Hf) 
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standard is, in effect, the standard applied in the criminal law conte}..i for a "Terry" stop. See 

Teny v. Ohio, 392 U.S. l, 21, 30 (1968); see also Illinois v. Wardlow, 528 U.S. 119, 123 (2000) 

(police oft'lcer may conduct a brief, investigatory Teny stop "when the officer has a reasonable, 

articulable suspicion that criminal activity is afoot"). 11 It bears emphasis that, given the types of 

analysis the NSA will perform, no information about a telephone number will ever be accessed 

by or presented in an intelligible form to any person unless either (i) that telephone number has 

been in direct contact with a reasonably suspected terrorist-associated telephone number or is 

linked to such a number through one or two intermediaries, or (ii) a computer search has 

indicated that the telephone number has 

(T8H81//£W) 

In addition, any query of the archived data would require approval from one of seven 

people: t he Signals Intelligence Directorate Prograr-n Manager for Counterterrorism Special 

Projects; the Chief or Deputy Chief, Counterterrorism Advanced Analysis Division~ or one of 

four specially authorized Counterterrorism Advanced Analysis Shift Coordinators in the 

Analysis and Production Directorate of the Signals Intelligence Directorate. NSA Declaration 

~ 19. NSA' s Office of General Counsel (OGC) would review and approve proposed queries of 

archived metadata based on seed accounts reasonably believed to be used by U. S. persons. Id 

~ 16. Finally, N SA's OGC will brief analysts concerning the authorization requested in the 

Application and the limited circumstances in which queries to the archive are permitted, as well 

11 The "reasonable articulable suspicion" standard that the Government ·v;i.ll impose on itself -with respect 
to data collected through this Application is higher than that required by statute or the Constitution. Under FISA., 
the only standard to be satisfied prior to collecting information via a request for business records is that the 
information be relevant to an international terrorism investigation. The Fourth Amendment requires a "reasonable 
articulable suspicion" to justify a minimally intrusive Terry stop. Here, no Fourth Amendment interests are even 
implicated (U) 
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as other procedures and restrictions regarding the retrieval, storage and dissemination of the 

archived data. ld (TSI/SY/HF) 

Second, NSA will apply several mechanisms to ensure appropriate oversight over the use 

of the metadata. The NSA will apply the existing (Attorney General approved) guidelines in 

United States Signals Intelligence Directive 18 (1993) ("USSID 18") (Exhibit D to the 

Application) to minimize the information reported concerning U.S. persons. NSA Declaration 

~ 17. Prior to disseminating any U.S. person information, the Chief oflnformation Sharing 

Services in the Signals Intelligence Directorate must determine that the information is related to 

counterterrorism information and is in fact necessary to understand the foreign intelligence 

information or to assess its importance. ld.; see USSID 18, § 7.2 (NSA reports may include the 

identity of aU. S. person only if the recipient of the report has a need to know that information as 

part of his official duties and, inter alia, the identity of the U.S. person is necessary to understand 

the foreign intelligence information or to assess its importance). The Director of the NSA will 

direct the NSA Inspector General and General Counsel to submit an initial report to him 45 days 

after the receipt of records pursuant to the Order assessing the adequacy of the management 

controls for the processing and dissemination of U.S. person information. NSA Declaration 

~ 22. The Director of the NSA will provide the findings of that report to the Attorney General. 

I d (TS,'fS!MfF) 

In addition, every time one of the limited number ofNSA analysts permitted to search the 

archived data carries out such a search, a record will be made, and the analyst's login and rP 

address, and the date, time and details of the search will be automatically logged to ensure an 

auditing capability. NSA Declaration ~ 16. The NSA' s OGC will monitor both the designation 

of individuals with access to the archived data and the functioning ofthis automatic logging 
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capability. Jd The NSA Inspector General, the NSA General Counsel, and the Signals 

Intelligence Directorate Oversight Compliance Office will periodically review this program. ld 

~ 22. At least every ninety days, the Department of Justice will review a sample ofNSA' s 

justifications for querying the archived data. Id ~ 19. The Director of the NSA himselfwiH, in 

coordination with the Attorney General, inform the Congressional Intelligence Oversight 

Committees ofthe Court's decision to issue the Order. Id ~ 23. (TSI/SI/!.NF) 

Third, the coHected metadata will not be kept online (that is, accessible for queries by 

cleared analysts) indefmitely. The NSA has detem1ined that for operational reasons it is 

important to retain the metadata online for five years, at which time it will be destroyed. !d. 

~ 20. The U.S . Government has a strong operational interest in ret aining data online for five 

years to associated with ne,vly-discovered "seed" 

telephone numbers. !d. In addition, moving data off-line requires significant resources, raises 

the possibility of corruption and loss of data, and would incur probable delays in moving data 

(Feb. 28, 2006). ~T8/IStJ~Jf) 

Finally, when and ifthe Government seeks an extension of any order from the Court 

requiring the production of business records containing telephony metadata, it will provide a 

report about the queries that have been made and the application of the reasonable articulable 

suspicion standard for determining that queried telephone numbers were terrorist related. NSA 

Declaration ~ 24. (TSNSl?'IJW) 
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IL The Application Fully Complies with the First and Fourth Amendments to the 
Constit ut ion. (U) 

There is, of course, no constitutionally protected privacy interest in the information 

contained in cail detail records, or telephony metadata. In Smith v. Maryland, 442 US. 735 

(1979), the Supreme Court squarely rejected the view that an individual can have a Fourth 

i\mendment protected "legitimate expectation of privacy regarding the numbers he dialed on his 

phone." Smith, 442 U.S. at 742 (internal quotation marks omitted). The Court concluded that 

telephone subscribers know that they must convey the numbers they wish to call to the telephone 

compa..11y for the company to complete their calls. Thus, they cannot claim "any general 

expectation that the numbers they dial will remain secret." Id at 743; see also id. at 744 

(telephone users who "voluntarily convey[]" information to L1e phone company "in the ordinary 

course" of making a call «assum(e] the risk" t hat t.rJs information v..ill be passed on to the 

government or others) (internal quotation marks omitted). Even if a subscriber could somehow 

claim a subjective intention to keep the numbers he dialed secret, the Court found that this was 

not an expectation that society would recognize as reasonable. To the contrary, the situation fell 

squarely into the line of cases in which the Court had ruled that "a person has no legitimate 

expectation of privacy in information he voluntarily turns over to third parties." ld at 7 43-44. l 2 

Although the t elephony metadata that would be obtained here would include not only telephone 

numbers dialed, but also the length and time of the calls and other routing information, there is 

no reasonable expectation that such information, which is routinely collected by the telephone 

companies for billing and fraud detection purposes, is private. The information contained in the 

12 See also United States v. Miller, 425 U.S. 435, 443 (1976) ("This Court has held repeatedly that the 
Fourth Amendment does not prohibit the obtaining of information revealed to a third party and conveyed by him to 
Government authorities, even if the information is revealed on the assumption that it ·will be used only for a limited 
purpose and the confidence placed in the third party will not be betrayed."). (U) 
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call detail records no way resembles the substantive 

contents of telephone com.i"!lllnications that are protected by the Fourth Amendment. See Katz v. 

United States, 389 U.S. 347 (1967). (-&) 

Moreover, as this Court has previously found, because of the absence of a reasonable 

expectation of privacy in metadata, the targe number of individuals whose telephony metadata 

will be obtained "is irrelevant to the issue of whether a Fourth Amendment search or seizure will 

occur." at 63. Nor would the derivative use ofthe archived metadata through 

contact chaining o~e prohibited by the Fourth Amendment. See id. at 63-66; 

United States v. Calandra, 414 U.S. 338, 354 (1974) (Grand jury " [q)uestions based on illegally 

obtained evidence are only a derivative use of the product of a past unlawful search and seizure. 

They work no new Fourth Amendment wrong."). cTS//Sf/fHP) 

The proposed business records request is also consistent with the First Amendment. 

Good faith law enforcement investigation and data-gathering activities using legitimate 

investigative techniques do not violate the First Amendment, at least where they do not violate 

the Fourth i\.mendment. See Reporters Comm.jor Freedom of the Press v. AT&T, 593 F.2d 

1030, 1064 (D.C. Cir. 1978); see at 66 ("The weight of authority supports 

the conclusion that Government information-gathering that does not constitute a Fourth 

.Amendment search or seizure will also comply with the First An1endment when conducted as 

part of a good-faith criminal investigation."); cj Lairdv. Tatum, 408 U.S. 1, 10, 13 (1972) (the 

"subjective 'chill"' stemming from "the mere existence, without more, of a governmental 

investigative and data-gathering activity that is alleged to be broader in scope than is reasonably 

necessary for the accomplishment of a valid governmental purpose" does not constitute a 



cognizable ir1jury). As this Court recognized in the context of the Government's application to 

collect e-mail metadata in bulk, 

. the proposed collection of meta data is not for ordinary law enforcement 
purp · of the compelling national interest of identifying and 
tracking peratives and ulti~ thwarting terrorist attacks. 
The overarching investigative effort against -is not aimed at curtailing 
First Amendment activities and satisfies the "good faith" requirement . . . . 

Id. at 68. (::fSHS!HNF) 

Nonetheless, we are mindful ofthis Court's admonition that, because "the extremely 

broad nature of this collection carries with it a heightened risk that collected information could 

be subject to various forms of misuse, potentially involving abridgment ofFirst Amendment 

rights of innocent persons ... special restrictions on the accessing, retention, and dissemination 

of such information are necessary to guard against such misuse." !d. The strict restrictions 

proposed here on access to, and processing and dissemination of, the data are almost identical to 

those imposed by this Court · NSA Declaration~~ 13-24 with 

82-87.13 In addition, the Department of Justice would review a sample ofNSA' s 

just ifications for querying the archived data at least every ninety days. (T~//~11,~W) 



CONCLUSION (TJ) 

For the foregoing reasons, the Court should grant the requested Order. (U) 

Respectfully submitted, 

Dated: May 23, 2006 

ttorney General, 
Office of Legal Counsel 

Office of Legal Counsel 

ALJERTO R. Gci<JzhEs 
Attorney Gener;;f ' 

Office of Legal Counsel 

US. Department of Justice 
950 Pennsylvania Ave., N W. 
Washington, D.C. 20530 
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lEGAL COMPLIANCE AND · · . 
MINIMIZATION PROCEDURES-(lJ) . 

' ~ ·:::.-·· 

SECTION 1 • PRErACE 

. . : - .. -~ ·: ... : . . . . ~ ~-= ... .- .· - : ~ . -'~ ; . . : . . . · .. 

· .: . 1-.1>, (U) Th~ FourttF.Amendment to 'the United States~ Consti~ution . protects all U.S:. -persons 
anywhere ,in the·world.and all personS within the United . States:fronHmre·a~oable s~ar.ches · and 
seizures· by any person 'or agency acting on behalf ~f the us~ Goverrirn~nt.: The.Supreme. Court has 
ruled that the interception' of electronic ·c'ommuniCations is' a search arid seizure ~ithin the meaning 
of the Fourth Amendment. It is therefore mandatory that signals intelligence {SIGINT) o~rations· be 
conducted pursuant to procedu'rei which meet th~ rtasooabletieis requirements of the Fourth . 
Amendment. 

. 1.2:. (U) .. : In determining : whether; U-nited States.· SIGINT· Systtm··, ("USSS) . operations are 
"reasonable," · it, is·.- necessary. td .- balance . the U.S . . Government's nfed,' for~. foreign intelligence 

' 'information and t he privacy interests of:persons protected by tti~. Fourth Amendme!"t.~ Stril;i_l)g~tf,at 
balance has consumed much t ime and effort by all branches of the United States Government. The 
results of that, itffort' are· r~flecte<f i_n . the references listed ~ in. Seetiqn;-,2, be! ow.'; Together, th~ 
references require t~e minimization of U.$. (ni"SSn information COIIecfed; ·processed; n~tain~ or 
dis~minated by the USSS. The purpose of this document is to implement these minimization 
requirements. = r .. : . :··= ,. - · .. . 

1.i (U) Several themes run throughout this USSID. · The=. most imp;orta1nt is ~hat intelligence 
operations and the P.rotection oT. constitutional rights are not incompatible. lt is not necessary to 
deny legitim'ate~" fofeign • i nt~lligenceFcollect.ion or suppress · legitimata;" foreign intelligence 
information t o protect the Fourth Amendment rights of U.S. e:rsons. 

, : ~ • •, ··· :~ j . • ,., ·:.: .:-•.•. ·• · : ·: .:• :~ •.• • •, , :_· , .I ,\ :.~~: 

1.4. (U) Finally, these minimi~ation proc~dures implement the · c~nstitutional · principle · of 
"reasonableness" by giving different categories of individuals and ~ntities different levels of 
protection. These l~vels tange from tht stringent protection accorded U,S.- ci~izens and permanent 
resident aliens in the United· States to provisions relating to foreign diplomat$~ i11 th'! U.S. T~ese 
differences reflect yet another main theme of these procedures, that is, that the focus of all . foreign 
intelligence operations is on foreign entities and ptrsons. · .... . 

. . . .. \. · .. ("-.. ' :·. 
SECTION 2 .. REFERENCES 

2. 1. (U) References · 
... .. 

• • • · "1 w .:. : .. · .. .; . 

a. SO U.S.C. 1S01, et seq., Foreign lnt~lligence Surveillance Act. (FISA) of 1978, Publjc Law 
No. 9S.511. . " . . . " 

b . becutive Order 12333, " UI':'ited Sates Int elligence Activities.~- d~t~ · 4 December iss1. 

HANDLE "liA.COMINT.·.exrANNELSONLY 

1 



SECRET 
USSID 18 
27 July 1993 

c. DoD DirQctiv• 5240.1, "Activities of DoD Jntelligence Components that Affect u.s: · '-
Persons," dated 25 Apri I 1 988. ./ 

d. NS..VCSS Directive}Jo: 10·30-;"Proceq·ures Governing Activities ofNSAJCSS th.at Affect u.s. ~erson.s," dat~ 20 September ·1990. . · ·. · · · · 
.· ' .. 

SECTiON 3 o POLICY 
. .; · . .. ~-. 

3.1. (U) ThEt policy of the USSS is to TARGET or COLLECT only FOREIGN COMMUNICATIONS."' 
The USSS will not intentionally COLLECT communications to, from or about U.S. PERSONS or per-sOns 
or el"'t:ities in the U.S. e}{cept as set forth in this USSID. If the USSS .inadvertentry COLLECTS such 
communications, it will process, ·retain and disseminate them only in accordance with this USSIO. 

ich are known to be to, from or -abouta U.S. PERSON­
II not be-intentionally intercepted, or selected through 

the use of a SELECTION iERM, except in the foll~wing instances: 

a. With the approv@l of the United States Foreign Intelligence Surveil lance Court under 
the conditions outlined -in Annex A of this USS!O. 

b. With the approval of the Attorney General of the United States, if: 

(1) The COLLECTION isdiracted against the following: 

(a) Communications to or f rom U.S. PEFtSONS outside th~ UNITED STATES, or 

(c} Communications which are not to_ or from but merely about U.S. PERSONS 
(wherever located). 

(2) The person is an AGENT OF A FOREIGN POWER, ~tid 

(3) The purpose of th~ COLLECTjON is to acquire significant FOREIGN INTELLIGENCE 
information. 

c. With the approv~l of the Director,. National Security Agency/Ch)ef, Central Security 
Service {OIRNSA!CHCSS), so long as the COLLECTION need not be approved by the Foreign 
Intelligence Surveillam~e Court or the Attorney General, and 

. . ;;. . . ~ . . 
.· .. 

(1} The person has CONSENTED to the COLLECTION by f)tecuting one of the CONSENT 
forms _contained in Annex H, or 

" ~pita!iz.:ed words in Sections3 thr6ygh 9aredefined terms_ in Section 9. 

HANDLE VIA COtiiNT CIIANNELS.- ONLY 
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or 
.. f.:: 

(4) The COLLECTION is directed against betwe~n ~r U ~S. 
PERSON in the UNITED STATES and a foreign entity outside the UNITED STATES, the TARGET is the 
foteign entity,·and the O!RNSAlCHCSS has· approliecfthe COLLECTION i'ri'accor<;i~n.ce with Annex K, or 

• ,..._ , -: , • ' O - :: ; . · - . O 
0

Ho \ 'l l,. "':-~ .. £:', 0 O , , • .,. ~. ~ . -• ..:.· ,', ·: '' ' , ' 

(5) Technical devices C · 
to limit acquisition by the (JSSS to - .. 
communications used by the-TARGET (e.g., 
and the COLLECTION is directed against 
communications with one COMMUNICANT 

voice and facsimile 
in the UNITEI? STATE_?, ~d . the TARGET of the 

COLLECTION is - . . 

(a) Anon-U.S. ?~~_ON located outside the UNITED STATE?, . 

(b)• 

(6) Copies of approvals granted by the DIRNWCHCSS under these provisions w ill ~ 
retained in the Office of General Counsel for review by the Attorney GeneraL : .. .. . : : . :... .~_. . . . . : -.· :~ 

d. Emergency Situations. 
. . ·, . ' 

( 1) In emergency situations, DIRNSA/CHCSS · m~y" authorize the COL!..ECT!0!\1 of 
information to, from, or about a U.S. !>ERSON who is outside the UNITED STATES wh;an s~curing th~ 
prior approv~l of the ~ttorney G_e~~ral is not pra.~ical because: . 

(a) The time required to obtain such approval would resul~ in the loss of significant 
FOREIGN I l>rh: LLIG ENCE and WQU ld cause su brtantial harm to the national" Security'. , 

. · ... '• ' ·' -~ . ..:. ~ 

danger. 
(b) A pers6n 's life or physical safety is reasonably t>elieved to bE _in immediate 

. . ~; \ . . •. . . . . .., . : 

(c) The· pti}isical seci.irity of a dtfen$e instaitatioli ·or government proPertY is 
reesonably believed to be iri immediate danger. :·· ', ';~::, ·::... ·· · · · 

. (2) In th~_cases w~ere the OI~N~AICH~S authori_zes ~m.ergency COLLECTION, except 
. for actions taketi undel paragrapn:d.(1}(b) ·above, O!RNSAICHCSS ·shall :find . that there· is probabf~ 
cause that the TARGET ':'eetS one· of the .. folloyving criteria: .: . . :- .. , 

{a) A Person who, for or on behalf of a FOREIGN. POWER, is engaged in clan~estine 
intefligence activities (indt.~ding covert activities intended to affect the political or governmental 

. process), Sabotage: or INTERNATIONAL TERRORIST activities, or activities in preparation for 
INTERNATIONAL TEfUtORISi activities; or who conspires with, or knowingly aids and abets a person 
engaging in such activities. 
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. (O. A pers~n ·unlawfully acting for, or pursuant to the directiqn of, a FORElGN 
?OWe~·The mere f~~ ~h.a~ a P*rson's activi~.es may benefit or furthel' t.he aims .. of a FO~EIGN POWE.R 
is not enough t o bring that ~rson under this sub.section, absent evidence tliafthe person is taking 
direction from, or acting in knowing concertwi~, tha FOREIGN POWER; 

{d) A CORPORATION or other entity that is owned or controlled directly or 
indirectly by a FOREI~N P9W~R. . .. 

(e)· A . ~rson in· conu~ -v.fitt'), or acting in colla!>Qration. with, an int elligence or 
security ~rvice of a foreign power for the purpose of providing access to information or material 
classified by t he United Staltes to whid:" such peiion has access. · 

(3) In ail cases where emergency collection is authorized, the. following steps shall be 

(a) The General Counsel will bE notified immediately that the COLLECTION has 
started. 

(b) The General Counsel will initiate immediate efforts to obtain Attorney General 
approval to cont inue the collection. If Att.omey General approval i~ not obtained within seventy two 
hours, the CO'LLECTION will be terminated. If the Attorney General approves the COLLECTION, it may 
continue for the period s~dfie9 in t he approval. 

e. Annual reports to the Attorney G•neral are required for COL.LECii.ON conducted under 
p~ragr&phs 4.1.c.{3) and (4). ~esponsible analytic offices w ill provide such reports through the Deputy 
Director for Operations (DDO) ~nd the General Counsel to the DIR.NSA!CHCSS for t ransmittal to t he 
Attomey Ge~eral by 31 January of eac.h year. . · 

4.3. (U) ln<;idental Acquisition of U.S. PERSON Information .. Information to, from or about 
u.s. PERSONS acquired incidentally as a result of cO'i.LECiiON directed against appropriate FORI!IGN 
INTELLIGENCE TARGETS may be retained and processed in accordance. with SectionS and Se..-tion 6 o·f 
this USSID. .· 
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4.4. (5-CCO} Nonre~ldentAiien TARGETS Entering the UNITED STATES. 
" . . ' :· 

. ·a.· tfthe commu!.'lkatio_ns. of a no"nresident ati~n.l9.catec! ahroa_d are t;>erng TARGETED <tnd 
the USSSiearn$ that the iodf~id.ual has entere.cf the UNITED. STATES; COLLEcTION may continue for a 
periOd of 72 hours provided tfi~t'the DIRNSAie'HCSS is advised 'imrnediateiya'n_d: ' . " 

.. . ·~ ... . . . : . ' . . . . ' . . ·.~· ·-· . . . 

( 1) Immediate efforts are initiated to obtain Attorney Gen~~~-1 -appr~~al, or 

A determination is made wit"!~n the 72 hour period that the 

b. If Attorney General approval is obtained, the COLLECTION may continue for the length 
oftime specified_ in t~_e_~pf:)roval. ' 

c. tf it is Cletefmlned that 
continu'e at the discretion of the operational element. 

COLLE_CTION may 

d. If 
within 72 hours, must 
G'eneral appfo;;,a·l is obtairie(f."or the. indiv idual leaves 

-~ . . . . . . -~ -

4.5. (C CEO} U.S. PERSON TARGETS Enteri~g the UNrreo"STATES. 

obtained 
Attorn~y 

a. If communications t o, from'6r about a u.s: PERSO~-l~ated outSid~ the UNITED STATES 
are being COLLECTED'' under Attorney 'General approval d~~fibe'cf in. Sectioii._4.1.b. above, the · 
COLLECTION must >top when the USSS learns that the individuai'nas ente'ied.tlie VN[TED STATES. 

b. While the individual is in the UNITED STATES, cou.:·EcTfON'~~y be resumed only with 
the approval of th~ United States .~orei'gn [n-t'elligerice Surv~illa6d~. to.urt ais d~cribed in Annex A. - ' ":. . . ~ .. • ·~-.-- . -· ..-... --- ' ·' .. - ·:- . 

;" .... 

4,6. ""f"3ooEE'9+- r.~;\oiiJO::':>U . LLEchoN against u.s. 
mu~t be submitted PERSONS, 

through the 

. 4. 7. -\' ceo~ Directlori Findiri~i.' tis~ of direction fiAding ·s~fel/t6· d~iermine the location of a 
transrriitte'rlocated outside..,.oftK'e uNiTED STATES does' not constitute' ELECTRbr\(tc SUIWE[Ll.ANCE 'or 
COLLECTION even if dfrect~ aftransm'itters belieiied to be used t>y u.s:· PE,RSONS.' Unless cdLLECriON 
of tl:l~ comrnu~~c~~<?.~~-~ - is .. ~,q~~~~i,$~ ,. aut~orized un~er_.._. the~~=- p:r~_~dun~s., ... the , contents of 
coriimu'nicaiions t~ wliicn a .u~s~. PERsqN is a party monitor~ in the cC!:u·~ 'ofd.ifection finding may 
only be used to identify the transmitter: . . . . - - . . 

4.8. (U) Distress Signals. Distress signals may be intentionall_y collected, processed, retained, 
and disseminated without regard to the' reStrictions contained (rl"this USSIO.' . . . 

HANDLE VIA COMINT CHANNELS .. ONLY 
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4.9. {U) COMSEC Monitoring and Security Testing of Automated Information Systems. 
Monitoring for communications security purposes must be conducted with the consent of the person 
beif19 monitored and in accordance with the procedures ~stablished in National Telecommunications 

. and lnformatior:t Systems Security Directive 600, Comml.!nications Security ·(COMSEO Monitor:ing, 
dated 10 April1990. Monitoring for communications sectirittpurposes is· not governed by this USSID. · 
Intrusive security testing to assess ~curity vulnerabilities in automated information syStems iik~wise is 
not governed by t!"is USSID. 

5.1. (S•CCO) Use 9fSel~on T~rms During Processing. When a SELECTION .TERM is intended 
to INTERCE?T a communication. on the basis of the content of the cori-ununication, or because a 
·communication is .enciph~red; rather than on the basis of the id~ntity of th~ COMMUNICANT or the 
fact that the communication mentions a particular individual, the following rules apply: · 

a. No SELECTION TERM that is reasonably likely 
communiCations to or from a u.s. fl\ERSON (wherever located), 

may be. used unless there 
such SELECTION TERM. 

b. No SELECTION TERM .that has resulted in the INTERCEPTION of a significant number of 
communications t o· or from such per-.,ons or entities may be used unle$S then~ is re~son to believe that 
FOREIGN INTELLIGENCE will be obuinecl. .. 

. . . . r . 

c. SELECTION TERMS that have . resulted or are reasonably likely to result in the 
INTERCEPTION of communiCations to or from such ~rsons or entities shaH oo designed to defeat, to 
the greatest erient praCticable under.the cireumstances, the INTERCEPTION of those communications 
which do not contain FOREIGN INTEL.UGENCE. . . . . 

5.2. (S=CCO) Annual rteview by boo. 

a. All SELECTION TERMS th~t are reasonably likely to result in the INTERCEPTION of 
communications tO or from a U~S . . PERSON or terms that have resulted in the INTERCEPTION of a 
significant numbe·r of sucli .coriununic~tions sha·u be reviewed a·nnually by the 000 or a desig~ee. .. · . . -. . · .- . 

. .... -· -b. The ·purpoSe of tl"ie revitw shall be to determin~ whe~her there is reaSon to believe that 
FOREIGN INTELLIGENCE '<iiiili. be obtained, or will . continue to w-. obtain~<"J, by the use of theSe 
SELECTION TERMS. . :' . 

c. A copy of the. r~ults of the review will be provided to the lns~ctor General and the 
General Counsel. 

. 5.3. ~C CEO) Fol"'Narding of Intercepted Material. FOREIGN COMMUNICATIONS collected by 
the USSS may oo forw13rded as intercepted to NSA, intermediate processing. facilities, and 
co!laborati ng centers·. 

SECQET 
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a. CommuniCations betWeen perSons in the UNITED. STATES. Private ·radio 
. co"mmunicatio~s·s~l~ly'betw~e~:'p!rso~s. in the_UNITED_STATES i"~a-~~grt.~f.lP~ !~t~rc.epted _d_urir:1g the · 

COl..LEC:ION of FORE.!q~ .. ~~~¥~~I~ TI9NS wil l_ be prompt~y __ de~.§}'.~~ .~~r~~:~b~ Att~r_ney General 
determ1nes that the contents 1nd1cate a threat of death or senous b0d1ly harm to any perso!). 

b. communications betvli~en u.s. PERSONs. c:omni~·~fc~tio~s - '~6iii.y between u.s. 
PERSONS Will be treated as follows; · · · · ·· .. ': · ·· ,_ · · · 

(1) CommunicatiO(t$ .soi~ly betwe~n U.S. PER$0NS inadvertently intercepted during 
the COLLECTION of FOREIGN COMMUNICATIONS will ~destroyed upon recognition, if technically 
possible, ex:cept as provid~d in paragraph 5.4.d. below. · 

. - -
. . (2) Notwithstan~iryg_ the__ prec~ding provision, cryptologic. d~~ (e.g., signal and 

enti_pherment inforr!'ation) anc! te<:hf'!_iCal_ communications data (e_.g:, drcuit uSa!ge) may be extracted 
and retained from those.'commtlnications if necessary to: · · 

{a) Establish or main~in intercept, or 

(b) Minimiz:e.unwanted intercept, or 

(c) . Support cryptologic operations related to FOREIGN COMMU NICA TI9NS. 
. ··-

c. Communicati~ns-. lr:tvolving an Offic:er or Employee· of the . U.S. Government 
Communications· to_ or frorry any offic~r. or empl~yee of the U.S. Government;· or any state or local 
government, will . not _ bei. intentionally · _intercepted. Inadvertent, . INTERCEPTIONS of such 
comml.micati"ons (indudil!g those_ between foreign TARGETS and U.S; officials) will oo treated as 
indicated in paragraphs S,4~a. and b., above:· 

d. Exceptions: -·NotWithstanding · the provisions · of paragraphs 5.4.b: and c., the 
DIRNSAICHC:SS may waive the destruction requirement for international communiCations containing, 
inter alia, the following types of information: · 

·. . . . . • • ~ . . . .• .. ! 

(1) Significant FOREIGN INTELLIGENCE, or 

(2) Evidence of a cri_me or t~reat of death or serious bodily harm to any ~rson, or 

(3) Anomalies that revl!al a potential vulnerability t o U.S. communications $ecurity. 
Communications for which the Attorney General or DIRNS~C!:"fCS.S's waiv~r is sought should be 
for.NardedtoNSAICSS;Attr,:·P$: ' fJC2:. . . ·- :-·.·.. ·,_ ·. 

. . :~ ·.~ -:· ':'. :·~s . ...· . . .. , .;. ; ... . ·~ :.;. 

5.5. (S=CCO}"f~adio Comrriuni~ations with a Terminal i~ th~ U~liTEO STATes:' 
. . . . :: . ~. . . . . . .: . ! :~ 

. a. All radio co!Timunications· that pass over. channeis·with ·a terminal in the UNiTED 
STATES must be processed: through'-a . computer scan diciloiia·~: ~-~-r{ simiiat d~viCe unless those 
communications cxcur·over"channels used eicll.isively by a FOREiGN POWEft; .. · .. .. . · .' . . . . .. 

• • • • •• : • 4 : .. • • • ~· r~.;~ ... ~· .-: i:·~··~.; ·~<; -:; .. . 
M , .~ ' 0 

b. International common-access radio communications that over channels with a 
terminal in the UNITED STATES, other than unicat\ons, may 
be processed without the use of a computer scan or necessary to determine 
whether a channel contains communications of FOREIGN INTELL!GENCe interest which NSA may w ish 
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to collect. Such processing may ·not exceed tWo hours w ithout the specific prior written approval of -....._ 
the DDO and, in any event, shall be limited to the minimum amount of time necessary to determine ../ 
the nature of communicat ions on· t he channel and the amount of such communications that include 
FOR.EIGN INTELLIGENCE. Once it- is determined that the chanriei contains sufficient ·communications 
of FOREIGN INTELL!G.ENC~ i'nterert to war.rant COLLeCTION ana exploitation to prOduce· FOREiGN 
I NTELLiG Et~CE; a computer sean dictionary or similar device must be lised for additio.nal protessing. 

c. Copies of all OpO written appr'?vals made pursuant to S.S.b. must be provided to the 
General Counsei and the Inspector General. . 

6. l. 1$=CCeU~etention of Communications .to, from or About U.S. PERSONS. 

:· a. Exce~t as othef"Wise provided in Annex A, Appendix 1, Section 4, communications t6, 
from or -about U.S. ?E~ONS that are intercepted by the USSS may be retained in their odginal or 
transcribed form only as foi l ows: 

(1 ) Unenciphered communications not thought to contain secret meaning may be 
retained for five years unless the DDO determines in writing that retention for a longer period is 
required to respond to authorized FOREIGN INTELLIGENCE requirements. 

(2} Communications neces$ary to mainwin t echnical data bases for cryptanalytic or 
traffic analytic purposes may~ retained for a period sufficient to aJi low a thorough exploitation and 
to permit access to dat a-that are, or a~re reasonably believed likely to ~ome, relevant to a current or 
future, FOREIGN lNTELt.!GENCE n!quirement. Sufficient duration may va·ry with the nature of tne 
e~ploitation and mQiy·consist of any period of time during which the technicai data base is subject to, 
or of use in, cryptana lysis. lf a U.S. PERSON'S identity is not rH~c~saiy to maintaining technical data 
bases, it should be deleted or replaced by a generic t erm when pr~cticable. · · 

b. Communi.cations wt,'licl:l coul.d, be ditseminated under Section 7, ~low (L~ .• w ithout 
elimination of references to U.S. PERS.ONS) may be ret ained in their o riginal or transcribed form. 

6.2. ts•CCO) Access. Access to raw t raffic: storage systems which contain identities of u.s. 
PERSONS must be lim ited to SIGINT production personnel. 

$cCTION '1· DISSEMINATION . . 

7.1. {&CCO) Focus of SIGINT Reports. All SIGINT reports w ill be written so· as to focus solely on 
the activities of foreign entities and persons and their agents. Exce-pt as provided in Section 7.'2.., 
FOREIGN INTELLIGENCE information concerning U.S. PERSONS must be disseminated in a manner 
which does not identifY the u.s. PERsON. Generic or generai terms or phrases niust" be substituted for 
the identity (e.g., " U.S. firm" for the s~ific name of a U.S. CORP.ORATION or "U.S. PERSON" for the 
specific name of a U.S .. PERSON). Files cont aining t he iclentiti.es of U.S. ~rsons cjeleied f rom SJGINT 
reports will be maintainedJ~r a ma~imum ~riod of 01')<! y~&r and ~ny re·qu·esu from St'GINT customers 
for such identities should ~-referred to PSS. PC"l "' . . . 

·:' ·'-· ''. . . . . · .·::".: · .. ). 
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. 7.2. (C CEO) Dissemination 'of U.S. PERSON ld~ntities. '• SIGlNT reports may include _the 
identification of a U.s. PERSON only if one of the following conditions is met and a determinatior; is 
made by the appropria~e appr~:wal authority that the recipient .has a ,J!ee_q.for the identity for the 
performance of hi$ official duties: · · · · · · ' · · 

a. The u.s: PERSON has CONSENTED to the disseminati6n of comm·unicatlons of, or about 
him or her and has executed the CONSENT form found in Ann~x H oftniH.tssit:{Sf · · · · · · ' 

b. The· inforrri'atioil-' 1sJ ?iiaDh v A.VAILABI..i (i.e., ·the ihf6;;riaiibn is derived from 
1..mdassified information available to the g~neral public), or 

. . . - . . ~ ·, . : ., .. . 

c. The identity of the u.s. ?ERSON is MC*sary to understand th'rFOREIGN INTELLIGENCE 
information or asses~ i.ts tm~rta!'I.C€i.l ... The following noneltdusiv~. Hst co~~Jns ef{atnples of the ty~ of 
i'nformation that·m·eetthis Standard·: ·. - · · · . ' .· ·'· . ' · :, -· 

(1} FOREIG-N POWER'or AGENT OF A FOREIGN ~OWER. The information indic&tes that 
the U.S. PERSON is a FOREIGN POWER or an AGENT OF A FOREIGN POWER.. . 

(2) Unauthorized Disclosure of Classified Information. The information indicates that 
the u.s. PERSON ma·y be engaged in the unauthorized disci osure of ~fai~ifred info~mation. 

(3) Jrit~rnationai ~arcotlC? ~ctivity. The infC).rm~;ionJ~~ic~te$'t~at the individual may 
be engaged in intern~tion~l: ~a(C()ti~- tra.fficking activities. <He_ Att~~_i) o(t~is USS!D for further 
information concemif'ig indiv:idua!~ irn.':c:>ly~ in international na'i'totits tra.ff.i~!dng~: 

. " . ~· ~ , . ;~ . - .. . - -. .. ······ ; 

(4) Criminal Activity. The information is evid~mc~ that ih€/indivicrual may be involved 
in a crime that has been, is being, or is about to be committed, provided t.'"lat the dissemination is for 
law enforcement puip(:lses. . - - .· · ' . . . . . "' . -~ ; -~ •: -, . . • . ' ' ·. ~- - . · -~ 

(5) Intelligence TARGET. The information indicates that the U.S. PERSON may be the 
TARGET of hostile int~lrjgenc_e activitJ.~s o~ a FOREIGN POWER .. .. _. 

' - ·-' 

(6) 'rhreaf.to Saf~. rl1·~·inform'ation indic~te~ that tn~ ide~ii-tY·o{tiie u.s. PERSON is 
pertinenit to a possiblithr~ai to tf,~'saf~y ofany person or'org.ini<!ati6k,i fnc!udin'g th~ who'~re 
TARGETS, victiffi~or },osfages·'of .INTERNATIONAL TE'f{RORisi· organization{ . ~~r'orting units' shall 
i~entifyto ~any _repo~~?fl.~j~ir9. ~~~ id~i!~i.ty of a U.S. P~.~-9,~,-~~.~-rte~-~r.!~~.r~~hi,s ~u~section (6). 
Fteld r&portrng to ~%n?\!!g -~ .. m; tt-eJorm. of.~ CRITICOM!Yf .~~s~~-~.,JRI?',.~ot~.'!d _m~lude th.e 
report date-time-group (DTG);· prOduct· serial number and' th'e·'teason·cfor"incltision of the u·.s. 
?ERSON 'S identity. 

(7} Senior E>recutive Branch Officials. The identity is that of a senior official of the 
Executive Branch of the U.S. Government. In this case only the official's title will be disseminated. 
Domestic political or person~! information on such individuals will be neither disseminated nor 
retained. 

SECRET 
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7.3. (C CE9) Approval Aut~ritles. Approval authorities. for the release of idelitities of u.s. 
persor1s undet St>~on 7 are as follows: 

a: DI RNSA/CHCSS~ · O!R.NSA'CHtss.·must approve dissemination of: 

.·, (1). ~re i,~erttities of~ny senator, congressman .. officer, or employe, of the Legistativ' 
Bra·nch of the U.S. Government. . : . . . 

(2) Th~ id.7ntity .~f_any person for law enforcement purposes. 

b. Field Units and NSA Headquarters Elements. Ail. SIGI"NT prOduction organ.izations are 
authorized to di$seminate the identities of U.S. PEP{SONS whan: 

... .. . :~ . . . . :. 

(1) Tnt id~n.tity is · p~rtinant to t.he safety of any perso~ or orgar:lizJtion. 

(2) Th~ identity.is that of a sent or official of the Executive a ranch. 
. . 

(3) Th~U.S. PERSON has CONSENTED under paragraph 7.2.a. above. 

c. ooo and Oesi~n~es. 

(1) In !1!1 other cases, U.S. PERSON identiti~ may . be released. only with the prior 
approval ~f the Deputy Director ~os_ O~rations, th~ AssiStant: ~puty Director for Operations, the 
Chief, 'PSS, '?h~ Deputy: Chief, ~ 8r, in tn~ir abs~nce, tl'le Senior: Operatrons .Officer of the.National 
SIGINi Operations"' CeMter~ The . 'Ooo or ADDO shall review all U.S. identiti~s released by these 
designees ?S soon as practicabl~ aft~rthe release is made. 

(2) For l.a\i~/enforceme~t pur.poses involving narc~tics ·relat~ information, DIRNSA has . 
granted to the DDO authority to disseminate U.S. identities. This authonty may not be further 
del~gated . · 

7.4. (U) Privileged CommuniCations and Criminal Activity. All proPb~d disseminations of 
information c:onsti:tuting U.S. PERSON . . privHe.ged . communications (e.g., . attorney/client, 
d~~.rip~tient) ~nd , ~i(i~f~rmati()n conc~r.niryg crimin~l ~ctlyi~~ or cri!':\ina_l or judicial proceedings 
in th·~ U_NITED ~TATES mu~ 0e review~~. by the Offic~ of Gen<!r~l Counsel prior to disseminat ion ... 

. 7~S. (U) lmpro~r .. Ois$eminati~n. If the name of a. u.s~ PER$0N~ is'impr~~riy dls~milieited, 
the ilidaent sno"uJd be reP..,rte:d: to~ wlthi n 24 hour$ of disCovery of the error.·. . . . . 

. . . . ~~ - . 
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8~ 1: (U) Inspector General. T_lie rns.pector General sha!(: 

... a .. C:onduct regu.la(lnsp_ect,ions and perform general oversight of NSNCSS activities to · 
ensure coffipliance with this USSID. , .. : . . · ·· · · · · · . . 

' . ~ . . ' .. 

. · .. . b .. Establish Rrocedures for: reporting by Key ComP9nentand Field Chiefs of their activitits 
and'practic'es fo(' ovt~!'Sigii,t P.~:rf)oses. -:· ~ . ,_. ' ' . . : - . . ' .. : 

... - .·- -: . .. ~ .,._, .. . . - ' .. ·. . . .. . 

. .c. Repci"?t to t'h{OIRNSAiCHCsS, annually by 3 t octt>ber, co~ce~~irig .NSAJCSS com:pnance 
with this USSID. . .. 

d. Report quarterly with tht D!RNSA!CHC:SS and· General Counsel to the President's · 
Inte lligence Oversight Board through the Assistant to the Secre_tary _of Defense (Intelligence 
Oversight). · ·- · · · 

~- Prov!de legal advi~e _and assistance to all eleme_nts of ~he U_S~S regarding Slt';;INT 
activities. Requests for legal advice on any aspect of the~-~~.1"1~ by CRITICOfuJ,M 
to DDt XDI, or by NSA/CSS secure tel~phone ~63.:312 1, or----· · · 

. . 
b. ~repare _ah'cf'pfoeess ali_applicati.ons for F6reign_'tr.{tell.i9~6ce Surveill~nce court orders 

and requests for Attorney·General'approvals required bythese'pr~edure$.. - . . . '·' 

c. Advise the Inspector General in inspections and 9versfght of USSS activities. 
. . -~ . . ' . . ' " ·. 

d. Review and assess for legal implications as requested by the DIRNSA/CHCSS, Deputy 
Director, Inspector General or Key Compon~nts Chief, al l new major requi rements and internally 
generated USSS activities. · · · -'· ' ·· ·· ·· , -· · · 

e. Advise USSS personnel of new legislation and case: iaw·that may affect USSS missions, 
functions, operati~ns, activities, or pra.~ices. .. . . . , , , . . _ . 

• . . • .• • • . :..·~ ........ :; • . ~ · •. ~ ,.:.,_ ._ ... -.! ~t-;;. .'1:-· .. ' • . ; .•• • ' '·-·· . • : •. ··~ 

. • . . . . :: ... ' ,• . •' .. . . :. . .•. f : • "' ..... • .. : . . "' .... t :(. ~ . :· : : "'.: -. ... .. . . . ~ ...... -~ . ,. . .. ~ ... ···-.... .. . 
f . Rep(:)i't as required to the· Attorney General 'arid the President'~ fntelligence Oversight 

. Board and prov!_de copi~ ~f such. reports,~~ ~he DIRN~CijC$5 a!'l~ ~ffected ag~J!CY elements. 
~- :· ' - -~·~ ·_·~. ~-.:~:;: .. . ·-~·~:~· . -~~ ~-~;::·~ ··:~ -~.--. ~-: ~ .. ~·: '· .. ~- . - .. --·:. - :-~-~~ ~- · . . ·.:.> .-~ -· .. ; . h.;~~~~~.: ,:.:~-~ :··-~ :, . : ·.. . . .. . . · ... 

. . . ' g. Pi~~$ ~eqii~~f':9M,An~ P~J?._lntellig~r.c~ c~~-P-?-~ept_}of .~u~of.ity t? u~ ~iQr~~~ as 
descnbed m Prl)(edure S, P,art .~. e>f OoD 5240.1-R,.for pe~1ods 111 e)(cess q1. ~Odaysm the development, 
te5t;~or calibration of ElEdRON.iC SURVEILLANCE eq.uip.meni a·n(fotherequipment that can int~rcept communiCations. . . . '·-"' '· ... .. :. ·. ·. . .,.,, . . . - . . ' )'' . ~- - . · < '• ' • 

·s:e·eRET 
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a. Ensure that~ll SIGINT production personnel understand and maintain a h igh degree of 
awareness and sensitivity to the requirementS of this USSID. 

b. Apply the provisions of this USSID to ~U SlGINi production activities. The DDO staff 
focal point for USSID 18 matters isP-95 {use CRITICOMM DOl XAO}. . 

. ~~ 

c. Conduct nece:$ary reviews of SiGINT production activities and practkes · to ensure · 
consistency with this USSlD. - · -·· 

d. Ensure that all new major requirements leviec(on·. t_he U~SS or_ inte~&lly g~nerated 
activities are considered for review by the General Co~n~l. All activities that raise questions of law or 
the proper interpre~tion of this US?ID !Y'Ust oe reviewed .by "tt~e. Generai _Coun~el prior to acceptance 
or e)(ecution. 

8.4. (U) All Etements of the USSS. All elements of the USSS shall: 

a. Implement this directive upon receipt. 

b. Prepare new procedures or <am~nd or suppl~ment ex:isting procedures as ree.wired to 
ensure adheref!Ce to this USSl.D. A copy of such procedures shall be forwarded to NSA/CSS, Attn: PeS-. Po:t. 

c. Immediately inform the DDO of any tasking or instructions th~t ap~ar to r~uire 
actions ~t variance\•vith this U.SSJD. 

d. Promptly report t o the NSA Inspector General and consult with the NSA General 
Counsel on all activities that may raise a question of compliancewith this.USSID .. 

9. 1. (S CEO) AGENT OF A FOR.EIGN POWER me.ans: 

a. Any ~f'$On, othe~than a U.S. PERSON, who: 

(1) Acts in the UNIT ED STATES as an ~fficer or employee of a FOREIGN POWER, or as a 
member. .of a group engaged in INTERN_ATIONAL TE~RORISryt or activities in :prep?.ration therefor; or 

. . . . . . . . 

(2) Acts fo~, o"r on behalf of, a . FOREIGN POWER . that ~-~gage$. in clandestine 
intelligence activiti~ in th.~ UNITED STATES ~()ntrary to the intere?tS __ ()f th~ UNITE~ STATES, when the 
circumstances of such f'e.~11's pr~seri:c~ _in tM.e U NlTE[) STATES ir!dica~~-th~t such" person may engage 
in such activities in .the UNITEO STATES, or .. wM~n such -pe~Scln knowi'rigly aids or a~ts an-y person in 
the. conduct -of such activitie$ or knowingly conspires with any pe!"Son to engage in sucti activities; or 

b. Any pe~n, induding a U.S. PERSON, who: 

(1) Knowingly eng~ges in clandestine inte!ligr;nce gathering activities for, or on behalf · 
of, a FOREfGN POWER, which activities involve, or may involve, a violation of the criminal statutes of 
the UNITED STATES; or 

HANDLE ~viA -COMitff,CIIANNELS O:NLY 
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{2} Pursuant to thEr direction of an intelligence service -or·network of a ~OREJGN 
POWER, knowingly engages in any other clandest ine intelligence activities for, ot on behalf of, such 
FOREIGN POWER, which activities involve or are about to involve, a violation· of the criminal statutes 
ofthe UN!"fEDSTA.TES; or . . . . 

(3) Knowingly engages in ·Sabotage or JNTERNA TIONAL TERRORISM, or activities that 
are in preparation therefor, for or on behalf of a FOREIGN POWER; or. · 

· : ~. ·. =; u.::..·, ... ( ~.~. ·~ : ·:...: :. ~~\ ...: .. ~. ~ . ., .. .:1·: . · :::s~~~:. ~~.:, .. l .· .. ~.::~ : -~.· 

· (4) Knowingly aids:· or abets- any persOn in. thei- conduct of:: activities described. in 
paragraphs9.1.b.(1) through (3) or knowirfgly conspires-with any· person to engage ih those activities. 

• • • • • : ~ ; ••• • .. • • . .. f -~~: .:: : '1 . . ~~ . .i ~·; : . ... <:_ 7~; : .. : ~~ ; 

c. For all purposes other than the conduct of ELECTRONIC SLJRVEILl.ANCE as defined by 
the Foreign Intelligence Surveillance Act (see Annex A), the phrase "AGENT OF A FOREIGN ~OWERu 
also. rrieans any. P;erson,: including· U.S. ~ERSONS outside· the UNITEO~.STATES'/whc> .are officers or 
. employees of a fOREIGN P.OWER, or who act unlawfully for-or pursuant to the dir~Ctionofa FOREIGN . 
POWER, o~ who are in contact with or acting in collaboration ·with ·an intelligence o·r seeurity service 
of a FOREIGN POWER for the purpose of providing access to information or material classified by the 
UNITED STATES Government and to which the person has or has t'\ad a·c·cess. The mere fact that a 
person's activities may benefit or further the aims of a FOREIGN POWER is not enough to bring that 
per-:>Or'l' under this provision; absent evidence that the person is taking dire<:tiori from or acting in 
knowing concert with a FOREIGN POWER. . 

9.2. -ter--COLLECTION ' 'means intentional tasking or· SELECTION: of identified nonpub!.ic 
communications for subsequent processing aimed at reporting or retention as a fife record. 

9.3. (U) COMMUNICANT mean$ a· ~nder or intended recipient of a communication. 

9.4. (U) COMMUNICATIONS ABOUT A U.S. PERSON are those ·in which th~ U.S. PER.SON-=is 
identified in the communication .. A u.s~: PERSON is iae'iitified when tt'!e person's Mme, unique title, 
address, or other personal identifi~r is revealed in the communication in the context of activities 
conducted by that ~!"Son· or activities· conducted by: others ~nd related to that Person. A mere 
reference to a product by brand name ·or manufacturer's name, e.g., "Boeing 707" is not an 
identification of a U.S. person. 

9.5. {U) CONSENT, for SIGINT purposes, means an agreement by a person or organization to 
permit the usss to take partiCuiar actions that affect the person or organiza'tioit.An Ciigreement by an 
o·rganization with the• National. Security Agency· to permit COLL~CTION :. or information shall be 
deeme(f valid CONSENT if- given· on behalf of such organization by an official. or. governing body 
determined by the General Counsel; National Security_ Agency; to have. actual. or apparent authority 
to make such an agreement. · · : 1 · ·• • ~:- · .· •. 

9.6. (U) CORPORATIONS, for purposes of this USSID, are entities legally recognized as separate 
from the persons who formed, own, or run them. CORPORATIONS have the nationality of the nation 
state under whose laws they were formed. Thus, CORPORATIONS incorporated under UNITED STATES 
federal or state law are U.S. PERSONS. 

9.7. (U) ELECTRONIC SURVEILLANCE means: 

a. ln the case of an electronic communication, the acquisition of a nonpub!ic 
communication by electronic means w ithout the CONSENT of a person who is a party to the 
communiCation. 

HANDLE-VIA COMI-Nff CHANNELS. ONLY 
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b. In tlie ca>e of a nonelectronic COI')'lml.lnication, the a~quisition . of . a non public. 
communication by· electronic means without the CONSENT of a person who is vi$ib!y present at tht 
place of communication. · 

c. The term·· EL.EcrRONIC SURVEILLANCE does not include the use of radio dfrettion 
finding equipment solely to determine the. location of a transmitter . 

... . . 
9.8. --tq..-FOREIGN COMMUNICATION m~ans a communication that has at leaSt one 

COMMUNICANT. outside of the UNITED STATES, or. that is entirely among FOREIGN ?OWERS or: 
between a FOREIGN ~OWER and officials of a FOREIGN POWER, but d~ not indude communications 
intercepted by ELECTRONIC SURVEILLANCE directed. at premises in the UNITED STATES used 
predominantly for ra$idtnti~l pur-Poses. · · 

. 9.9. {U) FOREIGN INTELLIGENCE me~ns information ·relating to the capabilities, intentions . 
and activities of FORE!G.N !>OWER$, organizations, or persons, and for purposes .1:1f this USSiD includes' 
both r:)-~itlve FOREIGN INTELLIGENCE and cot .. mterint~liigence. 

9.1 0. (U) FOREIGN POWER mean$: 

a. A foreign gov~rnment or any component thereof, whether or not recognized by the 
UNITED STATES, 

b. A faction of a foreign natiQ~n or nations, not submntia!ly composed of UNlTED STATES 
PERSONS, 

c. An entity that is openfy acknowledged by a foreign government or governm~nts to be 
diriS'ct~d ~nd c:ontroll~d by such foreign government or governments, 

d. A group engaged in INTERNATIONAL TERRORISM or activities in preparation therefor, 

·e. A foreign-based political organization, not substantially composed of UNlfED STATES 
PEftSONS, or" . 

f. An entity that is d irected and controlled by a foreign government or governments. 

9.11. (U) INTERCEPTION means the ·acquisition by the USSS through electronic means of a 
nonpublk: communication to whicn it is not an intended party, and the processing of the conter:~ts of 
th~t coriwnunic~tion into· an intelligible f~rm, but does not include the display of signals on .vis.ual 
display devices intended to permit the examination of the technic~! characteristics of the signals 
without reference to the information content carried by the signal. · 
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9.12. {U} INTERNATIONAL TERRORISM means activities.that: 

a. lnv~lve viol~r:~t a.cts or acts dang~rous to. human life that are a violation of the criminal 
laws of the UNITED STATES or, of any State; c>r:that would· be a <;riminal violation if committed within 
the jurisdiction ofthe UNITED STATES or any.State, and .. 

~~ .• . . 
b. Appear to be intended: 

( 1) . to intimidate-or coerce a civilian population, 
; •• ..,J;'t. • .: .:~;:.!:": '. . .. \ .. ~·; . . . ~ ' .. . • .. 

(.2) to irtfluence the policy o f a government !)yinti~idati~n ~orcoordon, or 
..... :.·· . . ... . •. ·. ' . : .... :,). ·. 

(3) to affect the cond!.l~ o{a government by assassination or kidna~pi~g. and 
. ---.: .. ~::.: .. .. -~· ~,.::·.'{ ~ ... ; .... · ,, .. · - ··- ····-

... c. Occur.. t~ta!ly.outs(de the Uf\!fTED.SiATES, 91:. transcend natiot'lal boundaries in terms of 
the m<;a,ns by which they lilre accomplished, the person$ they appear intenqed to cOerce or intimidate, 
or the locale in which th!air perpe~rators. operate or:. seek asyf uni 

. - ~ : . ' .. . . . - . :.."': 

,. 9.13 . . (U) PUSLICLYAVAILABLE.INFORMATION means irtf~rmation that has been publ ished .or 
broadcast for general public consumption, is available on req~est to a member of :the general publi-c, 
has been seen or heard by a casual observer, or is made available at a meeting OPan to the general 
public.· ·· - , .. '· _ - ., 

number, 
. purpose 

-~~~~~~~~~~~~~~~~~~~~~~ m~ans the 
:--:-----:-----:-------:~:----------:"---' telephone 
nto a computer scan onary or ma scan guide for the 

1 nterest and isolating them for further P.rocessi ng, 
. , .. ,;: ·,:. --~ ;, . ·. . . .. . ".· ;:-~:· ·~- ··- . ·::~ ··· .. ·'"..! ~: ·: 

9.15. -ter-SELECTION TE EtM means the composite of individ.ual .terms. used to .. effect or defeat 
SELECTION of particular_co!Tirnunications for the purpos.e of lNTERC~PTION.:)t co.mprises the entire 
term or series of terms so used, but not any segregable term contair:'led therein. It ~pplies to both 
electronic and manual processing. 

9.16. (U) TARGET, OR TARGETif:JCi: See COLLECTION. 

9. 17. (U) UNITED STATES, when used geographicaHy, indudes the SQ .states and the District of 
Co!u_mbia, Puerto Rico, Guam, American Samoa, the U.S. Virgin Islands, the Northern Mariana Islands, 
and any other territory or possession over which the UNITE 0 STATES exerdsessoverei gnty. 

9.i8. ~NITEDSTATESPERSON: 

a. Acitizenofthe UNITEDSTATES, 

b. An alien lawfully admitted for J)ermanent residence in the UNITED STATES, 

c. Unincorporated groups and associations a substantial number of the members of 
w hich constitute a. or b. above, or 

d. CORPORATIONS incorporated in the UNITED STATES, including U.S. flag 
nongovernmental aircraft or vessels, but not induding those entities which are openly acknowledged 
by a foreign go\fernment or go\fernments t o be directed and controlled by them. 
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e. The following guidelines apply in determining whether a person is a U.S. PERSON: 

(t) ·A person known to be currently in the United States will be treated as a U.S. 
PERSON ·unless that ~rson. is reasonably identified . as an ali~n who· has· ·not beeri· sdmitted for 
p~rmanent "residence or if the nature of t he person's communkati6"ns or "other indida.iri the contents . 
or circumstances of such communications give rise to a reasonable belief that su~h Person is not a U.S. 
PERSON. 

(2) A person known to be currently outside.the UNITEt> ·STATES~ or whose rocation is. 
not known, wilt not be treated as a U.S. PERSON unless such person is reasonably identified as such or 
the nature of the person's communications or other indkla in the contents. or circumstances of such 
communications give rise to a reasonable belief that such person is a U.S. PERSON. 

{3) A person known to be an alien admitted for permanent residence may be assumed 
t-o have lost status as a U.s. ?ERSON if the pei'Son leaves the UNITED STA iES and it is known that the 
~rson i:s not in compliance with the admrnistrative formalities provided by law (8 U.S.C. Section 1203) 
that enabf e such persons to r~enter the UN I TED STATES witho~Jt regard tQ the provisions of law that 
would otherwise restrict an alien's entry into the UNITED STATES. The failure to follow the statutory 
procedures provides a reasonable oasi.s to conclude that such alien has abandoned any intention of 
maintaining status as a permanent resident alien. · · 

(4) An · unincorporatect association whose headquarters are located outside the 
UNITED STATES may be presumed not to be a U.S. PERSON unl~sthe USSS has information indicating · 
th~t a substantial nurnoor of members are citizens of the UNITED STATES or aliens lawfully admitted 
for ~imaneht residence.· · 

. . 
(5) COR?ORA liONS have the nS~tional ity of the nation-state in which they are 

incorporated. CORPORATIONS formed under U.S. f~eral or state law are thus U.S. persons; even if 
the corporate stock is for~ign~owned. Ttie only exception set forth above. is· COR?Oitt\ilONS which 
are openly acknowledged t() ~- directed · and controlled by foreign governments. C:onverse!y, 
CORPORATIONS incorporated in foreign countries are notUS PERSONS even if that COR~ORA TION is 
a subsidiary of a U.S. CORPORATION. . 

(6) Nongovernmental ships and aircraft &re leg~! entities and have the nationality of 
the country in which they are registered. Ships and. aircraft fly the flag and are subject to the law of 
their place of registration. · -



. . . 

SECRET 

ANNEXA 

USSID 18 
27 July 1993 

PROCEDURES IMPLEMENTING THE FOREIGN INTE!JJGENC~· 
. SURV-~ILLANCE ACr(U), . 

. ~· 

~- . ~ : . •'" . ·. ~····.:' .. :: :· .. 
. ' . ' 

. ~ ·. . • .. · ·.. .. . : . ~: ... : ' :: :. . 

1. 1.. (U) T.he Forejgn !otelfigencec Surveillance Act (the Act) governs the conduct of certain 
electronic $Urveillance a_ctivities within the United States to. collect foreign intellfgence information. 
A coml)lete. copy. of the Act isJc>uni:l at Annex B to N)A/CSS Oirective:·1o-3o.-- The Act co:Vers·the 
inte,ntionaL{oll~ction ofthe communications of a particular, known· U.S. !)erson who is in the United 
States, all wiretaps in the United States, the acquisition of certain, radio commu-nications where all 
parties to that communication are located in the United States, and the monitoring of information in 
which there is a reasonable expectation of privacy. The Act requiresthat all such surveillances be 
directed only at forefgn powers and their agents as defined by the Act and that all such surveillances 
be authorized by the United States Foreign Intelligence Surveillance Court, or in certain limited 
circumstances, by the Attorney GeneraL 

2. 1. {U) Procedures and standards for securing Court orders or Attorney General certificatioAs 
to conduct electronic surveillances are set forth in the Act: Requests for such orders or certifications 
should be foriAfarded by the appropriate Key Component through the NSA General Counsel to the · 
Director, ~SAJChief, C$S and should be accompanied by a statement of the facts and circumstances 
justifying a oolief that the target is a foreign power or an agent of a foreign power and that each of 
th<! facilitiei or places at which th~ surveillance will be directed are ~ing used,· or are about to be 
used, by that foreign power or agent.· If the proposed surveillance meets the requirementS of the Act 
and the Dir~or approves the proposal, attorneys in the Office of the General Cou·nsel will draw the 
necessary court application or request for Attorney General certification. 

SECTION 3- MINiMIZATION PROCEDURES 

3.1. (~eee) Surveillances authorized by the Act are required to be carried out in accordance 
with the Act and pursuant to the court order or Attorney General certification authorizing that 
particular surveillance. In some cases, the court orders are tailored to address particu lar problems, 
and in those instances the NSA attorney will advise the appropriatt NSA offices of the terms of the 
court's orders. In most cases, however, the court order will incorporate without any changes the 
standardh:.ed minimization procedures set forth in Appendix 1. · 

;· . :· 
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4.1. (U) The General Counsel wiil review all requests to conduct electronic surveillances as 
defined by the Act, prepare· all applications and materials required by the Act, and provide pertinent. 
l-egal advice and assistance to aJil e1 em_erits· of the United States SIGINT S~stem. · 

4.2. (U) The Inspector General will conduct regular inspections and oversight of all .SIGINT 
activities to assure compliance with this Directive. · 

4·.3. (U) All SIGINT managers and s-upervisors with responsibilities relating to the Act will 
ensure that they and their per:oonnel are thoroughly familiar with the Act, its implementing 
procedures, and any court orders or Attorney General certifications pertinent to their mission. 
Penonnel with duties related to the Act will consult the General Counsel's office- for any required 
legal advice and assistance or training of newly assigned personne_L · Appropriate. records wilt --be 
mainta_ined demonwati"ng compliance with the· terms of all court order$ and Attorney General 
certifications, and any discrepancies in that regard will be promptly reported to the offices of the 
General Counsel and !ns~ctor General. 
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Standard ... Minimization Procedures for 
NSA Electronic Survema·nces · 

:: \, '·, ~ 

Section 1 - Applicability and Scope Section 

Section 2 -:__:_ Definitions 
a. Acq~isttion 
b. Communications concerning a U.S. Person 
c. Communications of a U.S. Person 
d. con~ent·--- · 

e. Foreign. communication [Domestic Communication] 
f. · icie.ntificati~n- ·o{~_u.s. Person · 
g. p·racessed ·or Processing 
h. Pubfi~]y~~aiiab\~.lntorrilation 
i. TeChnical data base 
j. U.S. person 

Section 3 - Acquisition and Processing - General 
, . . . ·~ ... ·::· l . . • . 

a. Acquisition 
b.- Verification. 
c. Monitoring, Recording, and Processing 
d. U.s~- Persons Employed by the Foreign Power 
e. Destruction of Raw Data: 
t. Norr-Pertinent Communications 
g. Change in Target's Location or Status 

Section 4 - Acquisition and Prqce~siQg_,_ Special Procedures 
.. ci:'- C611eCti6n" Agairtsf Residential Premises 

• t); Attoffi~~lieiifC6niinJnications . , ~- . ·. ~... . '- . . .... \ .. ~ .. ~· ) . ' 

·:· . ..... ~:· ,. . 

Section 5 - Domestic Communications 

a. •- Dissem.ineitiqn · 
b. Retention 

Section 6 - Foreign CommuniCations of or Concerning U.S. Persons · 
a. Retention 
b. Disser:nination 

Section 7 - Other Foreign' Communications 

Section 8-Collaboration with Foreign Communications 
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A-1/2 

A- 1/2 
. A.:_1/2 . 

. . ;.· 

A-1/2 
A-1/2 
A-'1 /2· 
A-1/2 
A- _1./3 
A-1/3 
A~1 /3 
A-1/3. 

A-1/3 

A-1/3 
A-:-1/3 
A-1 /3 
A-'-1/4 
A-1 /4 
A~1/4 

A--'1/5 
A- i/5 

A-1 /5 
~1/5 

A-:-1;6 . 

A-'1/6 
A~1/6 
A-1/6 · 

A-1/7 
A-1/7 
A-1/7 

A-1 /8 

A-1/8 
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STANDARDIZED MINIMIZATIQN 

PROCEDURES FOR NSA ELECTRONIC SURVEILLANCES 

Pursuant to Section 1 01 (h) of the Foreign Intelligence Surveillance Act of 1978 {hereinafter -"the 
Act"), the following procedures have been adopted by t'1e Attorney General and shall be followed by the NSA 
in implementing this electronic suNeillance: (U) 

SECTION 1 -APPLICABiLiTY AND SCOPE (U) 

These procedures apply to the acquisition, retention,· use, and diss~mihation of non-publicly 
available info!l_!lation concerning unconsenting United States persons that is Collected in the course of elec· 
tronlc surveillance as ordered by the United States Foreign Intelligence Surveillance Court under Section 
1 02(b} or authorized by Attorney General Certification under Section 1 02(a) of the Act. These procedures 
also apply to non-United StateS persons where specificaHy indicated. (U) -

In addition to the definitions in Section 101 of the Act, the foliowing definitions shall aPPlY to these 
procedures: · · · 

(a) Acquisition means the collection by NSA through electronic means of a nonpublic commu· 
nication to which it is not an intended party. (U) . . : . 

(b) Communications concerning a United States person include all communications in which a 
United States person is discussed or mentioned, except where such communications r_eveal only publicly 
available information about the person. (U) · · 

.. 
. (c) Communications of a United States person include all communications to which a United 

States person is a party. (U) · · 

(d) Consent is the agreement by a person or organization to permit the NSA to take particular 
actions that affect the person or organization. To be effectjve, CQn~nt rn.~t?t !>.e giv~n b.Y the affected person or 
organization with sufficient knowledge to understand the _action that may b~ tal<e~n and the pqssible .conse­
quences of that action. Consent by an organization shall be deemed valid if given Ori behalf of the organization 
by an official or governing body determined by the General Counsel, NSA. to have· actual or apparent authortty 
to make such an agreement. (U) _ _ _ · . 

{e) Foreign communication means a communication that has at least one communicant outside 
of the United. States, or that is entirely among: 

(1) foreign powers; 

{2) officers and employees of foreign powers; or 

(3) a foreign power and officers or employees of ·a foreign power. 

All other communications are domestic communications. (8-CCO) 
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(f) Identification _of a Unitect States persori means the name, unique title; address, or other per­
sonal identifier of a United states person in the context of activities conducted by that person or activities 
conducted by others that are related to that person. A reference to a product by brand name, or manufactur­
er's name or the use of a name in a descriptive sense, e.g., "Monroe Doctrine," is not an identification of a 
United States person. (S GGO) · 

. . . . (g) Process~~t~r .pfO~e~~ing_.means any step necessary tq_ convert' i ~mri14nication into an in-
telliglble form Intended for !1timan inspection. (U) · · · - : ~-:' _ .. . · . _ · · 
. :: :_ .. ~~-· .-' · .. :~~ .. ,; -':~~ ... ' . .' .. >~~; }~;~~: ·-~:\_ ~-.:~ .. :· ·~<- . . ~~? ---~-. :' ~ :- ·::. ~! . . . : . · - ~ . / : . 

(~) ' P~blidly ai(allaql~. in_tormaJjon means information lhat a ·meniber of the public could obtain on 
request, by research in pliblic'sof.Jrces; otby casual obser\ratiori: (U) · .-- . -: . : : · 

_,. . ,. (i) ... Tech(!icai. ci'ata'ba~e :means information retained for cr)fptan.alytic, .traffic analytic, or signal 
exp'loitaticn pu-rposes. (s=e:Ct))' _ ' · '< · · - ·: . · · · -. . . - · · . . · · 

. . . . ~- ,. .. . . ., 

· . · G) United States pers6n mea~s a United States pe~brl. as deftn~ in the Act. The following 
guidel_ines app!y in determ]ning whether a person whose status is unknown i_~ a_l:Jnlted S~tes person: ' (U) 

.. . 
·· .. (1) A person known to be currently in the United States will be treat~d as a United States person 
unless positively identified as an alien who has not been admitted for permanent residence, or unless the 
nature or circumstances of the person's communications give rise to a reasonable belief that such person is 
nora Uniteg States person.~ (U) · · , . . -~. ::, ·: _ .. · 

.. . · .. · .... ; : 

· . (2)· A person kno~·fo be currently outside the United States, or Whose location is unknowri,- ~ill 
not be treated as a U(lrted States person unless such person can be positively identified as such, or the nature 
or circumstances of the person's commUI:lications give rise to a reasor:-~able b~J1ef that such person is a United 
Stat_es· per~on. (U) · · ... , --·. '· .; . .:- . .- . ' - :.: . ::. -: · . . . : . . . 

. : · _" (3) A person kno~n:i;' be an afien admitted for.penn~$m re.si'de-~c~ioses status as a United 
States person lf the person leaves the United States and is not in compUancE! with i}tle 8, United States Code, 
Section 1203 enabling re---entry irtto the United States. Failure to folloW th~ statutory procedures provides· a 
reasonable basis to conclude that the alien has abandoned any intention of maintaining his status as a perma-
nent resiq.e(lt alien. (U) . .. -~ . ·- : _. . . . . 

• (4) An u~~~~orporated ~~~~iation whose headquar(er$ or prirrlar¥'office is located outside the 
United States 1s presumed not to be a Unrred States person unless there is information indicating that a sub­
stantial number of its members are citizens of the United States or aliens lawfully admitted for germanent 
residence. (U) 

SECTION 3- ACQUISinON AND PROCESSING~ GEl\fEAAl (U) 

(a) Acquisition (U) 

. ·. · . The acquisitio1:r of information :bY electronic survelllance shall be rpaqe in accordance with the 
certification of the AttoiT\ey General. or the eourt order authorizin9 such sur:ve!llar)ce and conducted In a .man­
ner designed, to the greatest extent reasonably feasible, to mimmize the acquisition of information not rele­
vant to the authorized purpose of the surveillance. ~S ceo~ . 

. (b) Verificatiqn (U), .. , _ 
·. . .. ~ ·:":; . ~·.\::-·~~~~-:l~~:.i:·i!~:.- .. ··.~ ·· ·· · :~ ·· ·· . . - .;:.:: .·:. :·: .. ~··.:·~, · ... ::..~oo\ .... ·;...... . . .: . . -. 

· ·. ··;. At the initiation ·of the' electronic surveillance, the NSA or the. F.ederal Bureau of Investigation; if 
providin·g operq.tionat sup~oit~shall verify that the communication !i.nes_orJeieph~;>ne ·numbers being targeted 
are the lines or numbers ·of the target authorized by court order o'r' ~ttomey ~en~ral certifiCa.ti9n. Jhe!eafter, 
collection personnel will monitor the acquisition of raw data at reg!Jiar intervals to verify that the ·surveillancE! is 
not avoidably acquiring communications outside the authorized scope of the surveillance or information con­
cerning United States persons not related to the purpose of the surveillance. (S GOO) 
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(c) Monitoring, Recording, and Processing (U) 

. (1) Electronic surveillance otthe target may be monitored contemporaneously, recorded auto­
matically, or both. (U) · . ~¥: : :. . . 

.···: ~ ~. . 

. (2) Personnel who monitor the electronic surveilianoe shall exercise· reasonable judgsment . 
in determining whethefparticular information acquired must be mi11imlzed and shall destroy inadvertently ac­
auired communications of or concerning a United States person at the earliest practicable point in th~ pr0.9; 
essing cycle at which such communication can be identified either as clearly nof relevant to the authorized 
purpose of the surveillar)ce (e..g., the cqmmunication. dpes not con~n foteign iotelligence .information) or·as 
containing evidence of a crime which may be disseminated under these procedures. (S -GOO) · . '' ' ..... . . ., . . 

(3) Communications of or concerning United States persqns that may be related to the autho­
rized purpose of the surveiHance may be forWarded to analytic personnel resppnsibl~ tor producing int~!li­
gence lnrormation from the collected da~. Such communications or information may be retained and dissem­
inated only jn accordanc~ .with Sections 4~ 5, and 6 of these prop~u~e.s. tO). . . 

(4) Magnetic tapes or other storage media that contain ·acquired ·communications niay be pro-
cessed: t9==GOO) . . . . · 

. (5) Each communication shall be reviewed to determine whether it is a domestic or foreign com­
munication to or from the targeted premises and is reasonably believed to contain foreign intelligence infor­
mation or evidence of a crime. Only such communications may be processed. All other communications may 
be retained or disseminated only in accordance with Sections 5 and 6 of these procedures. (S COO} 

. . 
{6) Magrietic tapes or other storage media containing foreign communications may be scanned 

by computer to identify and select communications for analysis. CofT!puter selection terms used for scanning, 
such as telephone numbers, key words or phrases, or other discriminators, shall not include Unit~ 
,o!ers!o~ri!n!·am!es~·!or!i!de!n~titi!. !ers~an~·!d!sthal~·l' b~e limited to those selection terms reasonably likely to identify--1 that are· authorized for intentional: coil ection under Executive Order 12333 
implementing procedures. (S CCQ1 ' · · · 

(7) Further processing, retention and dissemination of foreign communications shall be made in 
accordance with Sections 4, 6, and 7, as applicable, below. Further processing, storage and dissemination of 
inadvertently acquired domeStic communications shall be made in accordance with Sections 4 and 5 be-
low. {&-:-000) · · · · · · · · · , · · 

(d) U.S. Persons Employed by the Foreign Power -+~~C.,;.j~-

Communications of or concerning United States persons employed by a foreign power may be 
· used and retained as otherwise provided in these procedures except that 

... ·.: "" ' ... ·.· . . . , 

. .' (1 ). Such United States persons shall not be identified in connection with any communication 
that the person places or receives on behalf of another unless the identification is permitted under Section 6 of 
these procedures; and 

· · (2) personal communications of United States persons that could not be foreign intelligence 
may only be retained_; useq, or disseminated in accordance with Section 5 qf these procedures. · ~S ceo~ 

. . . . . .. . . . . ... . . ·. . . 

(e) Destruction of Raw Data-tet-

"""""'"'"""'to graphic or ~hard copy" form 
such be·reviewed for retention in accor· 
dance · lUnlcaJtion.~s' ~d. other inform~tion, in any form, 
that' do not meersiJch rotc>ntir\n ·~t<=>n,I"'!:IJ""'~ and that are known to communications of or cooceming 

. L!nit~ ?t-a.t~s persoris. ~f!al! .. .. o~stroyeq.: (S CCO): "· ·· .. '·· 
. ... ·. ·-::.·. '! .. -

• ~ • • ~ • f 
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.. · · ,.,_ · . . (1) Communi9~t)6Ds determined -to fall within es.~Jished :categories of non-pertinent commu-
ni~a!ions, su~h as those set fo~ IQ ~upp~agraph (6) ~f this' section) should_ not be retained unless they con­
tatri miormat1on that may ~e d1ss.emmi:!tedunder Sectlons··s, 6, or 7 below.· (U) 

. . . . . . . .... . . . . , . . •. -

:·:·~:, :. , . . (2) Mon~ors.may, ll~te.11. tg,.~! porrji!JunicatioQS, i!>cludi('lg ~()~~ th~t initially appear to fall within 
established categories wnt1l th~Y. cap,r~.~oq_at>!Y. determine tlia± th~ communiqation cannot be disseminated 
und~r. Se0ions s. 6, <x 1. be!qw~.·· (e· __ cq~ . · · ·- · · - · ~ ... :. · · 

. · (3) Communic~~~~~·~·o/untted- State~p·~~~ns~wiii be··;m~ed t~:~Stablish categories of com-
munications that are not pertinent to tlie.authorized purpose· of the ~urveillance.:· (U) 

. (4) These categories should be established after a reasonable period of monitoring the commu-
nications of the targets. (U) . · -· · -· ,, ;. · · · ·. · , . 

.. · . -
(5) lnfonnaticin that appears to be foreign intelligence may be retained even if it is acquired as a 

part of a communication faHing within a category that is generally non-pertinent. (~CO) 

.-. (6) Categories of non-pertinent communications which may be appfieci"in these surveilfance 
,. . . . . 

incl~de: 

(i) cans to and from United States Government officials; 
. ' .. . - .. . ·-

0~ Calls to and from children; 

(iii) Calls to and from students for inform~tion to aid them in academic endeavors; 

(iv) Calls-between family members; and· 

etc. (6 ceo~ 
(v) Calls relating solely to personal services, such as food orders, transportation, 

(g) Change in Target's Location or Status (6 GOO) 

(i) During periods of known extended absence by a targeted agent of a foreign power from 
premises under surveillance; onty com!T)unications to which the ~get is.<i Pru:tY.,may be retained and dissemi-
nated. (9-000) · · -

(2} When there is reason to believe that the target of an eleCtronic surveillance is no longer a 
foreign power or an agent of a foreign power, or no longer occupies the premises authorized for surveiUance, 
that electronic surveillance sl:lall be il11m~iate!y, te'!Tlinat~. ;~d ~b~l n.9t ~~sum~ ur:~l~ss su~sequen~y ap­
Prt?Ved. under th~ Acft. When any per.sqn.IJlYf:>!veg 1n ~~~~'911 ?~ pr~e~t_ng_ pf ~ e}e_qtromc.survedlan~e 
bemg conducted l?ursuant.to. the Ac;:t b_~cqrr,t~~-· .~V!(are, ot.Jntorm,~ofl.J~Q.~lflgjo,. rndrqatE! a. matenal change_ rr;t 
the status or location ot a targ~t1.the p~r~~m ~hall. 1mme9iatefy ensure.~atJ!l~-N.~~s Qffice of General Coun-
sel is also made aware of such mformat1on. (S GOO)" · · ':: ·, . ,-. . . . - · · 

• • • ".:' • 'I ._ , 

se:cTioN 4- Acau.lsrrloN ANo PRocessn·~·G ~ sP.~HitiL PRocc:ouREs <u> 

(a) Collection Against Residential Premises (S=OOOj 
~ ':. . :-. -~- ·-._ ·,;· . ' . .. . . ·-

. - (1) . An eledronic su~eill~~ce dir~ed against· pr~mlses iOcated. in the United States and us~ 
for residential purposes shall be conducted by. technical means. designed to limit the infbnnation uired to 
~.~.~~.~.~~·QStl&m.UQ.~ ~t.Qutsl! the l)ntted States; '-----:---:--:---:'::-----:~"":"'1 
"-----------~--~~-----'The technical means employed shall consist of "-------' 

HA.NDL~ VYi'COl\tiNT.CIIANN"Ets ONLY 



SECRET 

t2) I 

USSID 18 A.Nl-."EX A 
APPENDIX 1 

~----------------------------~I(~CO) 
(3) Domestic communications that are incidentally acquired during collection against residential 

premises shall be handled under Section 5 Of these ·procedures. {S CQQ) · . 

(b) Attorney-Client Communi_cations 't6T-

As soon as It b~comes apparent that a communication is between a person who is known to be 
under criminal indictment and an attorney who represents that individual in the matter under indictment (or 
someone acting on behalf of the attorney), monitoring ot that communication will cease and the communica­
tion shall be identified as an attorney-client communication in a log maint~ined for that purpose. The relevant 
portion of the tape containing that eonversation will be placed under sear and the Department of Justice, Offiqe 
of Intelligence Policy and Review, shall be notified so that appropriate procedures may be established to pro­
tect such communications from review or use in any criminal prosecution, while preserving foreign intelli­
gence information contained therein. (S GOO) 

SECTiON 5- OOMESTDC CO~b't!HJNHCAT!ONS {U) 

(a) Dis~emination (U) 

· Communications identified as domestic communications shall be promptly destroyed, except 
that: 

(1) domestic communications that are reasonably believed to contain foreign intelligence infor­
mation shall be disseminated to the Federal Bureau of Investigation (including United states· person identi­
ties) for possible furthei dissemination by the Federal Bureau of Investigation in accordance with its minimiza-
tion procedures; · · 

~-:. . 

-~ (2) . domestic communications that do not conta:in foreign intelligence information, but that are 
reasonably believed to contain evidence of a crime that has been, is being, or is· about to be committed, shall 
·be disseminate(j (including United. S$.t~s PE?rso.n identities) to appropriate F~deral.law enforcement a~ori­
tles, in accordance with Section ·1 OS (b) ·of the Act and crimes· reporting procedures approved by the Secre~?J)' 
of Defense and the Attorney General; and . .. . . ·. . . . . . :.· · 

· (3) domestic communications that are reasonably believed to contain technical data base infor­
mation, as defined in Section 2(Q, may be disseminated to the Federal Bureau of Investigation and to other 
elements of the U.S: SIGINT system: (~CO} . · · 

(b) Retention (U) 
. ,. . ;.. ~. . . • . ••.• .J 

(1) Domestic communications disseminated to Federal law enforcement agencies may be re­
tained by the NSA for a reasonable period of time, not to exceed six months (or any shorter period set by court 
order), to permit law enforcement agencies to -determine whether access to original recordihgs of such com-
munications is re,qufred for·!aw enforcement" purposes.: (~CO) .. ·:·.,.. . _· · . . · 

- ' . • · •· .• :- - · :" r : .. ·~:~ --:-·. • • • • . ••• ~ ... -:.:•: . : :-f'=- . :·4:: ~~·.. • 

'. 
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- {2) Domestic communications reasonably believed to contain technical data base information 
may be retained "for a period sufficient to allow a thorough exploitation and to permit access to data that are, or 
are reasonably believed likely to .become, relevant to a current or future foreign intelligence requirement. 
Sufficient duration may vary with the nature of the exploitation. (e GOO~ 

. a. lri the cOntext. of a c'rYptanalytic effort, maintenance of technical data bases requires ·reten-
tion of all communications .that are epciphered or reasonably b~lieved to contain secret meaning, and suffi­
cient duration may consist of any p·eriod of tfrrie during which encrypt~d rriS,.t~riaJ is subject to, or of use in, 
cryptanalysis. (S GOO) . · · · · · ·. ·· 

' ' ' ' 'b. 'In the c~se.of.bommu-rlications th~t aie,not encipher~d or' otherwise thotightto coritain ·secret 
meanin·g, sufficient duration is·one year unless the Deputy Director for Operations, NSA, determines in writing 
that retention for a longer period is required tq respond to authorized foreign intelligence or counterintelligence 
requirements.: (6 GGO) · · · : . :- ' ., · . · · . -.. · -· · · · · · · 

.. :· ' 

SECTION S = FORE1GN COMMUNICATIONS. OF OR CONCERNING UNITED 
STATES PERSONS' (ti)·: . ' 

(a) Retention (U) 

Foreign communications of or concerning United States persons acquired by the NSA in the. 
course of an electronic surveillance subject to these procedures may be retained only: 

(1) if necessary for the maintenance of technical data bases. Retention for this purpose is 
permitted for a period sufficient to allow a thorough exploitation and to permit access to data that are, or are 
reasonably believed likely to become; relevant to a current or future foreign intelligence requirement. Suffi-
cient duration may vary with the nature of the exploitation. · · · · 

a. In the context of a cryptanalytic effort, maintenance of technical data bases re­
quires retention of all communications that ate enciphered or reasonably believed to .contain secret meaning, 
and sufficient duration may consist of any period of time during which encrypted material is subject to, or of 
use in, cryptanalysis. :_ - . 

b. In the case of communications that are not enciphered or otherwise thought to 
contain secret meaning, sufficient d4ration is one year unless the De(?u_ty Director for Operations, NSA, deter­
mines in writing that retention for a longer period is required to respond to authorized foreign intelligence or 
counterinteffigemce requirements; · 

. ' .·~ . 
. (2) ff dissemination of such communications with reference to such United States persons 
. would be permitted under subsection (b) below; or . 

. (3). if the information is evfdehce· of a crime tha~ has been; is being, or is about to be committed 
and is provided to appropriate federal law enforcement authorities. fS~GO) . 

i 

(b) Dissem'iriatio~ (U) ... · 
. '.,.\,:.:;. :. .. . . ,, . . . .. . . . :· ..... ·-· -~ . ~ . ' .. .. 

A r~port bas~ .. on comrh~ni6afi6ns of or concerning a United States person may be dissemi­
nated in accordance with Section 7 if the identity of the United States person is deleted and a generic term or 
symbol is substituted so that the-information cannot reasonably be_ CQnn$qted with an identifiable United 

·States person. Otherwise dissemination of interrfgence reports bas~d-Qtl communications of or concerning a 
United. State~ person may. only be, made to a: recipien~ requ~rin9 t~e identity of such person for the performance 
of officJal dut1es. put only if ~t. l~gist .on~· _of t:h~ fojlo.~.'!19 clit~r;~. 1~ a)sQ me~, ;: ,, .. ; .. · . -

,. . .. · . .' _; ~-~~·":: ;:~-~ ~~~~·;:.:. · ·~ ~.:· ... ; .. - .!.-': -·~~:,: ··. -~~~t~: .-~· . :.:~.:.:.1> .. : i=~· . ,:.·~ ·.··.· .. :·· . ... 

(1) the United. States person has eonsented to disseiniriation or tne information of or concerning 
the United States person is avqi!?-Rie publicly; _ . 

· ·.· . .. (~) · ~~ i~e~t;J~-~f~~~U~~~~d,~ate~· person i~ ~~~~sa~, to u~de~tand·foreign intelligence 
information or assess itsJmpdrtance; ~.g.; the iqentity of a_senior officiaJ..in th~ Exe¢utive Branch; · 

:·· ·~: · ·· .. · ·~· '-~ ~~::;: : ~:~ ' ;z~.;: ~ ... -:. .·1-:; .. · :· •· • • -: .. '.f. :: .. : ;.-: !:·· t_··:· .... . ·., .•. : ~: .. 
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(3) the communication or information indicates that the United States person may be: 

(A) an agent of a foreign power; 

.. . (8) . a foreign" pow_er .as oefined in $~tiOt' 101 (a_} (4}. or. {6) of the Act; .. 

(C) residing outside the United States and holding an official position in the govern~ 
ment or military forces of a foreign power; · . · · . . 

foreign power, or 
(D)· a corporation or other entity that is own~d 9r controlled directly or indirectly by a 

(E) acting in collaboration with an intelligence or secUritY service of a ioreign power 
and the United States person has, or has had, access to classified national security information or material. 

~- · (4) the communication or ihformatic~n indicates that the United· States perso"n may be the target · 
of intelligence activities of a foreign power;. . . 

(5) the communication or information indicates that the United States person is engaged in.the 
unauthorized disclosure of classmed national security information; but only after the agency that originated 
the information certifies that it fs properly classified; 

(6) the communication or information Indicates that the United States person may be engaging 
in international terrorist activities; · 

(7) the acquisition of the United States person's communication was authorized by a court order 
issued pursuant to Section 1 OS of the Act and the communication may relate to the foreign inteHigence pur­
pose of the surveillance; 

··. (8) the communication or infonnation is reasonably believed to contain evidence that a crime 
has been. is being, or is about to be committed,· provided that dissemination fs for law enforcement purposes 
and is made in accordance with Section 1 06(b) of the Act and crimes reporting procedures approved by the 
Secretary of Defense and the Attorney General. (U) 

Foreign communications of or concerning a non-United States person .may be retained, used, 
and disseminated in any form in accordance with other applicable law, regulation, and policy. (U) 

·' . 

SEC110N S - COllASORAT~ON WiTH FOREIGN GOVERNMENTS (S COO) . . . ' . 

. (a) The sharing or exchange of foreign communications governed by these. procedures with sig· 
nals intelligence authorities of collaborating foreign governments. (Second Parties) may be undertaken by the 
NSA only with the written assurance of the Second Party that the use of those foreign communications wil l be 
subject ~o the retention and dis~~i11ation prqvis~ons _of these pro~edures. (8=000) .. 

(b) DonieSti6 f~mmuhic~~~s and communications ~0 or ~rn ·U~ited States persons shall not be 
shared with. Sec6n~ Partie~. (S' CQor· . ·· ·.:_ .. ~'- · · : ·. ~ ·· · · :- · · ... -

viewed by ~~l :ri;~~~.p~~~ t;~R~:a~i~r~~~~~~ti~R~~~~ ~~~~s~~~~ert~;~~;s~~~/ro 
understand or asse·ss the foreign int~lligence information contained thereln.: ts-000? 

· :. :~;:.; ~~-~ .:_~.~~--.i-~ ,.' .,. ~ :..: ~ ; ....... ·: . . :: .. r • .. .. . : ~ .: · .. 
(d) Foreign enciphered or encoded communications fT:lay be snared witli Second Parties without 

such prior revie,w, p~ovide.9 that a~ le~ af111Ually a -representative sampling of ~ose shared communications 
that can.be deciphe~ed orde6oded is r§:1v_iewed by tl:le NSA to ensure. that any references. therein to United 
States persons are necessary to understand or assess the foreign intelligence information being dissenii-

IIANDLE .VIA €01\illfF €I!ANNELS.ONL¥ .-. 
SECDRET~ 
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nated. Corrective measures with respect to each target or line shall be undertaken as necessary to maintain 
compliance with the above dissemination standard. The results of each review shall be made available to the 
Attomey General or a designee. (6 GGO~ 

Approved by Attorney General Janet Reno on 1 Juty 1997 

SECRET 
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1.1.. (U) In accordance wrth the provisions of Section 2.6 of E.O. 12335, and the NSA/FBI 
Memorandum _of Understanding of 2.5 November 1980, the National Security Agency may provide 

. specialized equipment and technical knowledge to the FBI to assist the FBI in _the conduct of its lawful 
functions. When requesting such assistance, t he FBI will certify to the General Counsel of NSA that 
such equipment or technical knowledge is necessary to the accomplishment of one or more of the 
FBI's lawful functi ons . 

. 1.2. {U) NSA may also provide expert personnel to assist FBI personnel in the operation or 
instal lation of specialized equipment when. that equipment is to be employed to collect foreign 
intel ligence. When requesting the assistance of expert personnel, the FBI wil l certify to the General 
Counsel that such assistance is necessary to collect foreign intelligence and that the approval of the 
Attorney General (and, when necessary, a warrant from a court of competent jurisdiction) has been 
obtained. 

2.1. (U) No operational assistance as discussed in $€;'etion 1 shall be provided without the 
express permission of the Director, NSA/Chief, CSS, Deputy Dr rector, NSA, the Deputy ·Director for 
Operations, or the Deputy Director for Technology and Syst~ms. The Deputy Director for Operations 
and the Deputy Director for Technology and Systems may approve requests for such assistance only 
with the concurrence ofthe G~neral Counsel. . 

. .. ·-= 
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SIGNAlS INl'ElUGENC!: SUPPORT TO U.S. AND ALLIED MILITARY . . .. . . . . . . . 

EXERCISE COMMAND AUTHORITIES (U) 

SECTiON 1 o POliCY 

1.1. ie--Signa!s Intelligence support to U.S. and A llied military exercise command authorities is 
provided for in USSID 56 and DoD Directive 5200.17 (M-2). Joint Chiefs of Staff Memorandum 
MJCS111-SS •. t S August 1988, and USSiO 4, 16 December, 1 SM, establish doctrine and prCKedures for 
providing signals intelligence support to mmtary commanders. The proceduresJn this Annex provide 
policy guidelines for safeguarding the rights of U.S. persons. in the conduct of Elxercise SIGINT support 
activities. 

SECTION 2 o DEFINITIONS 

2.1 . (U) The term "Military Tactical Communications" means United States and Allied military 
exercise communications, within the United States $Jnd abroad, that are necessary for the production 
of simulated foreign intelligence and counterint elligence or to permit an analysis of communications 
security. 

3.1. (C ceo~ The USSS may collect, process, store, and disseminate military tactical 
communications that are also communications of, or concerning, U.S. persons. 

a. Collection efforts will be conducted in such a manner as to avoid, to the extent feasible, 
the intercept of non-exercise-related communications. 

b. Military tactical communications may be stored and processed without deletion of 
references to U.S. persons if the names and communications of the U.S. persons who are exercise 
participants, whether mi litary, government, or contractor, are contained in, or such communications 
constitute, e>tercise-related communications or fictitious communications or information prepa·red 
for the exercise. 

c. Communications of U.S. persons not participating in the exercise that areinadvertently 
intercepted during the exercise shall be destroyed as soon as feasible, provided that a record 
describing the signal or frequency user in technical and generic terms may be retained for signal 
identification and Collection-avoidance purposes. Inadvertently intercepted communications that 
contain anomalies in enciphered communications that reveal a potential vuln~rability to United 
States communications security should oo forwarded to the NSA Deputy Director for Information 
Systems Security. 

CONFIDENTIAL 
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d. Dissemination of military e){ercise communications, exercise reports, or information 
fifes derived from such communications shall be limited to those authorities and persons participating 
in the ex:ercise or c:on~ucting reviews and critiques ~hereof. 

CONFIDENTIAL 
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TESTING OF ELECTRON~C EQUiPMENT '(U) 

SECTION 1- PURPOSEAND'APPLicAB~LITY_; 
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1. 1. (U) Tnis Annex applies to· tfie' testing of"el~Ctronic equlpmenf that lias th'e capability to 
intercept communications and other non-public informat ion. Testing includes development, 
calibration~ &nd evaluation of such equipment, and will be conducted, to the maximum ertent 
practical, without interception or monito'rini;.fof u.s. perSOns .. -- .. 

:--::.; .; ,: . . ~ - . 

. ' 
2.1. {U)' The · usss ·may test~ electronic equipment · that ha$ ·- th~ cap!bility- to interc-ept 

communications and other inforrriatiori subject to tht following limitations: 

a. To the maximum ertent pra,ctical, the following should be u~d: 

{ 1) Laboratory-generated signals, 

(Z) Communications transmitt~d between terminals located outside th@ United States 
not used by any known U.S. ~rson, 

(3) Official government agency communications with the consent of an appropriate 
official of that agency, or an individual's communications with the consent of that individual, 

(4) Public broadcast signals, or 

(5) Other communications in which there is no reasonable expectation of privacy (as 
approved in each instance by_ the NSA General Counsel). 

b. Where it is not practical to t est electronic equipment solely against signals described in 
paragraph 2.1.a., above, testing may be conducted, provided: 

(1) the proposed test is coordinated with the NSA General Counsel; 

(2) the test is limited in sco~ and duration to that necessary to determine the 
cspabi I ity of the equipment; 

. . 
. (3) no particular person is targeted without consent and it is not reasonable to obtain 
the consent of the persons incidentally subjected to the st.uireillance; and 

{4)' the. test does not exceed 90 calendar days. 

POR OFFICIAL USB ONLY 
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c. Wh~re the test involves communications other than those identified in 2.1 .a. and a test 
period longer than 90 days is required, the For~ign 1ntelligence Surveillance Act requires that the test 
be approved by the Attorney Gen~raL Such propoSals and plans shall be submitted by USSS elements 
through the General Counsel, NSA., to the Director. NSA/Chief, CSS for transmission to the Attorney 
General. The test · proPosal shall state t he- requirement for an· ~lttended test involving such 
communications, the nature ofthe test, the organi:!ation that will conduct the t est, and the proposed 
disposition of any signals or communications acquired during the test. 

2.2. (U) Th~ cortent ·of a_F'JY ~9r:nm.u_nicati(.ifr o~h~r .. tha~n communications between non-U.S. 
persons outside the United States which are acquired during a t est and evaluation shall be: 

.. ~· retali ned and usee only for the purpose of determining t he capability of the electronic 
equipment; · 

. . 
b. disdos<?d only t o persons conducti.ng or evaluating the t est; and 

c. destroyed before or immediately upon completion of the testing. 

2.3. (U) The technical par~m~t~rs of a corr~municati.on, such as frequency, modulation, and 
time of activity of acquired electroniC signals, may be retained and used for test repOrting or 
collection-avoidamce purposes. Such param-=ters may be disseminated to other DoD intelligence 
CO~'!'P<>"ents a~d other en~ities authorized .to conduct electronic surveillance. provided such 
disseminat ioM and use are limited to testing, e't'aluation, or collection-avoidance purposes. 

FOR OFFICIAL USE ONLY 
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SEARCH AND DEVELO~MEN'f OPERATIONS (U) 

1. 1. {U) This Annex provides the procedures for safeguarding the rights of U.S. ~rsons when 
conducting SIGINT search and development activities. 

1.2. ~S eeo) The USSS may conduct search and development activities with respect to signals 
throughoutJhe radio spectrum under the following limitations: 

.a. Signals may~ collected only for the purpose of identifying those signals that: 

(1) may contain information related to t he production of foreign inte!iigence or 
counterintelligence; · 

(2) are end phered or appear t o contain secret meaning; 

(3) are necessary to assure effiCient signals intelligence collection or to avoid the 
co!l~ion of unwanted signals; or, 

(4) reveal vulnerabi lities of United States communications security. 
·. 

b. Communications originated or intended for receipt in the United States or originated 
or intended for receipt by U.S. persons shall be processed in accordance with Section 5 of USSID 18, 
provided· that information necessary for cataloging the constituent elements of the signal 
environment may be processed and retained if such information does not identify a U.S. person. 
Information revealing a United States communications security vulnerabil ity may~ retained_. 

c. Information necessary for cataloging the constituent elements of the signal 
environment may be disseminated to the extent such information does not identify U.S. persons. 
Communications equipment nomenclature may be disseminated. Information that reveals a 
\lt.!lnerability to United States communications security may be disseminated to the appropriate 
communications·security authorities. 

d. All information obtained in the process of search and development that appears to be 
of foreign intelligence value may ~ forwarded to the proper analytic office w ithin NSA for 
processing and dissemination in a-ccordance with relevant portions of U~SIO 18. 

:HANDLE VIA COMINT CtiANNELS ONLY 
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1.1. -fa-The USSS may collect, retain, prO<:ess, and disseminate i llicit communications without 
reference to the requirements concerning U.S. persons. · 

1.2. -te The term "il tidt commun ications" m.:ans a communication transmitted in violation of 
either the Communications Act of 1934. and regulations issued thereund~r .or international 
agreements, which because of its aKplicit content, message characteristics, or. methOd of transmission, 
is reasonably believed to be a .communication to or from an agent or agents of foreign powers, 
whether or not U.S. persons. · 

CONFIDENTIAl§ 
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TRAINING. OF PERSONNEl sN THE OP·E~ATION AND. USE Of ~iGINT 
COLLECTIOfd" AN ifQ"TH Err."s't/R'{EILLAN cit~ oUIPtviENT. (U)· . 

- ~ "\ ... ~ .. ~ :: . ~ ~. . . ),- ::.. . .. 

u. (U) This Annex applies to all USSS use of SiGINi collection and .other surveillance 
equipment for training purposes. · 

SECTION 2 • ~OUCV 

2.1. (U) Training of USSS personnel in the operation and use of SIGINi collection equipment 
shall be conducted, to the maximum extent that · is practical, without interception of the 
communi-cations of U.S. persons or persons in the United States who have not given consent to such 
interception. Communications and information protected by the Foreign Intelligence Surveillance Act 
(FlSA) (see Annex A) wi ll not be collected for training purposes. 

3.1. (U) ihe training of USSS personnel in the operation and use of SlGlNT collection and other 
surveillance equipment shall include guidance concerning the requirements and restrictions of the 
FISA, Executive Order 12333, and USSID 18. 

3.2. (U) The use of SIGINi collection and other survei llance equipment for training purposes is 
subject to the following limitations: · 

a. To the maximum extent practical, use of such equipment for training purposes shall be 
directed against otherwise authorized intelligence targets; -

b. The contents of private communications of noncon>enting U.S. persons may not be 
acquired unless the person is an authorized target of electronic surveillance; and 

c. The electronic survei llance wi ll be limited in extent and duration to that necessary to 
train personnel in t he use ofthe equipment. 

3.3. (U) The limitations in paragraph 3.2. do not apply in the following instances: 

a. Public . broadcasts, distress signals, or official United States Government 
communications may be monitored, provided that, where government agency communications are 
monitored, the consent of an appropriat e official is obtained; and 
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b. Minimal acquisition of information is permitted as required for calibration purposes. 

3.4. (U) Information collected during training that invo.lves authorized intelligence targets 
may be retained in accordance with Section 6 of USSID 18 and disseminated in accorda.~ce with 
Section 7 of USSID 1 ~- l nf~rn.'1ation. other than diS,tre5s signals collected during training that does not 
involve authorized irheHigeh~e targets or. that is acquired inadvertently shall ~destroyed as soon as 
practical or upon compieti6ri of the t raining 'and' may not be disseminated outside the usss for any 
purpose. Distress signals should be referred to the DDO. 

FOR OFFICIAL USE ONLY 



ANNEX H 
• l. · .. , ' 

CONSENT FORMS (U) 

.: .. :: . : · ._._" _ .. 

USSID 18 
27 July 1993 

. .: . .. ' .. -

, .1. (U) The forms set-forth i~--this A~nex are for use in recording conse~t by u.s. persons for 
USSS elements to collect a_nd disseminate foreign communications concerning· that person: The first 
form is consent to collect and disseminate a. U.S. per-ion's communications as wei I as references to that 
pe~l!- ·;n·. t~~e19h : e:_c)~mu!lis~tio~~~:-lh:e. ~<:~~~A~r:.m. _ is · e:_~r~-rit · ~o=·-~on~- --a_'nd : disse~i'n-ate onry 
references tci·the U.S. person and does not include communications to odro·m th~t persqri~ _·, > .. 

. . . -~ . . .. . " . . . - .. 

1.2. (1.0 ·s~ction 4.Lc: o( USSIO .1~. sta~es that .th~ Oir,~ct<?r., . NSAJCI;lief,, cs_s has authority to. 
approve_ the conse'I!SUal coilectl6ii 'of communicati~ns ~o;· from' of.'a't)oufi.J:s·: Pe_rsons: Eleme'nis of the 
usss proposing' to conduct consensual collecti oii snoulcl for-Warcfa 'copy of the e){ecuted cons'ent'form 
and any perti r:tent information to the Director, NSA!Chief, CSS for-approval:-.· · · · · ·.' 

1.i. (U) ihe· forms provided-on ·t:~e f~flowi.rig pag~s may be repi:oduce~i;.pro~ided the security 
classifications (top and-bottor:n) are removed~ It is the. re$i:)o~:;i_bllitY. o(tne u·ser'fo properly reclassify 
the dcxument in accordance ~it_h requi~lt~ ·s~curity guloe.lines. 

FOR OFFICIAL USB O?ttia¥ 



SECRET 

CONSENT AGREEMENT 

SIGNALS INTELLIGENCE COVERAGE 

USSID 18 ANNEX H 
27 July lS93 

I, , hereby consent to the National St?curity Agency 
undertaking to seek and disseminate communications to or from or referencing me in foreign 
communications for the purpose of 

----------------------------------~---------

.:~: .. 
This consent applies to adminirirc1tive mes$ages alertin_g elements· of the United States Sigrials 

Intelligence System· to this consent, as well as to any signals intelligence·repbrts that may relate to the 
purpose.stateifabove~ -- · -· · · · ~ · :: _ · · 

Except as otherwise provided by Executive Order 12333 procedures~ this consent covers only 
information that relates to 'the purpose .. rnted abOve arid is effective for -~he ~eriod 

. ~ . 
Signals _intel!igence reports containing information derived from communicatio_ns to or from 

me riiay only be disSeminated to me and to '~ . . -~- .. . ; Signals intefligence reports 
containing information derived from communications referencing me may only be· disseminated to 
me a·nd to ex.cept as otherwise permitted by prcxedures under Exeeutive 
Order 12333. 

. (SIGNATURE) 

(TITLE) 

(DATE) 

IIANDLE VIA COMINT CHANNELS ONLY 
SECRET 



SECRET 

CONSENT AGREEMENT 

SIGNALS INTELLIGENCE COVERAGE 

USSID 18 ANNEX H 
21 July 1gs3 

I, , hereby consent to the National Security Agency 
undertaking to seek and disseminate references to me in foreign communications for the purpose of 

This consent applies to administrative messages alerting elements of the United States Signals 
Intelligence System to this consent, as well as to any signals intelligence reports that may relate to the 
purpose sta!~ above. 

Except as other'\llfise ·provided by Executive Order 12333 procedures, this consent covers only 
references to me in foreign communications and information therefrom that relates to the purpose 
stated above and is effective for the period to · 

Signals intelligence reports containing information derived from communiqtions referencing 
me and related to the purpose stated above may only be disseminated to me and to 

e:hcept as otherNise permitted by procedures under Executive Order 
-,2~3~3=3-.--------------

(SIGNATURE} 

(TITLE) 

(DATE) 

IIANDLE VIA COMIN'f CHANNELS ONLY 
SECRET 



SECRET 

ANNEX! 

ussro 1s 
21 July 1993 

FORM FOR CERTIFICATION OF 
OPENLY ACKNOWLEDGED ENTITIES {S C:CO) 

The form below should be used for Director approvals for the collection of communications of 
entities that are openly acknowledged to be directed and controlled by a foreign power as specified 
in Section 4.1.c.(3) of USSID !8. 

DIRECTOR, NSA/CHIEF, CSS 

Certification for Ooenly Acknowledged Entities Under 
Section 4.A. 1.(b) of the Classified Annex 

to DOD 5240.1 R 

Certification to the Attorney General: 

(5 EC:O~ The Director, NSA, hereby certifies that ---~~=--== ................. ==~ 
located in the United States and openly acknowledged to be directed and controlled by Government 
!i is a new target of collection. The purpose of the surveillance is .~.::t:=;o:-:c::::o::..:.ll=.:ec::.::t..L----:----~--" 
intelligence reaarding Government Xl in accordance with valid intelligence .requirements. The 
surveillance wi ll entalil intentional interception or deliberate selection of the target's international 
communications. Standard-minimization procedures will be applied to any information collected that 
relates to U.S. persons. 

Director, NSA/Chief, C:SS 

Copy to: Deputy Se<retary of Defense 

IIANDLE 'liA CO~iiNT CIIANNELS ONLY 
SECRET 



SECRET 

ANNEXK 

USSID 18 
~July 1993 

HANDLE YIA COMINT CIJANNELS ONLY 
SEQ KIST 


