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55 This Annex implements Section 2.3. and Section 2.6.(b) of Executive Order 12333,
Section 372 and Section 374 of Title 10, United States Code, and special Attorney General
procedures. It regulates certain COMINT activities of the United States Signals Intelligence
System which are directed against radio communications of suspected international narcotics
traffickers. SIGINT activities directed against international narcotics traffickers or trafficking
activities that are not within the purview of this Annex are regulated by the basic USSID.
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(U/FOY6) This is the initial issue of this USSID SP0018. Annex J (formerly USSID 18,
Annex J).

(U/FOB6y This USSID contains sensitive information that is legally protected from release to
any member of the public and is to be used only for official purposes of the National Security
Agency and its customers. Users must strictly adhere to all classification and handling
restrictions (see (see NSA/CSS Classification Manual 123-2)) when storing hard or soft copies
of this USSID or when hyperlinking to this USSID. The SIGINT Policy System Manager will
maintain and update this USSID on-line where users may access the most current version from
the NSANet. Appropriate USSIDs will also be available on INTELINK, as warranted. Users are
responsible for the update and management of this USSID when it is stored locally.

(U/AOB6n) United States SIGINT System (USSS) contractors or consultants assigned to
NSA/CSS Headquarters or to other elements of the SIGINT Extended Enterprise are pre-
authorized for access to USSIDs via NSANet, INTELINK, or in hard-copy formats as needed to
perform their jobs. However, for those sensitive USSIDs for which access is password -
controlled, all users, to include contractors, must undergo additional security and mission vetting.
Non-USSS contractors or consultants working at external facilities are pre-authorized for soft-
copy access to USSIDs via NSANet or INTELINK, if connectivity to those systems is allowed
by the contractor's NSA/CSS sponsor. Where such connectivity is not established, any hard-copy
provision of USSIDs must be authorized by the SIGINT Policy System Manager (NSTS: 963 -
3593, STU-III: (443) 479-1442, DSN: 644-7492).

(U/FOY6) This USSID is not releasable to any Third Party partner. If a shareable version of
this USSID is needed (see USSID SP0002. Annex B (formerly USSID 2, Annex B)), please
contact the appropriate Country Desk Officer in the Foreign Affairs Directorate.

THE EXECUTIVE AGENT:

/s/
WILLIAM E. ODOM
Lieutenant General, USA
Director, NSA/Chief, CSS
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SECTION 1 - (U) PURPOSE AND SCOPE

1.1. £5458-This Annex implements Section 2.3., and Section 2.6.(b) of Executive Order
12333, Section 372, and Section 374 of Title 10, United States Code, and special Attorney
General procedures. It regulates certain COMINT activities of the United States SIGINT
System (USSS) which are directed against radio communications of suspected international
narcotics traftickers. Nothing contained in this Annex affects the basic authority of the USSS to
collect and disseminate foreign intellicence recarding aspects of international narcotics
trafficking activities, including -other than those activities expressly addressed
herein. SIGINT activities directed against internatlonal\ﬁareotips traffickers or tratficking
activities that are not within the purview of this Annex are regulated. by the basic USSID.

1.2. (U//H0H65y The provisions of this Annex will be implemented only u‘p‘x(\)‘ﬁ“‘spegi\ﬁc
instruction from DIRNSA/CHSS or his designee. b)(1)
(b)(3)-P.L. 86-36

b)(3)-50 USC 3024(i
SECTION 2 - (U) DEFINITIONS Es’(3§-1s USC 798 !

2.1. €5#5B The following definitions apply to this Annex only. Unless contradicted o
otherwise supplemented by these definitions, the definitions contained in Section 3 of th:
USSID SP0018 (formerly USSID 18) also apply to this Annex.

sic

a. (5#5B International Narcotics Trafficker: Any person engaged in buying. selling.
manufacturing (to include any step in the process from cultivation to refining), or
transporting controlled substances, as defined by the Attorney General, where such
activities cross international boundaries.

b. (S45H)

c(S4SHI
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d. (87SH Wire Communications: Any communicati on carried in whole or part by
wire, cable or other like connection furnished or operated by any person engaged as a

(b)(3)-50 USC 3024‘6) common carrier in providing or operating such facilities for the transmission of interstate
(b)(3)-18 USC 798 or foreign commiinications. Wire communications enjoy a reasonable expectation of

privacy. The USSS may 1ntent10nally intercept communications of'a U.S. person under
circumstances where there is a reasonable expectation of privacy of such
communications, only with prior authorization of the Attorney General, an order of the
Foreign Intelligence Surveillance Court, or prior consent of the U.S. person. Thiss]

|u nder

this Annex.

e. (§7ShH United States: When used in a geographic sense, the term, "United States."
means all areas under the territorial sovereignty of the United States.

f (§#ShH Territorial Limits: The waters and airspace adjacent to the Unites States, its
territories and possessions, to a distance of twelve miles from the coastline. A
communicant whose location has not otherwise been determined will be deemed a
communicant outside the territorial limits unless the nature of the communications or
other elements in the content or circumstances of the communications give rise to a
reasonable belief that the communicant is located inside the territorial limits of the United
States.

SECTION 3 - (U) COLLECTION

3.1.45758 The USSS is authorized to intercept and to perform direction finding against the
radio communications of persons, including U.S. persons, whom the USSS reasonably suspects
to be engaged in international narcotics trafficking activities when:

a. 65#5H All communicants are located outside the United States and its territorial
limits and either:
(1) (5B There exists a reasonable basis for belief that not all communicants
are U.S. persons; or,

(2) 5#5H At least one of the communicants is| Land the
communications are expected to contain information concerning
illicit narcotics.

b. &#5H All communicants are located inside the United States and its terrltorl(al) o
limits and: e
(1) 5758 At least one of'the COlﬂllll’lﬂl’}}ggm’Sﬂls which @%g&ug%?’foz 40)

(b)(3)-18 USC 798
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(2) (877SH The communicants are reasonably suspected to be engaged in
narcotics trafficking activities at the time of interception; and,

(3) 5#5h Collection is solely for the purpose of acquiring information related

to illicit-narcotics shipments, (b)(1)
(b)(3)-P.L. 86-36
. . . b)(3):50 USC 3024(i
c. (57#5hH Some communicants are located inside, and others located outside, th&)gg* 8 USC 798 ®

United States and either:
(1) €875H The communicant to be targeted is located outside the territorial
limits; or,

(2) €5#5b The communicant to be targeted is located
within the territorial limits, but beyond the coastline of the United States.

3.3. ¢&x Collection authorized under sub-paragraph 3.1.a. and subparagraph 3.1.c. (but not that
authorized under sub-paragraph 3.1.b.) may be performed in support of the NSA foreign
intelligence mission in response to foreign intelligence requirements approved by the Director of
Central Intelligence.

SECTION 4 - (U) RETENTION

4.1. 65#5B Information obtained in the course of'the collection authorized under paragraph
3.1. that identifies U.S. persons, or communications obtained in the course of collection
authorized under sub-paragraph 3.1.b. and subparagraph 3.1.c., that are solely between U.S.
persons, may be retained no longer than one year from the date of intercept unless:

a. 65#5H The SIGINT Director approves a longer retention period to support technical
data bases;

b. 65#8hH The information is disseminated in accordance with Section 35, in which case
retention is authorized for whatever period is deemed necessary to satisfy analytic
requirements;

¢. 5#5BH The communications from which the information is derived are encrypted, or
are reasonably believed to contain a secret meaning, in which case retention for an
indefinite period is authorized; or,

d. (8#SH)

(b)(1)
(b)(3)-P.L. 86-36
, , (b)(3)-50 USC 3024())
e — (b)(3)-18 USC 798
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4.2 (8#SH Communications solely between U.S. persons acquired under subparagraph 3.1.a.
(but not under subparagraph 3.1.b. and subparagraph 3.1.c.), shall be disposed of upon
recognition, except that:

a. (§7SH Technical data concerning frequency and channel use (example: callsigns,
broadcast schedules, signal characteristics, etc.) may be retained for collection avoidance
purposes; and,

b. (57/SH Information concerning tllicit narcotics shipments may be
retained in accordance with paragraph 4.1.. when at least one communicant is

(0)(3)-P.L. 86-36

/(b)(3)-50 USC 3024())
= " (b)(3)-18 USC 798

5.1. 5#SB Dissemination of information of, or concerning, U.S. persons derrved fronl

collection under subparagraph 3.1.a., is governed by Section 8 of the basic USSID except that:

SECTION 5 - (U) DISSEMINATION

a. (575 Information concern1n0| 1111c1t narcntrcs shrpments may be
disseminated to appropriate federal law enrorcenlent agencres ‘when: ‘
(1) &b Not all communrcants are U.S. persons or,

(2) (545H All comnmnrcants are U.S. persons, and at least one communicant is

b. (8#Sty Technical data concerning frequency and channel use, may be drsSennnated
to appropriate federal law enforcement agencres regardless of whether the communrcants
are U.S. persons or not. g / i
5.2. €5#5h Dissemination of information derrved from collection under subparagraph 3.1.b.
may be made only to aopropriate federal ,law enforcement agencies, and only when the
information relates to illicit narcotics shipments. Technical data cencerning
frequency and channel use may be disseminated to appropriate law enforcement agencies even
when the underlying communications do not contain 1nformat10n onl illicit
narcotics shipments.

5.3. (5#5B Dissemination of information concerning U.S. persons derived from collection
performed under subparagraph 3.1.c.. may be made when:

a. £5#5B The information is derived from monrtorrn0 communicants located outside
the U.S. territorial limits:
(1) &5#5b To appropriate federal law enforcement agencies when the
information concernsl |1111c1t narcotics shipments; or,

(2) 458 In accordance with Section 8§ of the basic USSID, when there exists
a reasonable belief that not all communicants are U.S. persons.

b. €5#5B The information is derived from monitoring communicants located inside
U.S. territorial limits:
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(2) €575B Only insofar asthe information relates td illicit
narcotics shipments.

c. 65#5B Technical data concerning frequency and channel use, and direction finding
results derived from any communication monitored under subparagraph 3.1.c. may be
disseminated to appropriate law enforcement agencies.

5.4, (U/F6H65 Information collected under subparagraph 3.1.a and subparagraph 3.1.c. may
be disseminated to appropriate federal authorities when no information of concerning, U.S.
persons 1s involved. 4

5.5. €5#5B Access to technical data bases will be restricted to SIGINT collection and analytic
personnel. Requests for access from other personnel or entities shall be referred to the SIGINT
Director, except that technical data concerning frequency and channel use, and direction finding
results, derived from collection performed under Section 3, may be disseminated to appropriate
federal law enforcement agencies without specific SIGINT Director approval.

5.6. ¢e#5B Information revealing a threat to human life or physical safety may be
disseminated by field elements to appropriate federal authorities without prior review by the
SIGINT Director. On the other hand, dissemination of such information by NSA Headquarters'
elements requires prior approval of the SIGINT Director, The National Security Operations
Center (NSOC), Senior Operations Officer (SOO). is authorized to approve dissemination
after normal duty hours or in time-sensitive situations.

5.7. ¢e#5H Information derived from intercepted communications, solely between U.S.
persons, which does not relate to lillicit narcotics, but which reveals significant
foreign intelligence or counterintelligence affecting substantial national security interests, may
be disseminated to appropriate federal authorities, if approved by DIRNSA.

SECTION 6 - (U) IDENTIFICATION OF U.S. PERSONS

6.1. €6) Field elements may provide the identities of U.S. persons to federal authorities when
the information relates to a threat to human life or physical safety without prior case-by-case
approval of'the SIGINT Director.

6.2. (€645 In all other cases, identification of U.S. persons in information disseminated
outside the SIGINT system requires approval ofthe SIGINT Director. After normal duty hours
or in time-sensitive situations the NSOC SOO is authorized to act for the SIGINT Director.




DOCID: 4086223

i ol i N fal N
[ AN W B 1 [ AW LN NS i W V5

Proceed To:
NSA | Director | SIGINT | SIGINT Staff | SIGINT Policy | USSID Index

Derived From: NSA/CSS Manual 123-2
Dated: 24 Feb 1998

Declassify On: 20291123




